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Preface 


Thank you for purchasing TOSHIBA Multifunctional Digital Systems or Multifunctional Digital Color Systems. 

This manual describes remote setup and remote management which operated from the web based management utility 
TopAccess. 

Read this manual before using your Multifunctional Digital Systems or Multifunctional Digital Color Systems. Keep this 
manual within easy reach, and use it to configure an environment that makes best use of the e-STUDIO’s functions. 


Operations on some items are restricted depending on the privileges assigned to the TopAccess user. 
Also, some items may not be displayed or may not function on some models. 


■ How to read this manual 


□ Symbols in this manual 

In this manual, some important items are described with the symbols shown below. Be sure to read these items before 
using this equipment. 


A WARNING 
A CAUTION 


Note 


Indicates a potentially hazardous situation which, if not avoided, could result in death, serious 
injury, or serious damage, or fire in the equipment or surrounding objects. 

Indicates a potentially hazardous situation which, if not avoided, may result in minor or moderate 
injury, partial damage to the equipment or surrounding objects, or loss of data. 


Indicates information to which you should pay attention when operating the equipment. 


Other than the above, this manual also describes information that may be useful for the operation of this equipment with 
the following signage: 


Tip Describes handy information that is useful to know when operating the equipment. 



Pages describing items related to what you are currently doing. See these pages as required. 


□ Model and series names in this manual 

In this manual, each model name is replaced with a series name as shown below. 


Model name 

Series name 

e-STUDI05540C/6540C/6550C 

e-STUDIO6550C Series 

e-STUDIO 2040 C/2540C/ 3040 C/3540C/4540C 

e-STUDIO4540C Series 


□ Screens 

• Illustrations for a control panel and a touch panel shown in this manual are those of the e-STUDIO 454 OC Series. The 
control panel and the touch panel, including buttons and their names and functions, are common to all of the 
e-STUDIO 454 OC Series, e-STUDIO 655 OC Series. The details on the touch panel menus may differ depending on how 
the equipment is used, such as the status of the installed options. 

• The illustration screens used in this manual are for paper in the A/B format. If you use paper in the LT format, the 
display or the order of buttons in the illustrations may differ from that of your equipment. 


□ About the defaults shown in this manual 

• The defaults shown in this manual are the values in the standard operating environment. The values may have been 
changed from these defaults. The defaults for your model may differ from the defaults shown. 

• The default for the list item is shown underlined. 
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□ Trademarks 


• The official name of Windows XP is Microsoft Windows XP Operating System. 

• The official name of Windows Vista is Microsoft Windows Vista Operating System. 

• The official name of Windows 7 is Microsoft Windows 7 Operating System. 

• The official name of Windows Server 200 3 is Microsoft Windows Server 2003 Operating System. 

• The official name of Windows Server 200 8 is Microsoft Windows Server 2008 Operating System. 

• Microsoft, Windows, and the brand names and product names of other Microsoft products are trademarks of Microsoft 
Corporation in the US and other countries. 

• Apple, AppleTalk, Macintosh, Mac, Mac OS, Safari, and TrueType are trademarks of Apple Inc. in the US and other 
countries. 

• Adobe, Acrobat, Reader, and PostScript are either registered trademarks or trademarks of Adobe Systems 
Incorporated in the United States and/or other countries. 

• Mozilla, Firefox and the Firefox logo are trademarks or registered trademarks of Mozilla Foundation in the U.S. and 
other countries. 

• IBM, AT and AIX are trademarks of International Business Machines Corporation. 

• NOVEL し NetWare, and NDS are trademarks of Novell, Inc. 

• TopAccess is a trademark of Toshiba Tec Corporation. 

• Other company and product names given in this manual or displayed in this software may be the trademarks of their 
respective companies. 


□ Security Precautions 

• To prevent the configuration settings from being changed illegally or similar, change the initial administrator password 
at the time of shipping before you use this product. Also, the administrator password should be altered periodically. 

• Be sure to log out when leaving your computer while changing TopAccess settings for security purposes. 
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Overview 


TopAccess Overview 


TopAccess is a management utility that allows you to check device information of this equipment and job status, and to 
carry out device setting and maintenance through a web browser. 

TopAccess has an "end-user mode" and a "access policy mode". 

End-user mode 


End users can: 

• Display general device information, including status, drawer/accessory configuration, and paper supply information. 

• Display and manage the status of print jobs, fax/Internet Fax transmission jobs, and scan jobs submitted by the user. 
(The Optional Fax Unit is required to display and manage the fax transmission jobs) 

• Display the job logs for print, fax/Internet Fax transmission, fax/Internet Fax reception, and scan. (The Optional Fax 
Unit is required to display the fax transmission and fax reception job logs.) 

• Register and modify templates. 

• Add or modify contacts and groups in the address book. 

• Register and modify mailboxes. (The Optional Fax Unit is required.) 

• Display counter logs. 

• Download client software. 

Cfl P.10 "Accessing TopAccess" 

Access policy mode 


Operation privileges and displayed items vary depending on the user account you used to log in to TopAccess. 
Details of operations and displays vary depending on the management on roles and departments to where the user 
account is assigned. 

Cfl R22 "Access policy mode" 
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TopAccess Conditions 


Your device should be connected to the network and TCP/IP is correctly configured to operate TopAccess. 
When TCP/IP is correctly configured, you can access TopAccess via a web browser. 

Supported browsers 


Windows 

• Internet Explorer 6.0 or later 

(Internet Explorer 7.0 or later when IPv6 is used) 

• Firefox 3.5 or later 
Macintosh 

• Safari 4.0 or later 
UNIX 

• Fi refox 3.5 or later 


Notes 


• Because TopAccess uses cookies to store information on the user's system, these must be enabled in the browser. 

• If TopAccess does not display the correct information in any page, delete the cookies and try again. 

• When using the e-Filing box Web utility from TopAccess, it is necessary to disable the pop-up blocking function of 
your Web browser. 
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Overview 


Accessing TopAccess 


You can access TopAccess by entering its URL in the address box of the web browser. To access it under a Windows 
Vista/Windows 7/Windows Server 2008 environment, confirm the network connection status on the Network Map with the 
LLTD (Link Layer Topology Discovery) feature of Windows Vista/Windows 7/Windows Server 2008, and then click the 
displayed icon of this equipment. 

Cfl R10 "Accessing TopAccess by entering URL" 

ffl R12 "Accessing TopAccess from Network Map (Windows Vista/Windows 7/Windows Server 2008)" 

■ Accessing TopAccess by entering URL 

1 し aunch a web browser and enter the following UR し in the address box. 

http://<IP Address> or http://<Device Name> 

Address http;// 10.10 .70.120 

For example 

When the IP address of your device "10.10.70.120" (when IPv4 used): 

http://10.10.70.120 

When the IP address of your device is "3ffe: 1:1:10:280:91 ff:fe4c:4f54" (when IPv6 used): 

3ffe-l-l-10-280-91ff-fe4c-4f54.ipv6-literal.net 

or 

http://[3ffe:l:l:10:280:91ff:fe4c:4f54] 

When your device name is "mfp-0 499882 0": 

http://mfp-04 99882 0 


Note 


When SSL for the HTTP network service is enabled, an alert message may appear when you enter the URL in 
the address box. In that case, click [Continue to this website (not recommended).] to proceed. 
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The TopAccess website appears. 



e-Filiiui 

Login 


Device 



Options 

り nisher 

None 

Hole Punch Unit 

None 

Fax 

Installed 


Toner 

Yellow(Y) 

100% 

Mdgentd(M) 

100% 

Cyan(C) 

100% 

Black(K) 

100% 



Device Information 

Status 

Ready 

Name 

MFP070X8510 

Location 


Copier Model 

TOSHIBA e-STUDIOXXXXC 

Serial Number 

CLEOOOXXX 

MAC Address 

00:XX:91:6C:29:7E 

Main Memory Size 

2048 MB 

Page Memory Size 

1024 MB 

Save as File 这 e-Filing Space Available 

26201 MB 

Fax Space Available 

978 MB 

Contact Information 


Phone Number 

0 

Message 


Alerts 

♦ 


Paper 

Drawer 

Size 

Type 

Capacity 

Status 

Drawer 1 

A 斗 

Plain 

540 

Paper 

Available 

Drawer 2 

A3 

Plain 

540 

Near Empty 

Drawer 3 

A4R 

Plain 

540 

Paper 

Available 

Drawer 4 

A4R 

Plain 

540 

Near Empty 


Tip 

You can also access TopAccess using the TopAccessDocMon link. For instructions on accessing TopAccess 
from TopAccessDocMon, refer to the Help for Top A ccessDocMon. 
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1Overview 


■ Accessing TopAccess from Network Map 
(Windows Vista/Windows 7/Windows Server 2008) 

Confirm the network connection status on the [Network Map] with the LLTD feature of Windows Vista/Windows 7/Windows 
Server 2008, and then click the displayed icon of this equipment. 

Cfl R12 "With Unidentified Network (Windows Vista)" 

Cfl R15 "With Unidentified Network (Windows 7)" 
ffl R18 "Accessing TopAccess from Network Map" 


Tip 

You can install the driver required for web services by right-clicking the icon and selecting [Install]. For the driver 
required for web services, refer to the Software Installation Guide. 


Notes 


• Before using the LLTD (Link Layer Topology Discovery) feature, enable the LLTD setting, 
m P.171 "Setting up LLTD Session" 

• Before beginning the installation of the driver required for web services, enable the Web Services setting. 
Cfl P.170 "Setting up Web Services Setting" 


□ With Unidentified Network (Windows Vista) 


Click the [Start] icon and select [Control Panel]. 



The [Control Panel] window appears. 


2 Click [Network and Internet]. 



The [Network and Internet] window appears. 
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3 Click [Network and Sharing Center]. 



The [Network and Sharing Center] window appears. 


4 Click に ustomize] of [Unidentified network (Public network)]. 


ぉ图回 


©O , 积 « Network and Internet ► Network and Sharing Center 



Network and Sharing Center 


A 

MEDIA-PC-EN 
(This computer) 


▼ い*] I 如 GK わ 


む = 

Unidentified network 


可 


Access 

Local only 


Connection 

Local Area Connection 

View status 

ぶ Sharing and Discovery 

Network discovery 

• On 

V 

File sharing 

• On 

V 

Public folder sharing 

O Off 

V 

Printer sharing 

O Off (no printers installed) 

© 

Password protected sharing 

• On 

V 

Media sharing 

O Off 

© 

Show me all the files and folders 1 am sharing 


Show me all the shared network folders on this computer 


The [Set Network Location] window appears. 
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5 Select [Private] of [Location type], and then click [Next]. 



• The [User Account Control] dialog box appears. 

• If the user account control is disabled, the [Set Network Location - Successfully set network settings] window 
appears. Go to step 7. 


0 Click に ontinue] in the [User Account Control] dialog box. 

The [Set Network Location - Successfully set network settings] window appears. 

7 Click [Close]. 

回百 图 

Set Network Location 


Successfully set network settings 



Unidentified network 
Private 

This allows you to see other computers and 
devices, while making your computer 
discoverable. 


View or chanqe network and sharina^settinas in Network and Sharing Center 

View computers and devices on the network 


r 。广 ^ 
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□ With Unidentified Network (Windows 7) 

1 Click the [Start] icon and select [Control Panel]. 

ヴが r " … 

Snipping Tool 

Remote Desktop Connection 
Magnifier 
Solitaire 

Adobe Acrobat X Pro 
► All Programs 


Search programs and files 



ク I 一 


w 


恩 巧: 


2 


The [Control Panel] window appears. 

Click [Network and Internet]. 



卜 O.l 卜回 ll^l 

( 一つて、 ) 户 |[^ ► Control Panel ► 

▼卜 * I I Search Control Panel p | 




Adjust your computer's settings 


\^k\ System and Security 

A Review your computer's status 
Back up your computer 
Find and fix problems 

Network and Intern も 

View network status and ta|^\ 
一 Choose homegroup and sJroWg 

m 


View network status ai 
Choose homegroup and si 

Hardware and Sound 

View devices and printers 
Add a device 


options 


Programs 

Uninstall a program 


% 

% 

夕 

m 


View by: Category ▼ 

User Accounts and Family Safety 

• Add or remove user accounts 
曹 Set up parental controls for any user 

Appearance and Personalization 

Change the theme 
Change desktop background 
Adjust screen resolution 

Clock, Language, and Region 

Change keyboards or other input methods 
Change display language 

Ease of Access 

Let Windows suggest settings 
Optimize visual display 


The [Network and Internet] window appears. 

3 Click [Network and Sharing Center]. 


I で - 间 IM 


© X > 匿 


► Control Panel ► Network and Internet i 


▼冬す Search Control Panel 


~p] 


Control Panel Home 



Hardware and Sound 
Programs 

User Accounts and Family 
Safety 

Appearance and 
Personalization 
Clock, Language, and Region 
Ease of Access 


卜 Network and Sharing Cent ち 

1 

- View network status and tasks Co 
View network computers and device 

iNect to a network 

Add a wireless device to the network 


，る 

卷 


HomeGroup 

Choose homegroup and sharing options 

Internet Options 

Change your homepage Manage browser add-ons 


Delete browsing history and cookies 


The [Network and Sharing Center] window appears. 
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4 


Click [Choose homegroup and sharing options]. 


0 © マ區 


« Network and Internet ► Network and Sharing Center 


▼备 す S ミ。 rch Control Panel 


Control Panel Home 

Change adapter settings 

Change advanced sharing 
settings 


View your basic network information and set up connections 

m 典 Q 

TDOS04-097 Network Internet 

(This computer) 


口 I 回 I 画 

Pi 

See full map 


View your active networks 


Connect or disconnect 




Access type: Internet 

Connections : 巧 Local Area Connection 


See also 
HomeGroup 
Internet Options 
Windows Firewall 


Change your networking settings 


Set up a new connection or network 

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access 
point. 


み 


Connect to a network 

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection. 


み 


国 


Access files and printers located on 


け io 屯 

othi ^twork 


computers, or change sharing settings. 


Troubleshoot problems 

Diagnose and repair network problems, or get troubleshooting information. 


The [HomeGroup] window appears. 

Click [What is a network location?]. 


I o III 回 ll^ 


► Control Panel ► Network and Internet ► Homebroup 


▼ j I I Search Control Panel 


3 


Share with other home computers running Windows 7 

This computer can't connect to a homegroup. 

▲ To create or join a homegroup, your computer's network location must be set to Home. 


With a homegroup, you can share filesa^d printers with other computers running Windows?. You can also 
stream media to devices. The homegroup is protected with a password, and you'll always be able to choose 
what you share with the group. 

Tell me more about homegroups 
Change advanced sharing settings... 

Start the HomeGroup troubleshooter 


I Create a homegroup i i OK 


The [Set Network Location] window appears. 
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0 Click [Work network]. 


口间回 

Set Network Location 

Select a location for the 'Network* network 


This computer is connected to a network. Windows will automatically apply the correct 
network settings based on the network's location. 



Home network 

If all the computers on this network are at your home, and you recognize them, 
this ts a trusted home network. Don't choose this for public places such as 
coffee shops or airports. 




Work network 

If all the comiiNers on this network are at your workplace, and you recognize 
them, this is a レを ed work network. Don't choose this for public places such as 
coffee shops or sports. 



Public network 

If you don't recognize all the computers on the network (for example, you're in 
a coffee shop or airport, or you have mobile broadband), this is a public 


network and is not trusted. 


O Treat all future networks that I connect to as public, and don't ask me again. 
Help me choose 


The [Set Network Location] confirmation window appears. 

7 Click [Close]. 


© , 


1-。 I 巧 白 


■ Set Network し ocation 


The network location is now Work 


张 


Network name; 
Location type: 


Network 

Work 

On Work networks, you can see other computers and 
devices on the network, and your computer is 
discoverable. 


n Network and Sharinq Center 


View computers and devices on the network 


I 〔1。;。 
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□ Accessing TopAccess from Network Map 


Click the [Start] icon and select [Control Panel]. 

圆 Media Player 

Small Business Resources 

Windows Fax and Scan 
Windows Meeting Space 
Windows Photo Gallery 
Windows Live Messenger Download 


雨 



The [Control Panel] window appears. 

つ Click [Network and Internet]. 




回區 I 图 

し ^ し ^ I 固 ► Control Panel ► 

▼ 怡 IIL 




System and Maintenance 

Get started with Windows 
Back up your computer 

Security 

Check for updates 

Check this computer's security status 
Allow a program through Windows 
Firewall 


碟 


Network and Internet 

View network status ai 
Set up file sharing 


iii ci nci 
IS andtai\^ 


User Accounts 

• Add or remove user accounts 

Appearance and 
Personalization 

Change desktop background 
Change the color scheme 
Adjust screen resolution 

Region 

keyboards or other input 


Hardware and Sound 

Play CDs or other media automatically 


Programs 

Uninstall a program 
Change startup programs 


,Clock, Language, and 

r Change keyboards or other i 

- 卢 methods 

# 


Ease of Access 

Let Windows suggest settings 
Optimize visual display 


Additional Options 


The [Network and Internet] window appears. 


3 Click [Network and Sharing Center]. 



The [Network and Sharing Center] window appears. 
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Overview 


4 Click [View full map]/[See full map] in the [Network and Sharing Center] window. 



Mapping of devices connected on the network appears in the [Network Map] window. 



Click the icon of this equipment. 




Tips 

• The name, IP address and MAC address of the devices appear when you place the pointer over each icon. 

• If the equipment has the Finisher installed, its icon is displayed together with the Finisher icon. If not, it is 
displayed by itself. 
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6 


The TopAccess website appears. 
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TopAccess screen descriptions 





Template Groups 

Please select a 巧 oup to edit below. 

Public Template Groups 


Public Template Grouos 


■ All Groups I Defined Groups 
Jump to 

0Q1 011 021031041051061071081091101 111 1211311 


No. 


Name 

User Name 

001 


Useful Temolates 


002 

a 

test 

teset 

003 


Undefined 

Undefined 

004 


Undefined 

Undefined 

005 


Undefined 

Undefined 

006 


Undefined 

Undefined 

007 


Undefined 

Undefined 

008 


Undefined 

Undefined 

009 


Undefined 

Undefined 

010 


Undefined 

Undefined 


Goto tOD ofthis page 


5 6 



Item name 

Description 

1 

Function tab 

Features are grouped under each tab. This provides access to the main pages of 

TopAccess for each function. 

2 

Menu bar 

This provides access to each menu page under the selected function tab. 

3 

Submenu bar 

This provides access to each submenu page under the selected menu and function tab. 

4 

Install Software link 

Click this to open the Install Client Software page to download the client software from 
TopAccess. 

5 

Top link 

Click this to display the top of the page currently displayed. 

6 

Help link 

Click this to display Online Help. 


TopAccess screen descriptions 2] 
































































Overview 


Access policy mode 


The access policy mode enables different operation privileges and displayed items to be applied depending on the user 
account you used to log in to TopAccess. 

In the access policy mode, the details of operations and displays differ depending on the roles and department assigned to 
the given user account. 

1 Access TopAccess. 

Cfl P.10 "Accessing TopAccess by entering URL" 

2 Click [Login]. 



The Login page is displayed. 

3 Enter the user name and password and click [Login]. 



• Enter the user name and password that comply with TopAccess access policies. 

• The Setup page is displayed. 


Tip 

Enter "admin" in User Name and "123456" in Password to log in for the first time. 
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4 Click the menu and submenu to display the desired page. 


TboAccess 

Lo<ioiit 

Device | Job Status ] Logs | Registration | Counter 

1 User Management 

I Security I Maintenance | Registration j\. ■ 


SPtiin * 

■ General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filinq | Printer | Print Service 

1 ICC Profile 1 Print Data Converter | EWB | ODcJ 

1 Save 11 Cancel | 

杉 2 で 


General Setting 
Device Inform 加 on 
Name 

Copier Model 
Serial Number 
MAC Address 

Save as File & e-Filing Space Available 

Fax Space Available 

Data Cloning Function 

USB Direct Print 

Location 

Contact Information 
Sen/ice Phone Number 
Administrative Message 

_FuncUons _ 


MFPO 7088510 
TOSHIBA e-STUDIO6550C 
CLEO 00047 
00:80:91:6C:29:7E 
26201 MB 
978 MB 


Enable ▼ 
Enable ▼ 


Tip 

You can log out by clicking the [Logout] link at the top right of the page. 
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[Device] Tab Page 

This chapter describes the [Device] tab page in the TopAccess end-user mode. 


[Device] Item list.26 

Displayed icons.28 




[Device] Tab Page 


[Device] Item list 


TopAccess opens the [Device] tab which includes a picture indicating the device status. At any time, the end user may 
click [REFRESH] to update the TopAccess status information. 

This tab shows the following information about the device: 



e-Filinq 

Login 



Device 



2 

3 

4 



Yellow(Y) 

100% 

Magenta(M) 

100% 

Cyan(C) 

100% 

Black(K) 

100% 


Logs 


Registration 


Counter 




Information 


Status 

Ready 

Name 

MFP070X8510 

Location 


Copier Model 

TOSHIBA e-STUD に说说 C 

Serial Number 

CLEOOOXXX 

MAC Address 

00:XX:91:6C:29:7E 

Main Memory Size 

2048 MB 

Page Memory Size 

1024 MB 

Save as File & e-FHing Space Available 

26201 MB 

Fax Space Available 

978 MB 

Contact Information 


Phone Number 

0 

Message 


Alerts 

♦ 


■ Paper 

Drawer 

Size 

Type 

Capacity 

Status 

Drawer 1 

A4 

Plain 

540 

Paper 

Available 

Drawer 2 

A3 

Plain 

540 

Near Empty 

Drawer 3 

A4R 

Plain 

540 

Paper 

Available 

Drawer 4 

A4R 

Plain 

540 

Near Empty 



Item name 

Description 

1 

Device Information 

The Paper list shows the drawer status. 

• Status — Displays the device status. 

• Name — Displays the name of this equipment. 

• Location — Displays the equipment's location. 

• Copier Model — Displays the model name of this equipment. 

• Serial Number — Displays the serial number of this equipment. 

• MAC Address — Displays the MAC address of this equipment. 

• Main Memory Size (for supported models only) — Displays the main memory size. 

• Page Memory Size (for supported models only) — Displays the page memory size. 

• Save as File & e-Filing Space Available — Displays the total available space in the 
local folder and e-Filing on your equipment. 

• Fax Space Available — Displays the available space for sending and receive fax data. 

• Contact Information — Displays the contact name of the person responsible for 
managing this device. 

• Phone Number — Displays the phone number of the person responsible for managing 
this device. 

• Message — Displays administrative messages. 

• Alerts — Displays alert messages. 

2 

Options 

The following information is displayed. 

• Finisher — Displays whether the Finisher is installed. 

• Hole Punch Unit — Displays whether the Hole Punch Unit is installed. 

• Fax — Displays whether the Fax Unit is installed. 

• Optional Function kit (for supported models only) — Displays whether the optional 
function kit is installed. 

3 

Paper 

The following information is displayed. 

• Drawer 一 Displays a list of the installed drawers. 

• Size — Displays the paper size set for each drawer. 

• Type — Displays the paper type set for each drawer. 

• Capacity — Displays the maximum paper capacity that can be set for each drawer. 

• Status — Displays the remaining amount of paper for each drawer. 





The paper size for each drawer cannot be set from TopAccess. Set it from the touch panel of the equipment. For instructions 
on how to set the paper size for each drawer, refer to the Copying Guide. 


Toner 

The Toner list shows the toner quantity. 
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Tip 

Some features may not be displayed on some models. 
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[Device] Tab Page 


Displayed icons 


When the equipment requires maintenance or when an error occurs with the equipment, icons indicating the status 
information appear near the graphic image of the equipment on the TopAccess [Device] tab. The following are the icons 
displayed and their descriptions. 


興 

Printer Error 1 

This icon indicates that a non-recommended toner cartridge is being used, and that the 
equipment has stopped printing. For information on resolving the error, refer to "Replacing a 
Toner Cartridge" in the Troubleshooting Guide. 

四 

Printer Error 2 

This icon indicates one of the following: 

• You need to remove paper from the receiving tray. 

• You need to remove paper from the Finisher tray. 

• You need to remove the staples jammed in the Finisher. For information on resolving the 
error, refer to "Staple Jam in the Finisher" in the Troubleshooting Guide. 

• You need to remove the staples jammed in the Saddle Stitch Unit. For information on 
resolving the error, refer to "Staple Jam in the Saddle Stitch Unit" in the Troubleshooting 
Guide. 

• You need to clear chads from the Hole Punch Unit. For information on resolving the error, 
refer to "Cleaning the Hole Punch Dust Bin" in the Troubleshooting Guide. 

• A non-recommended toner cartridge is being used. For information on resolving the error, 
refer to "Replacing a Toner Cartridge" in the Troubleshooting Guide. 

• You performed saddle stitch printing with the paper of the different sizes. 

• The equipment cannot load paper from the Large Capacity Feeder. 

• The equipment cannot eject the paper to the output tray. 

興 

Cover Open 

This icon indicates a cover such as the front cover or Automatic Duplexing Unit Cover is open. 

p 

Drawer Open 

This icon indicates the drawer is open. 

p 

Toner Empty 

This icon indicates no toner is left. For information on resolving the error, refer to "Replacing a 
Toner Cartridge" in the Troubleshooting Guide. 


Waste Toner Full 

This icon indicates the waste toner box is full and requires replacing. For information on 
resolving the error, refer to "Replacing the Waste Toner Box" in the Troubleshooting Guide. 

眞] 

Paper Empty 

This icon indicates no paper is left in a drawer. For information on resolving the error, refer to the 

Copying Guide. 

興 

Paper Jam 

This icon indicates a paper jam occurred. It also indicates the location of the paper jam. For 
information on resolving the error, refer to "Clearing a Paper Jam" in the Troubleshooting 
Guide. 

P 

Staples Empty 

This に on indicates no staples are left in the Finisher. For information on resolving the error, refer 
to "Refilling the Staples" in the Troubleshooting Guide. 


Call for Service 

Contact your service representative to have the equipment inspected. 
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[Job Status] Tab Page 


Using TopAccess, end users can display and delete print jobs, fax/internetfax jobs, and scan jobs released by end users. 


[Job Status] Tab Page Overview.30 

[Print Job] Item list.30 

[Fax/InternetFax Job] Item list.32 

[Scan Job] Item list.33 

[Job Status] How to Set and How to Operate.34 

Displaying print jobs.34 

Deleting jobs.35 

Deleting private print jobs and hold print jobs.35 

Releasing print jobs.36 

Checking recovery information.36 












[Job Status] Tab Page 


[Job Status] Tab Page Overview 


You can display and delete print jobs, fax/internetfax jobs, and scan jobs. You can also print print jobs immediately. 

Cfl P.30 ‘‘[Print Job] Item list" 

Cfl R32 ‘‘[Fax/InternetFax Job] Item list" 

Cfl P.33 ‘‘[Scan Job] Item list" 

■ [Print Job] Item list 

The Print Job page displays the following information for each print job. 



The following screen is displayed if you are logged in with a user account which is granted administrator privileges in the 
access policy mode. 




Item name 

Description 

1 

[Delete] button 

If the selected print job is owned by a user who is logged in to TopAccess, the job is 
deleted. 

2 

[Release] button 

If the selected print job is in the print queue, the job is printed. 

3 

[Recovery Information] button 

If the selected print job was skipped while the job skip feature was enabled, the recovery 
information screen is displayed. 

圏 P.31 "[Recovery Information] screen" 

CQ P.142 "Setting up Job Skip Control" 

4 

[Delete All Private Print Jobs] 
button 

This item is displayed if you are logged in with a user account which is granted 
administrator privileges in the access policy mode. 

You can delete all private print jobs displayed in the list. 

5 

[Delete All Hold Print Jobs] button 

This item is displayed if you are logged in with a user account which is granted 
administrator privileges in the access policy mode. 

You can delete all hold print jobs displayed in the list. 

6 

Document Name 

Displays the document name of the print job. 

7 

Date Time 

Displays the date and time when the print job was released from the client computers. 

8 

Type 

Displays the print job type. 

9 

Status 

Displays the status of the print job. 

10 

Paper 

Displays the paper size of the print jobs. 

11 

Pages 

Displays the number of pages of the print job. 

12 

Sets 

Displays the number of copies set for the print jobs. 
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[Job Status] Tab Page 



Item name 

Description 

13 

User Name 

Displays the user account name of the owner of the print job. 

14 

Domain Name 

Displays the domain name of the user account who is the owner of the print job. 


Tips 



• Print jobs that have finished being printed are displayed in the [Logs] tab. 

• Click a table heading item to refresh the page and reorder the print job list in the specified order. 



□ [Recovery Information] screen 

The Recovery Information screen displays the conditions for resuming printing. 
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Item name 

Description 

1 

[Close] button 

Closes the [Recovery Information] screen. 

2 

Cause 

Displays the cause of the print interruption. 

3 

Recovery Condition 

Displays the procedure for resuming printing. 

4 

Paper Size 

Displays the paper size set for the interrupted print job. 

5 

Paper Type 

Displays the paper type set for the interrupted print job. 

6 

Drawer 

Displays the paper source set for the interrupted print job. 
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3 [Job Status] Tab Page 


[Fax/InternetFax Job] Item list 

The Fax/InternetFax Job page displays the following information for each fax transmission job. 


e-Filinq 

Login 


Logs I Registration 

I Scan 


Fax / InternetFax Job 

— Delete i 


REFRESH 


3 

4 

5 

6 







■LJiFile No. iTOfName) 

On tn tnn nf thic nano 1 

llOfFax No./Email) 

|▼Da^e Time IPages lOelay Time I Status 

User Name 

Domain Name 



Item name 

Description 

1 

[Delete] button 

The selected fax job is deleted. 

2 

File No. 

Displays the file number to identify the fax transmission job. 

3 

TO(Name) 

Displays the destination name set for the fax transmission job. 

4 

TO(Fax No./Email) 

Displays the fax number or E-mail address of the destination. 

5 

Date Time 

Displays the date and time when the fax transmission job is released from the touch panel 
or client computer using the N/W-Fax driver. 

6 

Pages 

Displays the number of pages of the fax transmission job. 

7 

Delay Time 

Displays the delayed time set for the fax transmission job. 

8 

Status 

Displays the status of the fax transmission job. 

9 

User Name 

Displays the user account name of the owner of the fax transmission job. 

10 

Domain Name 

Displays the domain name of the user account who is the owner of the fax transmission job. 


Tips 

• Transmission jobs that have finished their transmission are displayed in the [Logs] tab. 

• Click a table heading item to refresh the page and reorder the print job list in the specified order. 
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[Job Status] Tab Page 


■ [Scan Job] Item list 

The Scan Job page displays the following information for each scan job. 


D 



Item name 

Description 

1 

[Delete] button 

The selected scan job is deleted. 

2 

TO(Name) 

Displays the destination (name) to where the scanned document is sent via an E-mail. 

3 

TO(Email) 

Displays the destination (E-mail address) to where the scanned document is sent via an E- 
mail. 

4 

File Name 

When the job performs the Scan to File or USB or Scan to e-Filing, it displays the document 
name to be stored. 

5 

Agent 

Displays the agent of the scan job. 

6 

Date Time 

Displays the date and time when the scan job is released from the touch panel. 

7 

Pages 

Displays the number of pages of the scan job. 

8 

Status 

Displays the status of the scan job. 

9 

User Name 

Displays the user account name who is the owner of the scan job. 

10 

Domain Name 

Displays the domain name of the user account who is the owner of the scan job. 

I 

Tips 


• Scan jobs that have finished being scanned are displayed in the [Logs] tab. 

• Click a table heading item to refresh the page and reorder the print job list in the specified order. 


TboAccess 

e-Filinci 

Login 

Device 了 Logs T Registration T Counter 1 





I 


File Name 


I け 


-brr: 


I 甘 


Aaent 


▼Date Time 
2011の 1515:21 


2011の 1515:21:00 


Pages SLaM 


Go tD top of this 


User Name 


Domain Name 


[Job Status] Tab Page Overview 33 



































































[Job Status] Tab Page 


[Job Status] How to Set and How to Operate 


Cfl P.34 "Displaying print jobs" 

Cfl P.35 "Deleting jobs" 

Cfl P.35 "Deleting private print jobs and hold print jobs" 

Cfl P.36 "Releasing print jobs" 

Cfl R36 "Checking recovery information" 

■ Displaying print jobs 

1 Click the [Job Status] tab and click the [Print Job], [Fax/InternetFax Job], or [Scan Job] 
menu. 

The Job page is displayed. 

2 If jobs are not displayed in the list, click the [REFRESH] icon at the upper right of the 
page. 
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See the following for details on displayed items: 
Cfl P.30 ‘‘[Print Job] Item list" 

Cfl P.32 ‘‘[Fax/InternetFax Job] Item list" 

Cfl P.33 ‘‘[Scan Job] Item list" 


Tip 

Completed jobs are displayed in the [Logs] tab. 
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[Job Status] Tab Page 


Deleting jobs 


Click the [Job Status] tab and click the [Print], [Fax/InternetFax], or [Scan] menu. 

The Job page is displayed. 


2 Select the check box next to the job that you want to delete. 
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3 Click [Delete]. 

The selected job is deleted. 


Note 


Click the [REFRESH] icon at the upper right of the page to confirm the deletion. 



■ Deleting private print jobs and hold print jobs 

You can delete private print jobs and hold print jobs if you are logged in with a user account which is granted administrator 
privileges in the access policy mode. 


1 Click the [Job Status] tab and click the [Print] menu. 

The Print Job page is displayed. 

2 Click the [Delete All Private Print Jobs] or [Delete All Hold Print Jobs] button. 

Private print jobs or hold print jobs are deleted. 



e-Filiiui 

Log out 
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Note 


It may take a while to delete all private or hold jobs. 
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3 [Job Status] Tab Page 


■ Releasing print jobs 

You can print jobs that are stored in the queue. 


Note 


Private print jobs and hold print jobs cannot be released from TopAccess. 

1 Click the [Job Status] tab and click the [Print] menu. 

The Print Job page is displayed. 

2 Select the check box next to the job that you want to print. 


TopAccess 

e-Filiii" 


Logs t Registration 了 Counter J 

Prii 

1 Del 

FaWInl 

ternetFa^ | Scan 

It Job JL 

ete II Release 」 Recc ■白け Info。-":',r I 


い！ 1 Document Name 

▼Date Time 

Type 

Status 

Paper 

ド 3 洗 3 

Sets 

User Name 

Domain Name 


pi 

I|ample.pdf 

2011 の 1/1914:3 反 25 

Scheduled 

Scheduled 

A4 

13 

1 

p 5002 ltd 


が nple'pdf 

2011の 1/1913:49:02 

Print 

Waiting 

A4 

8 

1 

p5002ttd 



|ample.pdf 

2011 胤/ 1913:48:04 

Print 

Walling 

A4 

5 

1 

p5002ttd 


技 

jample-pdf 

2011の1巧913:47:00 

Print 

Waiting 

A4 

20 

1 

p 5002 ttd 



TOD of this oaae 



3 Click [Release]. 

The selected print job is immediately printed. 

■ Checking recovery information 

You can check the conditions to restart a print job which has been skipped while the job skip feature was enabled. 


Tip 

For the job skip feature, see the following: 

Cfl R142 "Se 扣 ng up Job Skip Control" 

1 Click the [Job Status] tab and click the [Print] menu. 

The Print Job page is displayed. 

2 Select the check box next to the print job whose job status is "Skipped"- 
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Click [Recovery Information]. 

The conditions to restart the print job are displayed. 
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[Logs] Tab Page 


Using TopAccess, end users can display print job logs, transmission journals, reception journals, and scan job logs. 


[Logs] Tab Page Overview.38 

[View Logs] Item list.38 

[Export Logs] Item list <access policy mode>.44 

[Log Settings] Item list <access policy mode>.45 

[Logs] How to Set and How to Operate.46 

Displaying job logs.46 

Exporting logs.47 









[Logs] Tab Page 


[Logs] Tab Page Overview 


You can check the job history. 


Tip 

Up to 100 logs are displayed in chronological order with the most recent first. You can check up to 1000 logs by 
exporting them. The oldest logs are deleted when the number exceeds 1000. 

Cfl R38 "[View Logs] Item list" 

ffl R44 ‘‘[Export Logs] Item list <access policy mode>’’ 

Cfl P.45 "[Log Settings] Item list <access policy mode >，， 

■ [View Logs] Item list 

Cfl P.38 "Print Log" 

Cfl R39 "Transmission Journal" 

Cfl P.40 "Reception Journal" 

Cfl P.41 "Scan Log" 

Cfl P.43 "Message Log <access policy mode>" 

□ Print Log 

The Print Log page displays the following information for each print job log. 




Item name 

Description 

1 

Document Name 

Displays the document name of the print job. 

2 

Date Time 

Displays the date and time that the print job was released from the client computers. 

3 

Type 

Displays the print job type. 

4 

Paper 

Displays the paper size of the print jobs. 

5 

Pages 

Displays the number of pages of the print job. 

6 

Sets 

Displays the number of copies set for print jobs. 

7 

Status 

Displays the status of the print log. 

8 

User Name 

Displays the user account name of the owner of the print job. 

9 

Domain Name 

Displays the domain name of the user account who was the owner of the print job. 


Tip 


Click a table heading item to refresh the page and reorder the print log list in the specified order. 
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[Logs] Tab Page 


□ Transmission Journal 





Item name 

Description 

1 

No. 

Displays the serial number of the journals. 

2 

File No. 

Displays the file number to identify the received job. 

3 

Date Time 

Displays the date and time the transmission job was performed. 

4 

Duration 

Displays the time length taken for the transmissions. If it takes more than 1 hour, "59:59" is 
indicated. 

5 

Pages 

Displays the number of pages of the transmission job. 

6 

TO(Name) 

Displays the destination name set for the transmission job. 

7 

TO(Fax No./Email) 

Displays the fax number or E-mail address of the destination for the transmission job. 

8 

Dept 

Displays the department code if department management is enabled. 

9 

Mode 

Displays the transmission mode*. 

10 

Status 

Displays the result of the transmission. 

11 

Line 

Displays the line used. 

12 

User Name 

Displays the user account name of the owner of the transmission job. 

13 

Domain Name 

Displays the domain name of the user account who was the owner of the transmission job. 


The transmission mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code. 
For example: EC 603 


2-digit letter code 
(Communication 
Mode) 

1st numeric 
code 
(bps) 

2nd numeric code 
(Resolution) 

3rd numeric 
code 
(Mode) 

Up to 4 digit 
supplemental code 

EC: ECM 

0: 2400 

0: 8x3.85 

0: MH 

P: Polling 

G3: G3 

1: 4800 

1: 8x7.7 

1:MR 

SB: Mailbox 

ML: E-mail 

2: 7200 

2: 8x15.4 

2: MMR 

SR/R: Relay mailbox 


3: 9600 

4:16x15.4 

3: JBIG 

SF/F: Forward mailbox 


4: 12000 

8: 300 dpi 


ML: Internet Fax 


5: 14400 

B: 600 dpi 


I: N/W-Fa 父 


6: V.34 

D:150 dpi 


0: Offramp Gateway 


Tip 

Click a table heading item to refresh the page and reorder the transmission journal list in the specified order. 
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4 [Logs] Tab Page 


□ Reception Journal 

The Reception Journal page displays the following information for each reception journal. 




Item name 

Description 

1 

No. 

Displays the serial number of the journals. 

2 

File No. 

Displays the file number to identify the received job. 

3 

Date Time 

Displays the date and time of receiving the job. 

4 

Duration 

Displays the time taken for the receptions. If it takes more than 1 hour, "59:59" is indicated. 

5 

Pages 

Displays the number of pages of the received job. 

6 

From(Name) 

Displays the sender's name of the received job. 

7 

From(Fax No./Email) 

Displays the fax number or E-mail address of the sender for the received job. 

8 

Dept 

Displays the department code if the department management is enabled. 

9 

Mode 

Displays the reception mode*. 

10 

Status 

Displays the result of the reception. 

11 

Line 

Displays the line used. 

12 

User Name 

Displays the user account name of the owner of the received job. 

13 

Domain Name 

Displays the domain name of the user account who was the owner of the received job. 


The reception mode is displayed by a combination of a 2-digit letter code, a 3-digit numeric code, and up to a 4-digit supplemental code. 
For example: EC 603 


2-digit letter code 
(Communication 
Mode) 

1st numeric 
code 
(bps) 

2nd numeric code 
(Resolution) 

3rd numeric 
code 
(Mode) 

Up to 4 digit 
supplemental code 

EC: ECM 

0: 2400 

0: 8x3.85 

0: MH 

P: Polling 

G3: G3 

1: 4800 

1: 8x7.7 

1:MR 

SB: Mailbox 

ML: E-mail 

2: 7200 

2: 8x15.4 

2: MMR 

SR/R: Relay mailbox 


3: 9600 

4:16x15.4 

3: JBIG 

SF/F: Forward mailbox 


4: 12000 

8: 300 dpi 


ML: Internet Fax 


5: 14400 

B: 600 dpi 


I: N/W-Fa 父 


6: V.34 

D:150 dpi 


0: Onramp Gateway 


Tip 

Click a table heading item to refresh the page and reorder the reception journal list in the specified order. 
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[Logs] Tab Page 


□ Scan Log 

The Scan Log page displays the following information for each scan job log. 
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Sa 

5 as file 

2011の 1 

514:14:05 

4 


ST 

23C 

Sto 

id document in controller shared folder 

- 




1 



u りし* null り. pm 

占 ave as file 

20" の1 

513:54:21 

50 


ST 

33C 

Sto 

Jd document in controller shared folder 

… 




1 1 

1 


nririin" ん nni nw 

C か , e oc file 

つ n" の1 

419:04:03 

29 


S7 

23C 

Sto 

jd document in controller shared folder 

— 




1 1 

DOC110114.pdf 

Save as file 

2011の1/1416:4反41 

15 


ST 

33C 

Sto 

id document in controller shared folder 

- 




1 1 

1 


り 1 … IT . ド … 

。。，口。。…口 

ムり ……" 1 • り .….… 

ム 

ST 

33C 

Sto 

id document in controller shared folder 

— 




1 1 

1 


nnn 1 n" d nHf 

Sava filp 

9 ni 1 の 1 パ 41 5 - 3 R 49 


SI 

33C 

Sto 

id document in controller shared folder 

— 




I... 1 1 . 

DOC110114.pclf 

Save as file 

2011の1/1415:33:前 

15 

ST433C 

Sto 

id document in controller shared folder 

- 




1 - 1 - 

DOC110113.pclf 

Save as file 

2011の1パ312:55:03 

47 

ST433C 

Stored document in controller shared folder 

… 




1 

1 1 

1 

DOC" 0113 .pdf 

Save as file 

2011/01/1311:34:46 

2 

ST423B 

Stored document in controller shared folder 

— 



1 

1 1 

1 

DOC110112.odf 

Save as file 

2011の1/121任59:36 

50 

ST433C 

Stored document in controller shared folder 

… 






DOC" 01".pdf 

Ssve が file 

2011/01/11 16:07:38 

2 

ST433C 

Stored document in controller shared folder 

… 





DOC110107.pdf 

Save as file 

2011/01/07 08:44:01 

1 

ST453C 

Stored document in controller shared folder 

… 





Item name 

Description 

1 

TO(Name) 

Displays the destination (name) to where the scanned document was sent via an E-mail. 

2 

TO(Email) 

Displays the destination (E-mail address) to where the scanned document was sent via an 
E-mail. 

3 

File Name 

Displays the file name stored in a shared folder or e-Filing. 

This item may not be displayed depending on the access policies. 

4 

Agent 

Displays the agent of the scan job. 

5 

Date Time 

Displays the date and time when the scan job was released from the control panel. 

6 

Pages 

Displays the number of pages of the scan job. 

7 

Mode 

Displays the transmission mode using 6-letter codes . 

8 

Status 

Displays the detailed result status of the scan job. 

9 

User Name 

Displays the user account name of the owner of the scan job. 

10 

Domain Name 

Displays the domain name of the user account who was the owner of the scan job. 


* Codes are displayed in the following format. 

Code format: AA B C D E 


AA: This describes the job type. 

CA 

Copy and File 


Copy and Store to e-Filing 

CT 

Copy to e-Filing (without printing) 

FS 

Relay Mailbox Transmission 

FF 

Fax Received Forward 

FE 

Internet Fax Received Forward 

ST 

Scan to File or USB 


Scan to e-Filing 


Scan to Email 

FA 

Fax and Save as File 

PA 

Print and e-Filing 

PT 

Print to e-Filing 

lA 

N/W-Fax and Save as File 

BE 

e-Filing to Email 

RS 

Remote Scan or Web Services Scan 
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4 [Logs] Tab Page 


MS 

Meta Scan 

EN 

E-mail notification 

B: This describes the transmission type. 

0 

e-Filing 

1 

Email (SMTP) 

2 

FTP 

3 

SMB 

4 

Save in a local folder 

5 

NetWare IPX/SPX 

6 

USB 

7 

NetWare TCP/IP 

8 

FTPS 

9 

Remote Scan or Web Services Scan 

C: This describes the resolution. 

0 

100 dpi 

1 

150 dpi 

2 

200 dpi 

3 

300 dpi 

4 

400 dpi 

5 

600 dpi 

A 

8 X 3.85 (line/mm) (203 x 98) 

B 

8 X 7.7 (line/mm) (203 x 196) 

C 

8x15.4 (line/mm) (203x391) 

D 

16 X 15.4 (line/mm) (400x391) 

D: This describes the file format. 

0 

e-Filing 

1 

TIFF (Multi) 

2 

TIFF (Single) 

3 

PDF (Multi) or Encrypted PDF (Multi) 

4 

JPEG 

5 

PDF (Single) or Encrypted PDF (Single) 

6 

Slim PDF (Multi) 

7 

Slim PDF (Single) 

8 

XPS (Multi) 

9 

XPS (Single) 

A 

DIB 

巨 ： This describes the file color mode. 

B 

Black 

G 

Gray Scale 

C 

Color 

M 

Mix 


Note 


The file format is recorded as DIB in the scan log if the data are scanned in BMP, JPEG, TIFF, or PNG format using the 
WIA (Windows Image Acquisition) driver. 


Tip 

Click a table heading item to refresh the page and reorder the scan log list in the specified order. 
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[Logs] Tab Page 


□ Message Log く access policy mode> 

The Message Log page displays errors which have occurred on your model. 


Tip 

Displays only when you are logged in with a user account which is granted administrator privileges or display privilege 
in the access policy mode. 





Item name 

Description 

1 

Date Time 

Displays the date and time of the error. 

2 

Error Level 

Displays the error level. 

3 

Message 

Displays the message if available. 

4 

Status 

Displays the error code. 

5 

User Name 

Displays the user account name related to the message. 

6 

Domain Name 

Displays the domain name of the user account related to the message. 
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4 [Logs] Tab Page 


■ [Export Logs] Item list く access policy mode> 

You can erase logs or export them in a file. 


Tips I 

• Displays only when you are logged in with a user account which is granted administrator or display privileges in the 
access policy mode. 

• The exported data file can be either CSV format or XML format. [CSV] is set as the default. 


TbpAccess 

Lociout 

Device I Job Status 

View Logs | | 

J Registraiti。。T 

Counter T User Management T Administration 1 

Export Logs 


REFRESH 


— Print Job Log Export 

File Name 

PRINT LOG 110117 .CSV 



File Size 

119 



Date Created 

MONJAN 1713:27:27 2011 



Export Data Format 

(を CSV OXML 





I Clear Log 11 

Create New File | 

— Fax Transmission Journal Expo け 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

@ CSV © XML 





I Clear Log 11 

Create New File | 

— Fax Reception Journal Expo け 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

@CSV ©XML 





I 口の r l og 11 

Create New File | 

— Scan Log Export 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

@CSV ©XML 





I Clear Log 11 

Create New File | 

— Messages Log Export 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

® CSV ©XML 





I Clear Log 11 

Create New File | 



Item name 

Description 

1 

Print Job Log Export 

You can erase print logs or export (download) them in a file. 

Clear Log — Erases logs. 

Create New File — Creates a file according to the file format of the export data. 

You can display or download by clicking the created file. 

2 

Fax Transmission Journal Export 

You can erase the transmission journal or export (download) it to a file. 

Clear Log — Erases logs. 

Create New File — Creates a file according to the file format of the export data. 

You can display or download by clicking the created file. 

3 

Fax Reception Journal Export 

You can erase the reception journal or export (download) it to a file. 

Clear Log — Erases logs. 

Create New File — Creates a file according to the file format of the export data. 

You can display or download by clicking the created file. 

4 

Scan Log Export 

You can erase scan logs or export (download) them in a file. 

Clear Log — Erases logs. 

Create New File — Creates a file according to the file format of the export data. 

You can display or download by clicking the created file. 

5 

Messages Log Export 

You can erase message logs or export (download) them in a file. 

Clear Log — Erases logs. 

Create New File — Creates a file according to the file format of the export data. 

You can display or download by clicking the created file. 
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[Logs] Tab Page 


■ [Log Settings] Item list く access policy mode> 

Cfl R45 "Log Authentication" 

Cfl P.45 "Log size'* 

Displays only when you are logged in with a user account which is granted administrator or display privileges in the 
access policy mode. 


□ Log Authentication 

You can specify whether or not to use log authentication. 





Item name 

Description 

1 

[Save] button 

Saves log authentication settings. 

2 

[Cancel] button 

Cancels the settings. 

3 

Enable Log Authentication 

Enables log authentication. 

When log authentication is enabled, the log display for users will be restricted according to 
access policies. 

• Enable — Enables log authentication. Display will be restricted according to access 
policies. 

• Disable — Disables log authentication. Logs for all users will be displayed. 


□ Log size 

Log size displays the log size. 




Item name 

Description 

1 

Print Log 

Displays the log size of print jobs. 

2 

Transmission Journal 

Displays the log size of transmission journals. 

3 

Reception Journal 

Displays the log size of reception journals. 

4 

Scan Log 

Displays the log size of scan jobs. 

5 

Message Log 

Displays the log size of message logs. 
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[Logs] Tab Page 


[Logs] How to Set and How to Operate 


Cfl P.46 "Displaying job logs" 
Cfl P.47 "Exporting logs" 

■ Displaying job logs 


Tip 

You can display logs for jobs which are performed on this equipment. Up to 100 logs are displayed in chronological 
order with the most recent first. When the number exceeds 100, logs are deleted, beginning with the oldest ones. 


1 Click the [Logs] tab and click the [View Logs] menu. 

2 Click [Print Log], [Transmission Journal], [Reception Journal], [Scan Log], or [Message 
Log], 

The log page is displayed. 


3 Click the [REFRESH] icon at the upper right of the page to update the information. 


e-Filiiui 

Logout 


User Management 




Export し oas 


Print Log 

Print Log I Transmission Journal | Reception Journal | Scan Log | Message Log 


REFRESH 


Document Name 

▼Date Time 

Type 

Paper 

Pages 

Sets 

Status 

User Name 

Domain Name 


2011の 1 パ 713:27:20 

Copy 

A4 

2 

5 

OK 




Goto top of this page 


Tip 

Click a table heading item to refresh the page and reorder the list in the specified order. 
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[Logs] Tab Page 


e-Filinq 

Logout 


File Name Not Created 

RIe 窃巧 

Date Created 

Export Data Format @ CSV Q XMI 

Select the file format (CSV/XML) for the log you want to export. 

Create the file by clicking the [Create New File] button for the log you want to export. 
Click the file and export by following the displayed instructions. 



Exporting logs 

You must be logged in to the access policy mode to export logs. 

For information on logs that can be exported, see the following: 

Cfl P.44 ‘‘[Export Logs] Item list <access policy mode>’’ 

1 Log in to TopAccess in access policy mode. 

ffl P.22 "Access policy mode" 

2 Click the [Logs] tab and then click the [Export Logs] menu. 


Device 
View Loqs 


Export Lo 


f Job Status I 

J IV 

I LoflSettings I. 

)gs ^2 


User Management 


REFRESH 


Prill! Job Log Export 

File Name 

PRINT LOG 110117 .CSV 



RIe Size 

119 



Date Created 

MONJAN 1713:27:27 2011 



Export Data Format 

毎 I CSV © XML 





1 Clear Log 11 

Create New File | 

Fax Transmission Journal Export 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

(を CSV © XML 





1 口 ear Log 11 

Create New File | 

Fax Reception Journal Export 

File Name 

Not Created 



File Size 




Date Created 




Export Data Format 

み ) CSV ©XML 





1 Clear Log 11 

Create New File | 

Scan Log Export 

RIe Name 

Not Created 



File Size 




Date Created 




Export Data Format 

1 を CSV © XML 





1 Clear Log 11 

Create New File | 

Messages Log Export 


3 4 5 
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[Registration] Tab Page 

This chapter contains instructions on how to register templates, the address book, and mailboxes. 

[Registration] Tab Page Overview.50 

[Template] Item list.50 

[Address Book] Item list.76 

[Inbound FAX routing] Item list.81 

[Registration] How to Set and How to Operate.86 

Managing templates.86 

Managing address book.94 

Managing mailboxes. 100 










[Registration] Tab Page 


[Registration] Tab Page Overview 


You can register templates, the address book, and inbound fax routing. 

m P.50 "[Template] Item list" 

Cfl P.76 "[Address Book] Item list" 

Cfl P.81 "[Inbound FAX routing] Item list" 

■ [Template] Item list 

Cfl R50 "[Template Groups] screen" 
ffl P.53 "[Group Properties] screen" 

Cfl R54 "[Private Templates] screen" 

Cfl P.55 "[Change Group Password] screen" 

Cfl R56 "[Template Properties] screen" 

Cfl P.57 "Private template settings" 

□ [Template Groups] screen 

You can check the template registration status. 

You can save agent settings for copy, fax/Internet Fax, and scan operated from the control panel on your device into a 
template. Users can select the template when they copy, fax/Internet Fax, or scan from the control panel, for easy 
operation. 

Templates are managed in groups and up to 60 templates can be saved in a group. 

There can be one public template group, and up to 200 private template groups. 


Group type 

Description 

Max. number 
of groups 

Max. 

templates 

saved 

Public Template 

Groups 

The public template group can be created and maintained only by 
users who are granted administrator privileges in the access policy 
mode. 

Registered templates are available for all users. 

1 

60 

Private Template 

Groups 

Users can create templates in private template groups. Users can 
also set passwords on groups and registered templates to restrict the 
use of them. Groups and templates without a password are available 
to all users. 

200 

60 
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[Registration] Tab Page 


Public Template Groups 


2 

3 



e-Filiiui 

Login 



Template Groups 

Please select a group to edit below. 


Public Template Groups 



[public Pl lie Template Groups 


All Groups I Defined Groups 
Jump to 

001011021031 Q41 Q51 Q61 Q71 Q81091 101111 121131141151161171181191 


No. 


Name 

User Name 

001 


TeiTiDleteOOl 

UserNameOOl 

002 


TemDlete002 

UserNdme002 

003 


TemDlete003 

UserNdme003 

004 


TemDlete004 


005 


TemoleteOOS 


006 


Undefined 

Undefined 

007 


Undefined 

Undefined 

008 


Undefined 

Undefined 

009 


Undefined 

Undefined 

010 


Undefined 

Undefined 


Goto top of this page 


No. 


Name 

User Name 

011 


Undefined 

Undefined 

012 


Undefined 

Undefined 

013 


Undefined 

Undefined 

014 


Undefined 

Undefined 

015 


Undefined 

Undefined 

016 


Undefined 

Undefined 

017 


Undefined 

Undefined 

018 


Undefined 

Undefined 

019 


Undefined 

Undefined 




Item name 

Description 

1 

No. 

Displays "Public" for the public template group. 

2 

Name 

Displays "Public Template Groups" for the public template group. 

You can click to check the registered templates. 

Ca P.93 "Displaying public templates" 

3 

User Name 

- 


Tip 

Templates in the public template group are created and managed by users who are granted administrator privileges in 
the access policy mode. See the following description for registering public template groups: 

Cfl P.333 "Registering public templates" 


[Registration] Tab Page Overview 51 


































































































5 [Registration] Tab Page 


Private Template Groups 




Item name 

Description 

1 

No. 

Displays the group number. 

2 

Name 

Displays the group name. 

Click the name of a registered template to check and edit the registered templates. 

CQ P.86 "Registering and editing private template groups" 

Click [Undefined] to register templates. 

CQ P.53 "[Group Properties] screen" 

3 

User Name 

Displays the group owner name. 

Click the name of a registered user name to check and edit the registered templates, 
ffl P.86 "Registering and editing private template groups" 

Click [Undefined] to register templates. 

CQ P.53 ‘‘[Group Properties] screen" 


Tips I 

• Click [All Groups] or [Defined Groups] to change how private template groups are displayed. 

• See the following descriptions for how to register private template groups and how to create templates: 
ffl P.86 "Registering and editing private template groups" 

Cfl P.89 "Registering or editing templates" 
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□ [Group Properties] screen 

You can register a new private template group. 


D 



Item name 

Description 

1 

[Save] button 

Creates a private template group with the entered data. 

The [Private Templates] screen is displayed and you can edit the template you are 
registering. 

CQ P.54 "[Private Templates] screen" 

2 

[Cancel] button 

Cancels the settings. 

3 

Number 

Displays the private group number. 

4 

Name 

Enter the name of the private group. 

5 

User Name 

Enter the owner name of the private group. 

6 

Notification 

Enter the E-mail address to be displayed as the default recipient when notification is 
enabled in any template. You can select whether notification will be sent or not for each 
template. 

7 

Password 

Enter the password if setting a password to the private group. You can enter up to 20 
characters including numbers, sharp marks (#), and asterisks (*). 

8 

Retype Password 

Enter the same password again for a confirmation. 


Group Properties 

Group Information 


互 


1 

2 

3 - 

4 . 

5 - 

6 - 


[save 1 1 Cancel | 



iNumber 

006 

j*Name 

I 

■User Name 

I 


iwotitication 

I 

This Email address is used as default recipient each for template. 

Email to 

I 

jPassword 
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5 [Registration] Tab Page 


□ [Private Templates] screen 

You can edit the template you are registering. 


Private Templates Template Groups ► 


gIoud InformatiJn 

[Edit] I Change Password i [Reset j 


1001 


I [Nam! 

T~h|^ 


Please click a template picture to edit. 
Jump to 

M Zdl13-18 19-24 25-30 31-36 


Templates 1-6 


1 



IDcard Copy 

2 



2in1 S-S 


ACS 

3 



ACS APS 

斗 



Twin Color 

Mixed Org 

Black a Red 

5 

ミ 苗 


StoFS Text 

6 

当 

h み 


SloFD Text 

Color sPDF 

Color sPDF 


Goto top of this page 


Group Information 



Item name 

Description 

1 

[Edit] button 

Allows you to edit the private template group information. 

CQ P.53 "[Group Properties] screen" 

2 

[Change Password] button 

Allows you to change the password for the private template group. 

CQ P.55 ‘‘[Change Group Password] screen" 

3 

[Reset] button 

Resets registration of the private template group. 

4 

No. 

Displays the number of the private template group. 

5 

Name 

Displays the name of the private group. 

6 

User Name 

Displays the owner of the private template group. 


Template list 

You can display the template list. You can change the view by clicking [Panel View] or [List View]. 

Panel View 




Item name 

Description 

1 

Image 

Displays icons of the templates. 

Click [Undefined] to register a new template, 
ffl P.53 "[Group Properties] screen" 

2 

Name 1/Name 2 

Displays the names registered on the touch panel, 
ffl P.57 "Panel Setting (Private template)" 
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[Registration] Tab Page 


List View 



Panel View I List view 

Jump to M 7i12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 

Templates 1-6 






■Name 

User Name 

Agent 


1 


IDcard Copy 

J 


'1 



と 


ぶ m 古-ち A し占 



出 

q 


A ベ APC MivpH nrn 


广 ' 

出 



4 


Twin Color Black a Red 


Copy 

5 


StoFS Text Color sPDF 


S が’.’でろ三 Tile 

6 


StoFD Text Color sPDF 

I S ぅ . ザ ; ぉ Tile 

Goto too of this oaae 




Item name 

Description 

1 

Name 

Displays the names registered on the touch panel. 

鹽 P.57 "Panel Setting (Private template)" 

Click [Undefined] to register a new template. 

鹽 P.53 ‘‘[Group Properties] screen" 

2 

User Name 

Displays the user name registered on the panel setting. 

Click [Undefined] to register a new template. 

鹽 P.53 "[Group Properties] screen" 

3 

Agent 

Displays the agent registered to the template. 

Click [Undefined] to register a new template. 

CQ P.53 ‘‘[Group Properties] screen" 



□ [Change Group Password] screen 

You can change the password of a private template group. 


Change Group Password 

Group Information 


2 


I 四1- 


亞 


I User Name 
|UserName001 


[save] I Cancel I 


ioid Pi 


山 

5 




■jRetype Password 



Item name 

Description 

1 

[Save] button 

Saves the new password. 

2 

[Cancel] button 

Cancels the password change. 

3 

Old Password 

Enter the current password. 

4 

New Password 

Enter the new password. 

5 

Retype Password 

Enter the same password again for a confirmation. 
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□ [Template Properties] screen 

You can set the template you are registering. 



8 91011 



Item name 

Description 

1 

[Save] button 

Saves the template contents. 

2 

[Cancel] button 

Cancels the operation. 

3 

[Select Agent] button 

Allows you to set the selected agent. 

You can set the template details when creating a new agent. 

CQ P.57 "Private template settings" 

4 

Copy 

You can create a template which copies the document. Select this agent if you want to print 
a copy when you are sending a document to another destination. You can also specify the 
[Save as file] agent or [Store to e-Filing] agent at the same time. 

5 

Fax / InternetFax 

You can create a template for fax or Internet Fax transmission. You can also specify the 
[Save as file] agent at the same time. 

6 

Scan 

You can create a template for a scan. You need to select either the [Email] agent, [Save as 
file] agent, [Store to e-Filing] agent, or [Save to USB Media] agent at the same time. You can 
specify up to two agents for a scan template. 

7 

Meta Scan 

This agent is enabled when the meta scan option is installed. 

You can create a template for the meta scan option. 

Refer to the document provided by the vendor of the application which supports meta scan 
option for details. 

8 

Email 

You can transmit the document as an E-mail attachment. 

9 

Save as file 

You can save the document in a shared folder. 

10 

Store to e-Filing 

You can store the document in the e-Filing. 

11 

Save to USB Media 

You can save the document in USB media. 
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□ Private template settings 

You can set details of a template. 

CQ P.57 "Panel Setting (Private template)" 

CQ P.58 "Destination Setting (Private template)" 

CQ P.63 "InternetFax Setting (Private template)" 

圏 P.64 "Fax Setting (Private template)" 

CQ P.66 "Email Setting (Private template)" 
ffl P.68 "Save as file Setting (Private template)" 

CQ P.71 "Box Setting (Private template)" 

CQ P.71 "Store to USB Device Setting (Private template)" 

CQ P.73 "Scan Setting (Private template)" 

CQ P.75 "Extended Field settings" 
m P.75 "Extended Field Properties" 

CQ P.75 "Password Setting" 

Panel Setting (Private template) 

In the Panel Setting page, specify how the icon for the template is displayed in the touch panel, and the notification 

settings for the template. 






1 - 

Panel Setting 

[Save 11 Cancel ] 



I 

I 

■Picture 

I 

で 雲 


2 

I 

I 


SAVING 

3 — 

I 

I 

■Caption2 

AS FILE 

4 — 

5 — 

I 

I 

I 

I 

|User Name 



Disable ▼ 


t 

8 

I 

Notification 

-Email to @ Email address for notification is not specified. Email is not sent until Email address is specified. 




I 









Item name 

Description 

1 

Picture 

This indicates the icon that will be displayed in the touch panel. The icon is automatically 
designated according to the agent that you select. 

2 

Caption 1 

Enter the text that will be displayed next to the icon in the touch panel. You can enter up to 

11 alphanumerical characters. 

3 

Caption2 

Enter the text that will be displayed next to the icon in the touch panel. You can enter up to 

11 alphanumerical characters. 


User Name 

Enter the owner name of the template. You can enter up to 30 alphanumerical characters. 

5 

Automatic Start 

Select whether the automatic start function is enabled or disabled. When this is enabled, the 
operation will be automatically started when you press the template button from the 
TEMPLATE menu on the touch panel without pressing the [START] button or [SCAN]. 

If the user names or passwords of the User Authentication for Scan to E-mail and the User Management Setting are different, 
or only the User Authentication for Scan to E-mail is enabled, you need to enter the user name and password of the User 
Authentication for Scan to E-mail also when recalling the template with the automatic start function enabled. 

6 

Notification — Send Email when an 

error occurs 

Select this to send a notification message to the specified E-mail address when an error 
occurs. 

7 

Notification — Send Email when 
job is completed 

Select this to send a notification message to the specified E-mail address when a job is 
completed. 
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5 [Registration] Tab Page 



Item name 

Description 

8 

Notification — Email to 

Enter a recipient E-mail address for the notification message. You can either select an 
option to send it to the E-mail address set in a private group or specify an E-mail address. 

When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu 
in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section: 
ffl P.231 "Setting up E-mail settings" 


Destination Setting (Private template) 

In the Recipient List page, you can specify the destinations to which the Fax, Internet Fax, or Scan to E-mail document will 
be sent. 

When you are setting up the destinations for the Scan to Email agent, you can only specify the E-mail addresses for the 
destinations. 

When you are setting up the destinations for the Fax/InternetFax agent, you can specify both fax numbers and E-mail 
addresses for the destinations. 

When Creating a Fax/Internet Fax agent: 

[ Destination Setting 

destination i 


When Creating an Email agent: 



Note 


The optional Fax Unit must be installed in this equipment to specify the fax numbers of the destinations. 

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting destinations from 
the address book, selecting destination groups from the address book, or searching for destinations in the LDAP server. 
Cfl R59 "Entering the destinations manually" 

Cfl R60 "Selecting the destinations from the address book" 
ffl R61"Selecting the groups from the address book" 

Cfl R62 "Searching for destinations in the LDAP server" 

Cfl R63 "Removing the contacts from the Recipient List" 
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Entering the destinations manually 


You can add a destination manually to the Recipient List. 

1 Click [Destination Setting] (when creating a Fax/Internet Fax agent) or [TO: Destination 
Se 扣 ng] / [CC: Destination Se 扣 ng] / [BCC: Destination Setting] (when creating an Email 
agent) to open the Recipient List page. 


2 Click [New]. 

Recipient List 


I Save 11 Cancel || Nev\ 

Address Book || Address Group || Search || Delete | 

inx 

|jd|^Name * 

iDestination I 


The Contact Property page is displayed. 


3 Enter the E-mail address or fax number of the destination, in the [Destination] box. 

Contact Property 

IOKj[ Cancel II Reset^ 


巧 eq 山 red 



Use 伽 1@example.com| 



Note 


You can specify the fax number for the destination only when the optional Fax Unit is installed. 

4 Click [OK]. 

The destination is added to the Recipient List page. 

5 Repeat steps 2 to 4 to add all additional destinations that you require. 

Tip 

You can remove the destinations you added to the Recipient List before saving the destination settings. 
Cfl P.63 "Removing the contacts from the Recipient List" 

0 Click [Save]. 

Recipient List 


I Savi 

e 11 Cancel ||New|| Address Book || Address Group || Search || Delete | 


_ 


▼^me 

Destination 

巧 


UserOOl ©example .com 


The contacts are added as destinations. 
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Selecting the destinations from the address book 


You can select destinations from the address book in this equipment. 


2 


Click [Destination Setting] to open the Recipient List page. 
Click [Address Book]. 


Recipient List 

[Save r Cancel J I Newi T Address Book 11 Address Group 1 1 Search | [Delete i 


図 ▼Name 


ddress Book 1 f 

"Tpestmatior '〇 


The Address Book page is displayed. 


3 


Select the [Email] check boxes of users you want to add as the E-mail recipients or 
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as 
the Fax recipients. 



Notes 


• When you are creating a Scan to E-mail template, only the [Email] check boxes are displayed in the 
Address Book page. 

• You can specify the fax number for the destination only when the optional Fax Unit is installed. 


Tip 

If you want to sort the Recipient List by a specific group, select the desired group name in the [Group] box. 

4 Click [Add]. 

The selected destinations are added to the Recipient List page. 


Tip 

You can remove the destinations you added to the Recipient List before saving the destination settings, 
ffl R63 "Removing the contacts from the Recipient List" 

5 Click [Save]. 
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Selecting the groups from the address book 


You can select groups from the address book. 


1 Click [Destination Setting] to open the Recipient List page. 

2 Click [Address Group]. 



3 


Select the [Group] check boxes that contain the desired destinations. 

Address Group 

lAddj I Cancel i 


山 roup 

▼Group Name 

ifl 

GroupNameOS 

O 

を upName04 

巧 

GroupNameOS 

巧 

GroupName02 

曰 

GroupNameOI 


D of this oaae 


4 Click [Add], 

All recipients in the selected groups are added to the Recipient List page. 


Tip 

You can remove the destinations you added to the Recipient List before saving the destination settings. 
Cfl P.63 "Removing the contacts from the Recipient List" 

5 Click [Save]. 

Recipient List 



J 1 Cancel | |New| | Address Book || Address Group || Search || Delete | 

_ 


Wy*ne lOestination I 


The contacts are added as destinations. 
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Searching for destinations in the LDAP server 

You can search for destinations in the registered LDAP server and in the address book. 


Note 


The LDAP server used for the search must be registered by a user who is granted administrator privileges in access 
policy mode. 

Cfl P.306 "Managing directory service" 

1 Click [Destination Setting] to open the Recipient List page. 

2 Click [Search]. 


Recipient List 

I Save 11 Cancel 11 New] | Address Book 11 Address Group 11 Search 

J I Delete | 



Ijdl^Name iDestination 

W I 



The Search Contact page is displayed. 

Select the directory service name that you want to search for in the [Directory Service 
Name] box, and enter the search terms in the boxes that you want to search. 


Search Contact 

I Search 11 Cancel | 


Enter a partial name orE 

: mail address to search for a contact. 


Directory Service Nam 

LDAP serverOI▼ 


First Name 

FirstNameOI 


Last Name 



Email Address 



Fax Number 



Company 



Department 




Tips I 

• If you select the model name of this equipment at the [Directory Service Name] box, you can search for 
destinations in the address book of this equipment. 

• TopAccess will search for destinations who match the entries. 

• Leaving the box blank allows wild-card searching. However, you must specify at least one. 


4 Click [Search]. 

TopAccess will start searching for destinations in the LDAP server and the Search Address List page will display 
the results. 


Select the [Email] check boxes of users you want to add as the E-mail recipients or 
Internet Fax recipients, and select the [Fax] check boxes of users you want to add as 
Fax recipients. 

Search Address List 


〔Add I [Cancel I 



Notes 


• You can specify the fax number for the destination only when the optional Fax Unit is installed. 

• The value of [company] and [department] will depend on the settings made by the user who is granted 
administrator privileges in the access policy mode. 


62 [Registration] Tab Page Overview 
















































[Registration] Tab Page 


0 Click [Add]. 

The selected destinations are added to the Recipient List page. 


Tip 

You can remove the destinations you added to the Recipient List before saving the destination settings. 
Cfl P.63 "Removing the contacts from the Recipient List" 

7 Click [Save]. 




! H Cancel 11 New! I Address Book II Address Group II Search 11 Delete I 


[s 

が ^ me iDestination I 


The contacts are added as destinations. 


Removing the contacts from the Recipient List 



1 Click [Destination Setting] to open the Recipient List page. 

2 Select the check boxes of the destinations that you want to remove from the Recipient 
List, and click [Delete]. 

Recipient List 

[Save ][ Cancel 11 New I [ Address Book i[ Address Group ii Search [ 

Destination 
User10@example.com 
User09@example .com 
User08@example .com 


The selected destinations are removed from the Recipient List. 




InternetFax Setting (Private template) 

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent. 



InternetFax Setting 

1 Save 11 Cancel | 

*Required 

i 

1 

is 

1 を Scanned from (Device Name)[(Template Name)](Date)(Time) 

1 

1 

Subject 

©1 

2 — 

1 

1 

■^From Address 

User01@example.com 

3 — 

1 

from Name 

xxxxxx 

4 — 


Body 


5 

1 

■File Format 

TIFF-S マ 

6 ^ 

1 

■Fragment Page Size 

No Fragmentation ▼ 







Item name 

Description 

1 

Subject 

This sets the subject of the Internet Faxes. Select [Scanned from (Device Name) [(Template 
Name)] (Date) (Time)] to automatically apply the subject, or enter the desired subject in the 
box. If you enter manually, the subject will be [(Subject) (Date) (Time)]. 

2 

From Address 

Enter the E-mail address of the sender. When the recipient replies to a received document, 
the message will be sent to this E-mail address. You can enter up to140 alphanumerical 
characters. 

3 

From Name 

Enter the sender name of the Internet Fax. You can enter up to 64 characters. 

4 

Body 

Enter the body message of the Internet Fax. You can enter up to 1000 characters (including 
spaces). 

5 

File Format 

Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX (Profile S)) format can 
be selected. 
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Item name 

Description 

6 

Fragment Page Size 

Select the size of the message fragmentation. [No Fragmentation] is set as the default. 


Fax Setting (Private template) 

In the Fax Setting page, you can specify how the fax will be sent. 



Fax Setting 

I Save 11 Cancel || Reset | 

1 — 

n 

OFF - 

2 — 

- ^Resolution 

tSBiffEBni ▼ 

3 — 

'original Mode 

Text ▼ 

4 — 


I 多 Auto ■© © © © ©[©]© © © © ©■ 

5 


Memory Transmit ▼ 

6 

| 

ON - 

7 


Auto ▼ 

8 


OFF ▼ 

9 



10 



11 

- |polljng 

- 

12 — 



13 — 



14 — 

I 

0 day 0 : 0 

15 — 


OFF ， 





Item name 

Description 

1 

Preview 

Select whether or not to preview before sending a fax. 

• ON — Select this to preview. 

• OFF — Select this not to preview. 

2 

Resolution 

Select the resolution for sending faxes. 

• Standard — Select the Standard mode as the normal resolution. This mode is suitable 
when you are frequently transmitting text documents with normal size characters. 

• Fine — Select the Fine mode as the normal resolution. This mode is suitable when you 
are transmitting documents with small size characters or fine drawings. 

• Ultra Fine — Select the Ultra Fine mode as the normal resolution. This mode is suitable 
when you are transmitting documents with very small size characters or detailed 
drawings. 

3 

Original Mode 

Select the image quality mode for sending faxes. 

• Text — Select the Text mode as the normal imaae aualitv mode. This mode is suitable 
when you are transmitting text documents. 

• Text/Photo — Select the Text/Photo mode as the normal image quality mode. This 
mode is suitable when you are transmitting documents which contain both texts and 
photos. 

• Photo — Select the Photo mode as the normal image quality mode. This mode is 
suitable when you are transmitting photo documents. 

4 

Exposure 

Select the exposure for sending faxes. 

Select [Auto] to automatically apply the ideal contrast, or adjust the contrast manually in 11 
stages. 

5 

Transmission Type 

Select the send mode. 

• Memory Transmit — Select the Memorv TX mode to automaticallv send the document 
after it has been temporarily stored to memory. This mode is useful if you want to return 
original files immediately. You can also send the same originals to two or more remote 
faxes. 

• Direct Transmit — Select the Direct TX mode to send the original as it is being 
scanned. This mode is useful if you want confirmation from the remote party. Originals 
are not stored to memory, and you can specify only one remote fax at a time. 

Tip 

You can select [Direct Transmit] when you have created a template for Fax/InternetFax (not for Saved as file). 

When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed. 

6 

ECM 

Enable or disable the ECM (Error Correction Mode) to automatically resend any portion of 
the document affected by phone line noise or distortion. 
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Item name 

Description 

7 

Line Select 

Select whether specifying the line to be used. 

• Auto — Select not to soecifv the line to be used. 

• Line1 — Select to use Line 1 for this Fax agent. 

• Line2 — Select to use Line 2 for this Fax agent if installed. 

8 

Quality Transmit 

Select this to send a document in the Quality TX mode. This feature sends a document at a 
slower speed than normal so the transmission will be less affected by line conditions. 

9 

SUB/SEP 

Enter the SUB number or SEP number if you want to set the mailbox transmission. 

10 

SID/PWD 

Enter the password for SUB or SEP if required. 

11 

Polling 

Select this to set Polling communications. 

• (Blank) — Select the blank box when vou do not want to oerform Dollina. 

• Transmission — Select this to perform Polling Reservation that allows users to store 
the document in the memory. 

• Received — Select this to perform Turnaround Polling that allows users to poll another 
fax after transmitting documents to the remote fax on the same phone call. 

You can select [Transmission] when you have created a template for Fax/InternetFax (not to be Saved as file). 

When Fax/InternetFax and [Save as file setting] are combined, this item will be unselectable and will not be displayed. 

12 

Password 

Enter the 4-digit security code for the document to be stored or received. 

13 

Fax Number(Security) 

When you select [Transmission] at the [Polling] box, enter the security fax number that 
allows polling of stored document. 

When you select [Received] at the [Polling] box, enter the security fax number to poll the 
documents from remote faxes. 

14 

Delayed Transmit 

If you enable the delayed communications for this agent, enter the day and time to send a 
document. Delayed transmission is disabled when the date is set to "0". 


Priority Transmit 

Select whether the document will be sent prior to other jobs. 
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Email Setting (Private template) 

In the Email Setting page, you can specify the content of the Scan to Email document to be sent. 


1 

2 

3 

4 

5 


Email Setting 

[save |i Cancel i 


"Subjec 


■♦From Address 


:巧 gment Message 窃玄 e 


(?) Scanned from (Device Name)t(Template Name)](Date)(Time) 


©r 


© Use From Address Setting 


み） |User001@example.com 


PDF(Multi) 


图 Encryption 
User Password [{••i 


Master Password [•••••••••• 

Encryption Level 128-bit AES 
Authority 


Relype Password ド 
Retype Password ド 


回 Printing 

B Change of Documents 
B Content Copying or Extraction 
B Content Extraction for accessibility 


(a) DocYYMMDDCiYMMDD is a date) 


© し — .... 

回 Add the date and time to a file name. 


No Fragmentation 



Item name 

Description 

1 

Subject 

This sets the subject of the Scan to Email documents. Select [Scanned from (Device Name) 
[(Template Name)] (Date) (Time)] to automatically apply the subject, or enter the desired 
subject in the box. If you manually enter, the subject will be [(Subject) (Date) (Time)]. 

Tip 

When [Meta Scan] is selected, you can use a variable as the subject. 

For more information on variables, see the following: 

CQ P.355 "Variables of XML format files" 

2 

From Address 

Enter the E-mail address of the sender. When the recipient replies to a received document, 
the message will be sent to this E-mail address. You can enter up to140 alphanumerical 
characters. 

3 

From Name 

Enter the sender name of the Scan to Email document. You can enter up to 64 characters. 

4 

Body 

Enter the body message of the Scan to Email documents. You can enter up to 1000 
characters (including spaces). 
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5 File Format 


Item name 


Description 

Select the file format of the scanned image. 

• TIFF(Multi) 一 Select this to save scanned images as a Multi-page TIFF file. 

• TIFF(Single) — Select this to save scanned images separately as Single-page TIFF 


files. 


• PDF(Multi) 一 Select this to save scanned images as a Multi-page PDF file. 

• PDF(Single) — Select this to save scanned images separately as Single-page PDF 
files. 


• Slim PDF(Multi) 一 Select this to save scanned images as Multi-page slim PDF files. 
Select this when you give priority to minimizing the file size over the quality of the image. 

• Slim PDF(Single) — Select this to save scanned images separately as Single-page 
slim PDF files. Select this when you give priority to minimizing the file size over the 
quality of the image. 

• XPS(Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS(Single) — Select this to save scanned images separately as Single-page XPS 
files. 


• JPEG 一 Select this to save scanned images as JPEG files. 

Tips ] 


• If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For 
the Forced Encryption function, refer to the MFP Management Guide. 

• Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1, or Windows XP SP2/ 
Windows Server 2003 SP1or later versions with Net Framework 3.0 installed. 


6 Encryption 


Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the 
File Format setting. 

Encryption — Select this if you want to encrypt PDF files. 

User Password — Enter a password for opening encrypted PDF files. 

Master Password — Enter a password for changing PDF encryption settings. 

Encryption Level — Select an encryption level. 

• 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 
3.0, PDF V1.1. 

• 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 
5.0, PDF V1.4. 

• 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat 
7.0, PDF V1.6. 

Authority — Select the desired authority items on encrypted PDF files. 

• Printing — Select this to authorize users to print documents. 

• Change of Documents — Select this to authorize users to change documents. 

• Content Copying or Extraction — Select this to authorize users to copy and extract 
the contents of documents. 

• Content Extraction for accessibility — Select this to enable the accessibility feature. 


[lips I 


• If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption 
function, refer to the MFP Management Guide. 

• The user password and the master password are not set at the factory shipment. 

• Passwords must be from 1 to 32 one-byte alphanumerical characters. 

• The user password must differ from the master password. 


Note 


These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level] 
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the 
encryption setting, refer to the MFP Management Guide. Ask the administrator for resetting these passwords. 

File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described, 


or enter the desired file name in the box. 


When you want to add the date and time in the file name, select the [Add the date and time 
to a file name] check box. 


Tip 


When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is also applied to the meta 


data file name. 

8 Fragment Message Size 


Select the size of the message fragmentation. [No Fragmentation] is set as the default. 
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Save as file Setting (Private template) 

In the Save as file Setting page, you can specify how and where a scanned file will be stored. 


3 

4 


Save as file Setting 

[save I [ Cancel ] 


TIFF(Multi) 



Retype Password | 
Retype Password I 


Encryption Level M28-bit AES ▼ I 
Authority 


□ Printing 

□ Change of Documents 

□ Content Copying or Extraction 

□ Content Extraction for accessibility 


Select following 2 items 
Use local folder 
storage Path : FILE_SHARE 
-□ Remote 1 

@ Use Administrator Setting 
Protocol : SMB 
Network Path : 

.Use User Setting 

Protocol :■ SMB j FTP j FTPS j NetWare IP 汾 SPX j NetWare TCP/IP 
Server Name I 
Port Number に ommand)( 

Network Path | 

Login User Name | 

Password Retype Password 

つ Remote 2 

@ Use Administrator Setting 
Protocol : SMB 
Network Path : 

Use User Setting 

Protocol SMB FTP FTPS NetWare IPX/SPX NetWare TCP/IP 
Server Name I 
Port Number(Command) | 

Network Path | 

Login User Name | 

Password Retype Password | 


I 今 ） DocYYMMDDCYYMMDD is a date) 

O Add the date and time to a file name. 



Item name 

Description 

1 

File Format 

Select the file format for the scanned file to be stored. 

• TIFF(Multi) 一 Select this to save scanned imaaes as a Multi-oaae TIFF file. 

• TIFF(Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF(Multi) 一 Select this to save scanned images as a Multi-page PDF file. 

• PDF(Single) — Select this to save scanned images separately as Single-page PDF 
files. 

• Slim PDF(Multi) 一 Select this to save scanned images as Multi-page slim PDF files. 
Select this when you give priority to minimizing the file size over the quality of the image. 

• Slim PDF(Single) — Select this to save scanned images separately as Single-page 
slim PDF files. Select this when you give priority to minimizing the file size over the 
quality of the image. 

• XPS(Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS(Single) — Select this to save scanned images separately as Single-page XPS 
files. 

• JPEG 一 Select this to save scanned images as JPEG files. 

Tips I 

• If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For 
the Forced Encryption function, refer to the MFP Management Guide. 

• Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1, or Windows XP SP2/ 
Windows Server 2003 SP1or later versions with Net Framework 3.0 installed. 
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2 Encryption 


Item name 


Description 

Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the 
File Format setting. 

Encryption — Select this if you want to encrypt PDF files. 

User Password — Enter a password for opening encrypted PDF files. 

Master Password — Enter a password for changing PDF encryption settings. 

Encryption Level — Select an encryption level. 

• 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 


3.0, PDF V1.1. 

• 128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 
5.0, PDF V1.4. 

• 128-bit AES — Select this to set an encryption level to the one compatible with Acrobat 
7.0, PDF V1.6. 

Authority — Select the desired authority items on encrypted PDF files. 

• Printing — Select this to authorize users to print documents. 

• Change of Documents — Select this to authorize users to change documents. 

• Content Copying or Extraction — Select this to authorize users to copy and extract 
the contents of documents. 

• Content Extraction for accessibility — Select this to enable the accessibility feature. 

Tips ] 


• If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption 
function, refer to the MFP Management Guide. 

• The user password and the master password are not set at the factory shipment. 

• Passwords must be from 1 to 32 one-byte alphanumerical characters. 

• The user password must differ from the master password. 


Note 


3 


These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level] 
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the 
encryption setting, refer to the MFP Management Guide. Ask the administrator for resetting these passwords. 

Destination 一 Use local folder Select this to save a scanned file to the "FILE SHARE" folder. 


Tip 


When [Meta Scan] is selected, you can only specify one destination. 
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Item name 

Description 

4 

Destination — Remote 1 

Select this check box to save the scanned file to a network folder. How you can set this item 
depends on how the user with administrator privileges configured Remote ] in the [Save as 
file] submenu under the [Setup] menu. 

When you select [Allow the following network folder to be used as a destination], you can 
only select [Use Administrator Settings]. The protocol and the network path are displayed 
below this item. 

When you select [Allow user to select network folder to be used as a destination], you can 
select [Use User Settings] and enter the following items to specify where to save the file. 

If you are allowed to specify a network folder, select [Use User Setting] and enter the 
following items to specify where to save the file. 

Protocol 

Select the protocol to be used for uploading a scanned file to the network folder. 

• SMB — Select this to send a scanned file to the network folder using the SMB protocol. 

• FTP — Select this to send a scanned file to the FTP server. 

• FTPS — Select this to send a scanned file to the FTP server usina FTP over SSL. 

• NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using 
the IPX/SPX protocol. 

• NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using 
the TCP/IP protocol. 

Server Name 

When you select [FTP] as the protocol, enter the FTP server name or IP address where a 
scanned file will be sent. For example, to send a scanned file to the "ftp:// 192.168 .1.1/user/ 
scanned" FTP folder in the FTP server, enter "192.168.1.1"in this box. 

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or 
Tree/Context name (when NDS is available). 

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file 
server. You can enter up to 64 alphanumerical characters and symbols. 

Port Number (Command) 

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally 
"is entered for the control port. When is entered, the default port number, that is set for 
FTP Client by an administrator, will be used. If you do not know the default port number for 
FTP Client, ask your administrator and change this option if you want to use another port 
number. You can enter a value in the range from 0 to 65535 using numbers and hyphens (-). 
Hyphen (-) is set as the default. 

Network Path 

When you select [SMB] as the protocol, enter the network path to the network folder. For 
example, to specify the "users\scanned" folder in the computer named "ClientOI", enter 
‘‘\\Client01\use 「 s\scanned\". 

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For 
example, to specify the "ftp:// 192.168 .1.1/user/scanned" FTP folder in the FTP server, enter 
‘‘user/scanned". 

When you select "NetWare IPX/SPX" or "NetWare TCP/IP" as the protocol, enter the folder 
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare 
file server, enter "\sys\scan". 

You can enter up to128 alphanumerical characters and symbols. 

Login User Name 

Enter the login user name to access an SMB server, FTP server, or NetWare file server, if 
required. When you select [FTP] as the protocol, an anonymous log in is assumed if you 
leave this box blank. You can enter up to 32 alphanumerical characters and symbols. 

Password 

Enter the password to access an SMB server, FTP server, or NetWare file server, if required. 
You can enter up to 32 alphanumerical characters, symbols, and spaces. A single space 
only can also be entered. 

Retype Password 

Enter the same password again for a confirmation. 


Tip 

When [M( 

3ta Scan] is selected, you can only specify one destination. 

5 

Destination — Remote 2 

Select this check box to save the scanned file to a network folder. How you can set this item 
depends on how the user with administrator privileges configured Remote 2 in the [Save as 
file] submenu under the [Setup] menu. 

If the user with administrator privileges specified Remote 2 to use only the specified network 
folder, you can only select [Use Administrator Settings]. The protocol and the network path 
are displayed below this item. 

If the Remote 2 allows you to specify a network folder, you can specify the network folder 
settings. See the description of the Remote 1option for each item. 


Tip 

When [M( 

3ta Scan] is selected, you can only specify one destination. 
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DocYYMMDD(YYMMDD is a date) 


Add the date and time to a file name. 



Retype Password | 
Retype Password I 


Encryption Level R28-bit AES ▼ I 
Author% 


□ Printing 

□ change of Documents 

□ Content Copying or Extraction 

□ Content Extraction for accessibility 


TIFF(Multi) 


Store to USB Setting 

[Save 11 Cancel j 


Box Setting (Private template) 

In the Box Setting page, you can specify how scanned images will be stored in the Box. 


D 


store to USB Device Setting (Private template) 

On the Store to USB Setting page, you can set the method for saving templates in USB media. 



Box Setting 

I Save 11 Cancel | 


-4 川 in 

Box Number 00000 : Public Box ▼ 




Password | Retype Password | 



L 

(a) DocYYMMDD(YYMMDD is a date) 


I 

©r 





Item name 

Description 

6 

File Name 

Select how the scanned file will be named. Select [DocYYMMDD] to name it as described, 
or enter the desired file name in the box. 

When you want to add the date and time in the file name, select the [Add the date and time 
to a file name] check box. 

Tip 

When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is also applied to the meta 
data file name. 



Item name 

Description 

1 

Destination 

Specify the destination box number for e-Filing. 

Box Number — Select the box number to store the scanned image. 

Password — Enter the password if the specified box is set with a password. 

Retype Password — Enter the same password again for a confirmation. 

2 

Folder Name 

Enter the name of the folder where scanned images will be stored. If the specified named 
folder does not exit, the folder will be created automatically. You can enter up to 64 
characters. 

3 

Document Name 

Select how the scanned file will be named. Select [DocYYMMDD] to name it as described, 
or enter the desired file name in the box. 


[Registration] Tab Page 


み-©回 


[Registration] Tab Page Overview 71 





































































5 [Registration] Tab Page 


Item name Description 

File Format Select the file format of the scanned image. 

• TIFF(Multi) 一 Select this to save scanned images as a Multi-page TIFF file. 

• TIFF(Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF(Multi) — Select this to save scanned images as a Multi-page PDF file. 

• PDF(Single) — Select tnis to save scanned images separately as Single-page PDF 
files. 

• Slim PDF(Multi) 一 Select this to save scanned images as Multi-page slim PDF files. 
Select this when you give priority to minimizing the file size over the quality of the image. 

• Slim PDF(Single) — Select this to save scanned images separately as Single-page 
slim PDF files. Select this when you give priority to mininmzing the file size over the 
quality of the image. 

• XPS(Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS(Single) — Select this to save scanned images separately as Single-page XPS 
files. 

• JPEG 一 Select this to save scanned images as JPEG files. 

[lips I 


• If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For 
the Forced Encryption function, refer to the MFP Management Guide. 

• Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1, or Windows XP SP2/ 
Windows Server 2003 SP1or later versions with Net Framework 3.0 installed. 


2 Encryption 


Set this for encrypting PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the 
File Format setting. 

Encryption — Select this if you want to encrypt PDF files. 

User Password — Enter a password for opening encrypted PDF files. 

Master Password — Enter a password for changing PDF encryption settings. 

Encryption Level — Select an encryption level. 

• 40-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 
3.0, PDF V1.1. 

•128-bit RC4 — Select this to set an encryption level to the one compatible with Acrobat 
5.0, PDF V1.4. 

•128-bit AES — Select this to set an encryption level to the one compatible with Acrobat 
7.0, PDF V1.6. 

Authority — Select the desired authority items on encrypted PDF files. 

• Printing — Select this to authorize users to print documents. 

• Change of Documents — Select this to authorize users to change documents. 

• Content Copying or Extraction — Select this to authorize users to copy and extract 
the contents of documents. 

• Content Extraction for accessibility — Select this to enable the accessibility feature. 


[Tips I 


• If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption 
function, refer to the MFP Management Guide. 

• The user password and the master password are not set at the factory shipment. 

• Passwords must be from 1 to 32 one-byte alphanumerical characters. 

• The user password must differ from the master password. 


Note 


3 


These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level] 
box and the [Authority] box noted below if they are not authorized to change the master password. For the details of the 
encryption setting, refer to the MFP Management Guide. Ask the administrator for resetting these passwords. 

File Name Select how the scanned file will be named. Select [DocYYMMDD] to name it as described, 


or enter the desired file name in the box. 


When you want to add the date and time in the file name, select the [Add the date and time 
to a file name] check box. 


Tip 


When [Meta Scan] is selected, if you select [Add the date and time to a file name] in [File Name], it is also applied to the meta 
data file name. 


72 [Registration] Tab Page Overview 



























OFF ▼ 

Single ▼ 

;1 囚一因 0 回一巧 0 回一回 0 回一回 

团 ack ▼ 

20Cldpi マ 

[Middle ，| 

Text ▼ 

@ Auto ■©©©©©[©]©©©©©■ 

Auto ' 

■ ©©©©[み 1© © © © 圆 
[@] 

©©©を[(を J © © © © 

[@]一 

Red: ■ .. [@】 ■ r I- ■ 

Green: ’. ，： [@】 ご〇 ■ 

Blue: 0 OM 

OFF ▼ 

(を OFF ' 【 ] , ' 


Scan Setting (Private template) 

In the Scan Setting page, you can specify how originals are scanned for the Scan to File, Scan to Email, and Scan to 
e-Filing agent. 



Item name 

Description 

1 

Preview 

Select whether to display the scanned image on the control panel after the scanning an 
original. 

• OFF — Select this not to display the scanned image. 

• ON — Select this to display the scanned image. 

2 

Single/2-Sided Scan 

Select whether to scan one side or both sides an original. 

• Sinale — Select this to scan one side of an oriainal. 

• Duplex Book — Select this to scan both sides of originals when the pages are printed 
vertically in the same direction and bound along the vertical side of the paper. 

• Duplex Tablet — Select this to scan both sides of originals with a vertical reversal to be 
bound along the horizontal side of the paper. 


Rotation 

Select how the scanned images will be rotated. 

4 

Color Mode 

Select the color mode for scanning. 

• Black — Select this to scan in the black mode. 

• Gray — Select this to scan in the gray scale mode. 

• Full Color — Select this to scan in the full color mode. 

• Auto Color — Select this to scan in the auto color mode. 





• The [Color Mode] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format] 
option in the Save as File Settings and that in the Email Setting. 

• When [Auto Color] is selected, you cannot select JPEG or TIFF (Multi) for the file format. Also when [Black] is selected, 
JPEG is not allowed. 

5 

Resolution 

Select the resolution for scanning. 





The [Resolution] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format] option in 
the Save as File Settings and that in the Email Setting. 

6 

Compression 

Select the compression for scanning. 


This cannot be set when [Black] is selected at the [Color Mode] box. 

The [Compression] option cannot be set when [Slim PDF (Multi)] or [Slim PDF (Single)] is selected in the [File Format] 
option in the Save as File Settings and that in the Email Setting. 
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Item name 

Description 

7 

Original Mode 

Select the document type of the originals. 

• Text — Select this to set the Text mode as the default original mode. 

• Text/Photo — Select this to set the Text/Photo mode as the default original mode. This 
can be selected only when [Black] is selected in the [Color Mode] box. 

• Photo — Select this to set the Photo mode as the default original mode. 

• Printed Image — Select this to set the Printed Image mode as the default original 
mode. This can be selected only when [Full Color] or [Auto Color] is selected in the 
[Color Mode] box. 





This cannot be set when [Gray] is selected in the [Color Mode] box. 

8 

Exposure 

Select the exposure for scanning. 

Select [Auto] to automatically apply the best contrast for the document. You can also 
manually adjust the exposure in 11 stages. The farther to the right that you set the value, the 
darker the density of the scanned image will become. 





[Auto] is not available when [Gray], [Full Color], or [Auto Color] is selected at the [Color Mode] box. In that case, set the 
exposure manually. 

9 

Original Size 

Select the original size. 

If this is set to [Auto], the size is automatically detected. Select [Mixed Original Sizes] to 
scan a document with mixed sizes. You can also specify the original size. 

10 

Background 

Select the density level of the background of the scanned image. Density can be adjusted in 

9 levels. The farther to the right that you set the value, the darker the density of the 
background will become. 

11 

Contrast 

Select the contrast level of the scanned image. Contrast can be adjusted in 9 levels. The 
farther to the right that you set the value, the higher the contrast level will become. 





This is not available when [Black] or [Gray] is selected at the [Color Mode] box. 

12 

Sharpness 

Select the sharpness level of the scanned image. Sharpness can be adjusted in 9 levels. 

The farther to the right that you set the value, the sharper the scanned image will become. 

13 

Saturation 

Select the saturation level of the scanned image. Saturation can be adjusted in 7 levels. The 
farther to the right you set the value, the more vivid the scanned image will become. 





This is not available when [Black] or [Gray] is selected at the [Color Mode] box. 

14 

RGB Adjustment 

Select the RGB density level of the scanned image. RGB density can be adjusted in 9 levels 
for each color. The farther to the right you set the value, the darker the density of the 
selected color will become. 





This is not available when [Black] or [Gray] is selected at the [Color Mode] box. 

15 

Omit Blank Page 

Select whether to automatically omit a blank page in the scanned image if it is included in 
originals. 

• OFF — The blank page is not omitted. 

• ON — The blank page is omitted. 

16 

Outside Erase 

Select whether to erase a shade that appears outside of the scanned image when an 
original is placed on the original glass while the Original Cover (optional) is left open. The 
erased shade will be whitened. 

If you want to erase it, you can select the criteria in 7 levels forjudging if it is an area to be 
erased. The farther to the right you select, the larger the area that will be erased. [OFF] is 
selected by default. 


Tip 

Some features may not be displayed on some models. 
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Extended Field settings 

You can set extended fields for meta data. 

Set the field you have registered in [Administration] - [Registration] - [Extended Field Definition]. 


Extended Field settings 


[save] I Cancel I 

1 Extended Field Definition No. f 001: testOOl▼ 


''DisplayName2 


*Dlspl8tyName2 


DIsplayNameS 


*DisplayName4 

- 

*DisplayName5 





Item name 

Description 

1 

Extended Field Definition No. 

Allows you to select a registered extended field definition. 


Extended Field Properties 

[Extended Field Properties] set under the selected extended field definition are displayed. 

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the control panel 
when using Meta Scan. 

Items with an asterisk (*) attached at the beginning of the [Extended Field Properties] name are mandatory entry fields. 

Password Setting 

In the Password Setting page, you can set a password for the private template. 




Item name 

Description 

1 

Password 

Enter a password. 

2 

Retype Password 

Enter the same password again for a confirmation. 
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■ [Address Book] Item list 

Cfl R76 "[Address Book] screen" 
ffl R77 ■^[Contact Property] screen" 

Cfl P.78 "[Fax Setting] screen" 

Cfl R79 "[Search Contact] screen" 

Cfl P.79 "[Search Address List] screen" 
Cfl P.80 "[Group Properties] screen" 


□ [Address Book] screen 

You can manage a contact list to be used in E-mail, Internet Fax, and fax transmissions. 


I Tips I 

• Click [Contacts] or [Groups] to switch the display between the list of addresses and the list of groups where 
contacts are assigned. 

• Address Book can be also managed using the control panel. Refer to the MFP Management Guide. 

Contacts 
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Item name 

Description 

1 

[Add Address] button 

Allows you to add a new contact in the address book. 

Ca P.77 "[Contact Property] screen" 

2 

[Search] button 

Allows you to search a contact from the address book. 

圏 P.79 ‘‘[Search Contact] screen" 

3 

Group 

Select a group to display in the address list. 

• All Groups — Disolavs the all arouDS. 

• Registered Groups — Displays the registered groups only. 

4 

ID 

Displays the registered ID of the contact. 

固 P.77 "[Contact Property] screen" 

5 

Name 

Displays the name registered to the contact, 
ffl P.77 "[Contact Property] screen" 

6 

Email Address 

Displays the E-mail address registered to the contact. 

固 P.77 "[Contact Property] screen" 

7 

Fax Number 

Displays the fax number registered to the contact. 

圏 P.77 "[Contact Property] screen" 
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Group 


Address Book 

Contacts | Groups 
1 - 'New 」 



2 

3 

4 


Goto too of this page 




Item name 

Description 

1 

[New] button 

Allows you to add a new group. 

CQ P.80 "[Group Properties] screen" 

2 

ID 

Displays the registered ID of the group. 

CQ P.80 "[Group Properties] screen" 

3 

Group Name 

Displays the registered name of the group, 
ffl P.80 "[Group Properties] screen" 

4 

Contacts 

Displays how many address books are registered in the group. 


□ [Contact Property] screen 
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Item name 

Description 

1 

[Save] button 

Saves the entered information. 

2 

[Cancel] button 

Cancels adding or editing a contract. 

3 

[Reset] button 

Erases information entered in the given box. 

4 

[Delete] button 

Deletes the displayed contact. 

5 

[Fax Setting] button 

Registers the contact for fax transmission. 

CQ P.78 "[Fax Setting] screen" 

6 

First Name 

Enter the first name of the contact. You can enter up to 32 characters. Invalid characters are 
replaced with 

7 

Last Name 

Enter the last name of the contact. You can enter up to 32 characters. Invalid characters are 
replaced with 

8 

Email Address 

Enter the E-mail address of the contact. You can enter up to192 characters. 

9 

Fax Number 

Enter the fax number of the contact. You can enter up to128 characters. 

10 

2nd Fax Number 

Enter the second fax number of the contact. You can enter up to128 characters. 

11 

Company 

Enter the company name of the contact. You can enter up to 64 characters. Invalid 
characters are replaced with 
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Item name 

Description 

12 

Department 

Enter the department name of the contact. You can enter up to 64 characters. Invalid 
characters are replaced with 

13 

Keyword 

Enter the comments on the contact. You can enter up to 256 characters. Invalid characters 
are replaced with 


Notes 


• You must specify either the [First Name] or [Last Name] box and either the [Email Address] or [Fax Number] box to 
register the contact. 

• If you enterin the [Fax Number] and [2nd Fax Number], a three-second pause is added for dialing the fax 
number. 

• To perform the fax transmission, the optional Fax Unit is required. If the optional Fax Unit is not installed, you 
cannot perform the fax transmission even if you specify the fax number. 

□ [Fax Setting] screen 
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Item name 

Description 

1 

[Save] button 

Saves the entered information. 

2 

[Reset] button 

Restores fax settings set for the contact to the default status. 

3 

SUB 

Enter the mailbox number if you want to send a fax to the contact's fax mailbox. You can 
enter up to 20 characters using numbers, #, and *. 

4 

SID 

Enter the password to send a fax to the contact's fax mailbox. You can enter up to 20 
characters using numbers, #， and *. 

5 

SEP 

Enter the mailbox number if you want to retrieve a document from the contact's fax mailbox. 
You can enter up to 20 characters using numbers, #， and *. 

6 

PWD 

Enter the password to retrieve a document from the contact's fax mailbox. You can enter up 
to 20 characters using numbers, #， and *. 

7 

ECM 

Select whether to enable or disable ECM (Error Correction Mode). If [ON] is selected, it 
facilitates error free communications by automatically resending any portion of the 
document affected by phone line noise or distortion. 

8 

Line Select 

Select whether specifying the line to be used. If this is set to [Auto], this equipment 
automatically selects the line to be used. However, [Line 2] can be applicable only when the 
2nd Line for Fax Unit is installed. 

9 

Quality Transmit 

Select whether to send a document in the Quality TX mode. If [ON] is selected, this 
equipment sends documents at a slower speed than normal so that the transmission will be 
less affected by line condition. 

10 

Transmission Type 

Select whether the document will be sent in [Memory Transmit] mode or [Direct Transmit] 
mode. 
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□ [Search Contact] screen 

You can search for contacts in the LDAP server and add them to the address book. 


Tip 

In order to use the LDAP search, the directory service must be set up by a user who has been granted administrator 
privileges in the access policy mode. Before operating the LDAP search, ask your administrator if the Directory Service 
has been configured. 


2 

3 

4 

5 

6 

7 

8 
9 


Search Contact 

■[ Search | 「 Cancel | 

Enter a partial name or Email address to search for a contact. 

- Directory Service Name LDAP serverOI▼ 

- First Name 

■ Last Name 

- Email Address 

■ Fax Number 

■ Company 

- Department 




Item name 

Description 

1 

[Search] button 

Searches contacts with the entered conditions, 
ffl P.79 "[Search Address List] screen" 

2 

[Cancel] button 

Cancels the contact search. 

3 

Directory Service Name 

Select the LDAP server for the search. 

4 

First Name 

Enter the search condition. 

5 

Last Name 

6 

Email Address 

7 

Fax Number 

8 

Company 

9 

Department 

I 

Tips I 


• If you select the model name of this equipment at the [Directory Service Name] box, you can search for 
destinations in the address book of this equipment. 

• TopAccess will search for destinations that contain the text entered in each item. 

• Leaving the box blank allows wild-card searching. However, you must specify at least one. 


□ [Search Address List] screen 

Select from the search address list and add to the address book. 


1 

2 


3 

4 

5 

6 


Search Address List 


—[Add j| Cancel | 
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UserOlg が ample com 



Item name 

Description 

1 

[Add] button 

Adds the contact selected in the search address list into the address book. 

2 

[Cancel] button 

Cancels the search address list display. 
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□ [Group Properties] screen 

You can create groups that contain multiple recipients. 

This enables you to specify a group as the destination when sending an E-mail, Internet Fax, or fax to multiple recipients. 



Item name 

Description 

3 

Check box 

Select contacts to be registered to the address book. 

4 

Name 

Displays the search result. 

5 

Email Address 

6 

Fax Number 



Item name 

Description 

1 

[OK] button 

Registers the selected contacts as a group. 

2 

[Cancel] button 

Cancels the group registration. 

3 

[Reset] button 

Resets the contents. 

4 

[Delete] button 

Deletes the displayed group. 

5 

Group Name 

Enter the group name. You can enter up to 20 characters. 

6 

ID 

Displays the registered ID of the contact. 

7 

Email 

Select the check box to register E-mail address into the group when the contact has E-mail 
information. 

8 

Fax 

Select the check box to register fax number into the group when the contact has fax number 
information. 

9 

Name 

Displays the last name and first name registered to the contact. 

10 

Email Address 

Displays the E-mail address registered to the contact. 

11 

Fax Number 

Displays the fax number registered to the contact. 
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■ [Inbound FAX routing] Item list 

ITU-T communications function between fax devices with ITU-T support and enable fax transmission to and retrieval from 
mailboxes. 

The type of mailboxes for ITU-T communications must be set in advance to either confidential, bulletin board, or forward. 
You can specify a password on any mailbox to secure confidentiality. 


Note 


Mailboxes can be managed only when the optional Fax Unit is installed. 


Tip 

Mailboxes can be managed using the control panel. 

Cfl P.81 "[Inbound FAX routing] screen" 

Cfl P.82 "[MailBox Properties] screen" 

Cfl P.83 "MaHBox Setting (Mailbox)" 

Cfl P.84 "Destination Setting (Mailbox)" 

Cfl R84 "InternetFax Setting (Mailbox)'* 

Cfl P.84 "Relay End Terminal Report (Mailbox)" 

Cfl P.85 "Save as file Setting (Mailbox)" 

Cfl R85 "Email Setting (Mailbox)" 

Cfl P.85 "Box Setting (Mailbox)" 



□ [Inbound FAX routing] screen 

You can manage mailboxes used for ITU-T communications. 
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Item name 

Description 

1 

[New] button 

Creates a mailbox for F-code communications, 
ffl P.82 "[MailBox Properties] screen" 

2 

Box Number 

Displays the registered mailbox number. 

3 

User Name 

Displays the user name of the registered mailbox. 

4 

Agent 

Displays the agent assigned to the mailbox. 

5 

Comment 

Displays the registered comment. 
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□ [MailBox Properties] screen 

You can set a mailbox. 



7 8 910 



Item name 

Description 

1 

[Save] button 

Saves the mailbox. 

2 

[Cancel] button 

Cancels the mailbox settings. 

3 

[Select Agent] button 

Set the agent to apply to the forward mailbox. 

4 

Confidential 

Creates a confident mailbox. 

The Confidential Box allows a one-time document retrieval from the mailbox. Once a 
document is retrieved, it is cleared. If a new document is sent to the same box number 
where another document is stored, it is added to the existing box. 

CQ P.83 "Mai 旧 ox Setting (Mailbox)" 

5 

Bulletin Board 

Creates a bulletin board mailbox. 

The Bulletin Board Box allows multiple document retrievals from the same mailbox. Once a 
document is retrieved, it is not cleared. If a new document is sent to the same Box, it 
replaces the existing one. 
ca P.83 "Mai 旧 ox Setting (Mailbox)" 

6 

Forward 

Creates a multiple transmission relay mailbox. When you select this, select the agent from 
[lnternet/Fax(Relay)], [Save as file], [Email], or [Store to e-Filing]. 

Use the forward mailbox when you want to forward a fax document to specified destinations 
automatically. 

7 

lnternet/Fax(Relay) 

Creates a multiple transmission relay mailbox for the Internet Fax or fax. This agent can be 
combined with the Save as file agent or Store to e-Filing agent. 

CQ P.83 "Mai 旧 ox Setting (Mailbox)" 

CQ P.84 "Destination Setting (Mailbox)" 

CQ P.84 "InternetFax Setting (Mailbox)" 

CQ P.84 "Relay End Terminal Report (Mailbox)" 

8 

Save as file 

Creates a shared folder forwarding mailbox. This agent can be combined with the Internet/ 
Fax(Relay), Email, or Store to e-Filing agent, 
ca P.83 "Mai 旧 ox Setting (Mailbox)" 

CQ P.85 "Save as file Setting (Mailbox)" 

9 

Email 

Creates an E-mail forwarding mailbox. This agent can be combined with the Save as file 
agent or Store to e-Filing agent, 
ca P.83 "Mai 旧 ox Setting (Mailbox)" 
m P.85 "Email Setting (Mailbox)" 

10 

Store to e-Filing 

Creates an e-Filing forwarding mailbox. This agent can be combined with the Internet/ 
Fax(Relay) agent, Save as file agent, or Email agent. 
m P.83 "Mai 旧 ox Setting (Mailbox)" 

圏 P.85 "Box Setting (Mailbox)" 
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[Registration] Tab Page 


□ MailBox Setting (Mailbox) 

In the MailBox Setting page, specify the general information of the mailbox such as the box number, password, owner, 
comment, and notification. 


Notes 


• The [Notification] and [Document Print] options are not available when creating the Confidential mailbox or Bulletin 
Board mailbox. 

• Mailbox communication is disabled if the settings on this equipment and information registered for the destination 
do not match. Check how the box number and the fax number of the destination are registered on the journal 
before entering the box number. 


1 

1 

1 

1 

1 

n 

n 

MailBox Setting 

Save 11 Cancel | 

"Required 

巧 ox Number 

001 

■Password 


■User Name 

UserNameOOl 


■Comment 



1 


•Notification 

lOISencl Email when an error occurs 

O Send Email when job is completed 


1 

1 


Email Address | 

■Document Print 

Always 





Item name 

Description 

1 

Box Number 

Enter the box number of the mailbox. You can enter up to 20 characters including numbers, 
sharp marks (#), and asterisks (*). 

You can also specify the sender’s fax number to enable the Inbound Fax routing when 
registering a Forward mailbox. If you specify the sender’s fax number here, the faxes that 
are received from the specified fax number will be routed according to the mailbox settings. 





• The Inbound Fax routing is available only for a Forward mailbox. If you select [Confidential] or [Bulletin Board] as an 
agent, you cannot specify the fax number. 

• When a fax is sent from the specified fax number with a box number (or sub address), the Inbound Fax routing will not 
apply to the transmission and it is processed according to the specified box number (or sub address) settings. 

2 

Password 

Enter the box password if you want to protect the mailbox by the password. You can enter 
up to 20 characters including numbers, sharp marks (#), and asterisks (*). 

3 

User Name 

Enter the user name of this mailbox. You can enter up to 30 characters. 

4 

Comment 

Enter the comment. You can enter up to 30 characters. 

5 

Notification 

This specifies how the notification message will be sent if an error occurs. 

Send Email when an error occurs — Transmits a notification message to the specified 
E-mail address when an error occurs. 

Send Email when job is completed — Transmits a notification message to the specified 
E-mail address when a job is completed. 

Email Address — Enter the E-mail address for the notification messages. You can enter up 
to192 alphanumerical characters. 





When you enable the Notification setting, make sure to set up the E-mail settings in the [Email] submenu of the [Setup] menu 
in the TopAccess access policy mode. For instructions on how to set up the E-mail settings, see the following section: 

CQ P.231 "Setting up E-mail settings" 

6 

Document Print 

Select whether to print a document sent to this mailbox. 

• Alwavs — Alwavs orints documents sent to this mailbox. 

• ON ERROR — Prints the document if all specified forwarding has failed. 
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□ Destination Setting (Mailbox) 

In the Recipient List page, you can specify the destinations of the Internet/Fax (Relay), or Email agent. 

When you are setting up the destinations for the Email agent, you can only specify the E-mail addresses for the 
destinations. 

When you are setting up the destinations for the Internet/Fax (Relay) agent, you can specify both fax numbers and E-mail 
addresses for the destinations. 

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting recipients from the 
address book, selecting destination groups from the address book, or searching for destinations in the LDAP server. 


Note 


The methods of entering the destinations manually and searching for the destinations in the LDAP server are not 
available if you are setting the destination for the Internet/Fax (Relay) agent. 

Operations are the same as the following procedure. 

Cfl P.58 "Destination Setting (Private template)" 


□ InternetFax Setting (Mailbox) 

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent. 
Operations are the same as the following procedure, 
ffl R63 "InternetFax Setting (Private template)" 


□ Relay End Terminal Report (Mailbox) 

On the Relay End Terminal Report page, you can specify a destination to which the transmission result list will be sent. 


I R]slay End Terminal Report 


3 

4 - 


[Add ) [ Cancel] 「 Reset ] 


Email 

Fax 

ID 

▼Name 

EmaU Address 

Fax Number 

毎， 

© 

0001 

FirstNameOI LastNameOI 

UserOI ©example .com 

012-3456-7890 

© 

© 

0002 

FirstName02 LastName02 

User02 逐 example .com 

123-4567-8901 

© 

© 

0003 

FirstNameOS LastNameOS 

User03 留 example .com 

234-5678-9012 

© 

© 

0004 

FirstName04 LastName04 

User04 疫 example .com 

345-6 巧 9,0123 

© 

© 

0005 

FirstNameOS LastNameOS 

User05@example .com 

斗 56-78 卵 234 

© 

© 

0006 

FirstNameOe LastNameOS 

User06@exdmple .com 

567 -朗 01-2345 

© 

© 

0007 

FirstNameOZ LastNameOZ 

User07@example .com 

678-9012-3456 

の 

© 

0008 

FirstNameOS LastNameOS 

User08@example .com 

789-0123-4567 

の 

© 

0009 

FirstName09 LastNameOS 

User09@example .com 

890-1234-5678 

© 

© 

0010 

FirstNamel0 LastNamel0 

User10@example.com 

901-2345-6789 


Goto top of this page 



Item name 

Description 

1 

[Add] button 

Adds settings to transmit the relay end terminal report. 

2 

[Cancel] button 

Cancels the settings. 

3 

[Reset] button 

Resets the settings. 

4 

Entry box 

Enter the E-mail address or fax number of the recipient. 

5 

Recipient list 

Displays the registered destinations. Select the E-mail address or fax number of the 
destination. 


Note 


You cannot specify more than 1 destination for the destination of the Relay End Terminal Report. 
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□ Save as file Se 村 ing (Mailbox) 

In the Save as file Se 扣 ng page, you can specify how and where a received fax will be stored. 

Instructions on how to do the Save as file setting for the mailbox are the same as for the Save as file setting for a private 
template. The file name is fixed to Sende 卜 NNN (NNN indicates the sequential number). 

Operations are the same as the following procedure. 

Cfl R68 "Save as file Setting (Private template)" 


Note 


You cannot specify USB media as the storage in the Save as file Setting Page. 


□ Email Setting (Mailbox) 

In the Email Settings page, you can specify the content of E-mail document to be sent. 

Instructions on how to do the E-mail setting for the mailbox are the same as for the E-mail setting for a private template. 
The file name is fixed to Sende 卜 NNN (NNN indicates the sequential number). 

Operations are the same as the following procedure. 

Cfl R66 "Email Setting (Private template)" 



□ Box Setting (Mailbox) 

In the Box Setting page, you can specify how a received fax will be stored in the Box. 
Operations are the same as the following procedure. 

Cfl R71"Box Setting (Private template)" 
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5 [Registration] Tab Page 


[Registration] How to Set and How to Operate 


Cfl P.86 "Managing templates" 

Cfl R94 "Managing address book" 

Cfl R100 "Managing mailboxes" 

■ Managing templates 

Cfl R86 "Registering and editing private template groups" 

Cfl P.89 "Registering or editing templates" 
ffl R93 "Displaying public templates" 

□ Registering and editing private template groups 

Before registering private templates, you have to register the private template group. You can classify the private 
templates according to every department, every user, and use by registering the private template groups. 

Also each private template group can be protected by a password. 


Tips I 

• You can define up to 200 private template groups. To define the private template groups, you can specify the group 
name, owner, and E-mail notification setting. 

• The required template may have already been created by a user who is granted administrator privileges in access 
policy mode, or other user. Check the existing templates to see if they can be used before creating a new template 
or group. 


1 Click the [Registration] tab and the [Template] menu. 

The Template Groups page is displayed. 


2 


Click the [Undefined] group link to create a new private group. Click the defined group 
name link to edit the group information. 


e-Filin(i 

Login 


j Job Status I Logs 

Address Book | Inbound FAX routing 


Template Groups 

Please select a group to edit below. 

Public Template Groups 


Public Template Groups 


All Groups I Defined Groups 
Jump to 

001 011 021031041051061071081091 101111 121131141151161171181191 


No. 


Name 

User Name 

001 


TempleteQQI 

UserNameOOl 

002 


TemDlete002 

UserNameQQ2 

003 


TemoleteOGS 

UserName003 

004 


TempleteOO 斗 


005 





卵 6 

[JIuserOQS 

userOOe 


007 

[j|user007 

userOOZ 


008 

H Undefined 

Undefined 



• If you select the private template group that has not been defined, the Group Properties page is displayed. Skip 
to step 5. 

• If you select the defined private template group that is not protected by a password, the Private Templates page 
is displayed. Skip to step 4. 

• If you select the defined private template group that is protected by a password, the Input Group Password 
page is displayed. Go to the next step. 


Tips I 

• The page displays all 200 private template groups in default page view. You can display only defined private 
template groups by clicking on the [Defined Groups] link. 

• If you know which private template group you want to define or edit, click the number of the private template 
group in the [Jump to] links. 
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When the Input Group Password page is displayed, enter the password for the selected 
private template group and click [OK]. 



e-Filiiui 

Loain 



Input Group Password 


Group Information 


No. 


Name 

User Name 

006 

a 

userOOe 

userOOe 



The Group Properties page is displayed. 



4 Click [Edit], [Change Password], or [Reset]. 



Private Templates Template Groups ► 


Group Information 


I Edit] I Change Password i [Reset 


No . 备 

Name 

User Name 

006 i 

i userOOe 

userOOe 


If you select [Reset], you can reset the unnecessary private group and restore it to an undefined private group. Skip 
to step 7. 


Note 


If you reset the group information, all private templates registered in the group will be deleted. 



Enter the items below as required. 



e-FIliiui 

Loain 



Group Properties 


Group Information 


No. 


Name ■ 

|U 乏が Name | 

006 

a 

us が 006 

userOOe 


I Save 11 Cancel] 


^Required i 
Number 

006 


*Name 

use 伽 6 


User Name 

use 伽 6 


Notification 

This Email address is used as default recipient each for template. 

Email to Use 伽目 @e)cample-Com 

、 





You can configure the following settings in this page: 
Cfl P.53 "[Group Properties] screen" 
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e-Filinci 

Login 



Change Group Password 


Group Information 


No. 


Name 

User Name 

006 


userOOe 

userOOe 


f Save 11 Cancel] 


Old Password 





New Password 



Retype Passwor 


\ 



AV 


You can configure the following settings in this page: 
ffl P.55 "[Change Group Password] screen" 

0 Click [Save] to apply changes. 

了 Click [OK]. 

This step is not required if you have selected [Edit] in step 4. 
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[Registration] Tab Page 


□ Registering or editing templates 

In each private template group, you can create up to 60 templates. To define the private template, specify the panel 
settings that will be displayed in the control panel and agent settings. Each private template can also be protected by a 
password. 


Tip 

Each template can be created in combination of the following agents: 

• Copy template can be combined with the Save as file or Store to e-Filing agent. 

• Fax/Internet Fax template can be combined with the Save as file agent. 

• Scan template can be created with up to two agents in a combination of the Save as file, Email, and Store to e- 
Filing agents. 


1 Click the [Registration] tab and the [Template] menu. 

The Template Groups page is displayed. 

2 Click the group name link where you want to register or edit the private template. 

e-Filiiui 
Lodin 



I Address Book Inbound FAX routing | 

Template Groups 

Please select a group to edit below. 


Public Template Groups 


Public Template OrouQS 


All Groups I Defined Groups 
Jump to 

001011 021031041051061071081091 101111 121131141151161171181191 


No. 


Name 

User Name 

001 


TempleteOOl 

UserNameOOl 

002 


TempleteQQ2 

UserNameOQ2 

003 


TemDlete003 

UserName003 

004 

005 


TempleteQQ4 


006 

J|user006 

userOOe 


007 

fj|user007 

userOOZ 


008 

H Undefined 

Undefined 



If you select the defined private template group that is not protected by a password, the Private Templates page 
is displayed. Skip to step 4. 

If you select the defined private template group that is protected by a password, the Input Group Password 
page is displayed. Go to the next step. 


Tips I 

• The page displays all 200 private template groups in default page view. You can display only defined private 
template groups by clicking on the [Defined Groups] link. 

• If you know which private template group you want to define or edit, click the number of the private template 
group in the [Jump to] links. 
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5 [Registration] Tab Page 


When the Input Group Password page is displayed, enter the password for the selected 
private template group and click [OK]. 



Input Group Password 


Group Information 


No. 


Name 

User Name 

006 

a 

userOOe 

userOOe 



The Private Templates page is displayed. 


4 From the templates list, click the [Undefined] icon to register a new template, or click 
defined icon to edit the template. 




I Job Status 
Address Book 


Private Templates Template Groups ► 

Group Information 

[Edit I [ Change Password | [Reset ] 


Panel View | List view 

Please click a template picture to edit. 

Jump to 

M M2 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 






e-Filin(i 

Login 


No. 


Name 

User Name | 

006 


Templete006 

I 


• If the templates list is displayed in the List view, click the [Undefined] template name to register new template, 
or click the defined template name to edit the template. 

• If you select the private template that has not been defined, the Template Properties page to select agents is 
displayed. Skip to step 7. 

• If you select the defined private template that is not protected by a password, the Template Properties page is 
displayed. Skip to step 6. 

• If you select the defined private template that is protected by a password, the Input Template Password page is 
displayed. Go to the next step. 


Tips I 

• You can change the template list view by clicking on either [Panel View] or [List View]. 

• If you know which private template you want to define or edit, click the number of the private template in the 
[Jump to] links. 
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When the Input Template Password page is displayed, enter the password for the 
selected private template and click [OK]. 


e-Filii , 巧 
Login 


Input Template Password 

Group Information 


No. 


Name 

User Name 

009 

る 

Templete009 



Template Information 


No. 


Name 

User Name 

001 

a 

Copy 



〔OK じ Cancel] 


亞 




The Template Properties page is displayed. 


0 On the [Template Properties] page, click either に d け ]， [Change Password], or [Reset 
Template]. 


e-Filiii(i 

Lo<jin 



Template Properties 

Group Information 


Template Groups ► Private Templates^ 


No. 


Name 

User Name 

009 

る 

Templete009 



Template Information 


No. 


Name 

User Name 

001 

a 

Copy 



哥「 


Change Password I [ Reset lemplate 1 


Automatic Start 




If you select [Reset Template], you can reset an unnecessary private template and restore it to an undefined 
template. Skip to step 10. 

7 Enter the items below as required. 

• If you have selected [Edit] in step 6, select the agent and click [Select Agent]. 

e-Filiiui 
Login 




Template Properties 

[save] I Cancel | 


Template Groups ► private Temglates> 


I Select Agent 山 

TTcopy ベろ 

D Fax/ InternetFax 3 
日 Scan 1 

□ Meta Scan |\ 

U Email 

□ save as file 

□ Store to e-Filing 

□ save to USB Media 


を 2 


You can configure the following settings in this page: 
ffl P.56 "[Template Properties] screen" 
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• If you have selected [Change Password] in step 6, enter the following items and skip to step 9. 



Change Template Password 


Group Information 


No. 


Name 

User Name 

009 

a 

Templete009 



Template Information 


No. 


Name 

User Name 

001 


Copy 



[save 11 Cancel] 





Old Password 



New Password 



Retype Passwo 

… "I 1 




1 


You can configure the following settings in this page: 

Cfl P.55 "[Change Group Password] screen" 

0 Click each button displayed in the page to specify or edit the associated template 
properties. 


[Panel Setting] 

Specify icon settings of the template. 

CQ P.57 "Panel Setting (Private template)" 

[Destination Setting] 

Specify the destination to be sent. This can be set only when creating the Fax/Internet 

Fax agent or Scan to Email agent. 

C3 P.58 "Destination Setting (Private template)" 

[InternetFax Setting] 

Specify how the Internet Fax is transmitted. This can be set only when creating a Fax/ 
Internet Fax agent. 

C3 P.63 "InternetFax Setting (Private template)" 

[Fax Setting] 

Specify how the documents are faxed. This can be set only when creating a Fax/Internet 
Fax agent. 

CQ P.64 "Fax Setting (Private template)" 

[Email Setting] 

Specify how the documents are transmitted as E-mail messages. This can be set only 
when creating a Scan to Email agent. 

CQ P.66 "Email Setting (Private template)" 

[Save as file Setting] 

Specify how the documents are saved in a shared folder on this equipment, USB media, 
or a network folder. This can be set only when creating a Save as file agent, 
ffl P.68 "Save as file Setting (Private template)" 

[Box Setting] 

Specify how the documents are saved in e-Filing. This can be set only when creating a 

Scan to e-Filing agent. 

ffl P.71 "Box Setting (Private template)" 

[Store to USB Setting] 

Specify how the document is saved in USB media. 

CQ P.71 "Store to USB Device Setting (Private template)" 

[Scan Setting] 

Specify how the documents are scanned. This can be set only when creating the Save as 
file agent, Scan to Email agent, and Scan to e-Filing agent. 

圏 P.73 "Scan Setting (Private template)" 

[Extended Field settings] 

Set extended field derinition information and extended field settings. 

C3 P.75 "Extended Field settings" 

[Password Setting] 

Set a password for the private template. 

CQ P.75 "Password Setting" 


0 Click [Save]. 

1Q Click [OK]. 

This step is not required if you have selected [Edit] in step 6. 
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□ Displaying public templates 

End users can also display the templates list in the public group so that users can see what templates are available. 


Displaying templates in the public group 


1 Click the [Registration] tab and the [Template] menu. 

The Template Groups page is displayed. 

2 Click the group name link for the Public Template Groups list. 



Please select a group to edit below. 


Public Template Groups 


No. 


Name 

User Name 

Public 


Public Template Groy 




% 


All Groups I Defined Groups 
Jump to 

001 Q11 Q21031 Q41051061071081 Q91 101111 121131141151161171181191 


No. 


Name 

User Name 

001 


TemDieteOOl 

UserNameOOl 

002 


Templete002 

UserNameQQ2 

003 


Templete003 

UserNameQQ3 

004 


TempleteOO 斗 


005 


TempleteOOS 


006 


TempleteQ06 


007 


Undefined 

Undefined 

008 


Undefined 

Undefined 

009 


Undefined 

Undefined 


3 


The templates list in the public group is displayed. 



e-Filinci 

Lodin 



Public Template Template Groups ► 
Group Information 


No. Name User Name 

Public Public Template Groups 


Panel View | List view * 

Please login as an administrator to edit public templates 

Jump to M 7i12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 

Templates 1-6 


1 ® 

COPY MODE 

2 

歷) 

FAX MODE 

3 

SCAN TO 

イ 

增 

SAVING 

E-MAIL 

AS FILE 

5 で 費 

STORE 

6 

盛 

SCAN TO 

TO E-FILING 

FILE&E-MAIL 


Goto tOD of this page 


Tips I 

• You can change the template list view by clicking on either [Panel View] or [List View]. 

• If you know which public template you want to view, click the number of the public template in the [Jump to] 
links. 


[Registration] How to Set and How to Operate 93 



















































































5 [Registration] Tab Page 


■ Managing address book 

ffl R94 "Managing contacts in the Address Book" 
ffl R98 "Managing groups in the Address Book" 

□ Managing contacts in the Address Book 

There are two ways to manage contacts in the Address Book: 

• Adding, editing, and deleting contacts manually 

Cfl P.94 "Adding, editing, and deleting contacts manually" 

• Add new contact searching for a recipient from the LDAP server. 

Cfl P.97 "Adding new contacts from the LDAP server" 

Adding, editing, and deleting contacts manually 

You can add or edit a contact by entering recipient information manually. You can also delete the contact from the Address 
Book. 

1 Click the [Registration] tab and the [Address Book] menu. 

The Address Book page is displayed. 

2 Click [Add Address] and add a new contact. Or click the corresponding link to the 
contact which you want to edit or delete in the contact list. 



Address Book 


Contacts I Groups 


I Add Address [Search] 

Group All Groups ▼ 




A 丛。 ee 

に OV MlwkoK 

10 

-irstNarriel U La ミがわ me10 

UserlOi 巧 : lexample'com 

901-2345-6789 

9 f 

-irstNameCiy しお tr わ meOy 

UserilN 巧 : iexample.com 

890-1234-5678 

8 f 

二 irs け . JameOS しえ三が‘. JsmeC 旧 

UserOS 巧 : lexample'com 

789-0123-4567 

7 f 

-irstNarneOZ しお' tNamei] 了 

LI: 己 erO 了 巧 :お xample'com 

678-9012-3456 

e f 

-irstNameOb しお"お me06 

UserOEiii^'example.com 

567-8901 -2345 

5 f 

-irstNameOS L お "わ meOS 

LI: 三: er 〔 向巧 : iexample.com 

456-7890-1234 

4 f 

:i に tNamei:i4 しが: tMamei:i4 

LI: 三. erUAi 巧 lexample.com 

345-6789-0123 

3 f 

-irstNarneCi ：：： しお tNamei で 

LI ミ : erO:] 巧 : lexam 片 le.com 

234-5678-9012 

2 f 

こけ-ミ: tNam か] 2 しお tKlame02 

U ミ. er02i 巧咕 X ろ mplej こ : om 

123-4567-8901 

1 f 

二 ir 玄 tN が TieCU し う ミ: tN が neO'l 

User 01 1 巧 ) ex ろ tn に .le.ii てけ Ti 

012-3456-7890^ 


The Contact Property page is displayed. 
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Enter the following items to specify the contact property. Click [Delete] to delete the 
contact from the address book. 



e-Filiiui 

Lociin 



Contact Property Address Book^ 

I Save II Cancel |l Reset |l Delete i 

I 卜 ax Setting ] 


^Either 

が Either 




* First Name 

UserOI 


* Last Name 

UserOI 


，， Email Address 

User01@example.com 


"Fax Number 

0550007237 


2nd Fax Number 



Company 



Department 

DeptOI 


Keyword 






時 


You can configure the following settings in this page: 
ffl P.77 "[Contact Property] screen" 

4 When registering a fax contact, click [Fax Setting]. Otherwise, skip to Step 6. 

The Fax Settings page is displayed. 


Enter the following items according to the capabilities of destination facsimile, and 
click [Save]. 



e-Filiiui 

Lonin 



Fax Setting Address Book ► Contact Property ► 


I Save || Reset I 




SUB 



SID 



SEP 



PWD 



ECM 

- 


Line Select 

- 


Quality Transmit 

- 


Transmission Type 

マ 





お 


You can configure the following settings in this page: 
ffl P.78 "[Fax Setting] screen" 



[Registration] How to Set and How to Operate 95 

















































































5 [Registration] Tab Page 


6 


In the Contact Property page, click [Save] to add a new contact. 



e-Filiiui 

Lo(i]n 



Contact Property Address Book^ 


[save il Cancel (l Reset |l Delete i 

n^etting I 


*Either 
** 白 ther 


* First Name 

UsetOl| 

* Last Name 

UserOI 

** Email Address 

User01@example.com 

**Fax Number 

0550007237 

2nd Fax Number 


Company 


Department 

DeptOI 

Keyword 
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[Registration] Tab Page 


Adding new contacts from the LDAP server 

You can search for contacts in the LDAP server and add them to the Address Book. In order to use the LDAP search, the 
directory service must be set up by a user who is granted administrator privileges in the access policy mode. Before 
operating the LDAP search, ask your administrator if the Directory Service has been configured. 

Add a new contact from the し DAP server. 


1 Click the [Registration] tab and the [Address Book] menu. 

The Address Book page is displayed. 


2 


Click [Search]. 



e-Filiiui 

Loijiii 



Address Book 


Contacts I Groups 



Group All Groups 






▼ID 

Name 

Email Address 

Fax Number 


10 

FirstNamelO LastMamelO 

User10 の examDle.com 

901-2345-6789 


9 

FirstName09 LastNameOS 

User09 ⑩ example .com 

890-1234-5678 


8 

FirstNameOS LastNameOS 

User08@examole .com 

7 的- 0123-4567 


7 

FirstName07 LastNameOZ 

User07@examDle .com 

678-9012-3456 


6 

FirstNameOe LastName06 

User06 の example .com 

567-8901 -2345 


5 

FirstNameOS LastNameOS 

UserOS の example .com 

456-7890-1234 



The Search Contact page is displayed. 


3 


Select the directory service name that you want to search for in the [Directory Service 
Name] box, and enter the search terms in the boxes that you want to search. 


Search Contact 

[Search I [Cancel i 

Enter a partial name or Email address to search for a contact. 

Directory Service Nam 
First Name 
Last Name 
Email Address 
Fax Number 
Company 
Department 




I Tips I 

• If you select the model name of this equipment at the [Directory Service Name] box, you can search for 
destinations in the address book of this equipment. 

• TopAccess will search for destinations that contain the text entered in each item. 

• Leaving the box blank allows wild-card searching. However, you must specify at least one. 

4 Click [Search]. 

TopAccess will start searching for recipients in the LDAP server and the Search Address List page will display the 
results. 
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5 [Registration] Tab Page 


Select the check boxes of contacts that you want to add to the Address Book. 


Search Address List 


[Add い Cancel i 



▼Name 

Email Address 

Fax Number 


FirstNameOI LastNameOI 

UserOI ©example .com 

012-3456-7890 


You can select all users in the list by clicking on the 一 J button. 


Note 


The value of [company] and [department] will depend on the settings made by the user who is granted 
administrator privileges in access policy mode. 

0 Click [Add]. 

Selected contacts are added to the Address Book. 


□ Managing groups in the Address Book 

You can create groups that contain the multiple recipients. This enables you to specify the groups for the destinations 
instead of specifying each recipient separately when operating Scan to Email, or Fax or Internet Fax transmission. You 
can also delete groups. 

1 Click the [Registration] tab and the [Address Book] menu. 

The Address Book page is displayed. 

2 Click the [Groups] submenu. 

The groups list is displayed. 

ク Click [New] to add a new group. Or, click the corresponding link to the group which you 
want to edit or delete in the group list. 



Address Book 


Contacts | Groups 


墨 


▼ID I Group Name 


Contacts 

5 [GroupNameOS 


7 

4 |GrouDName04 


6 

3 [GroupNameOS 


5 

2 |GrQupNameQ2 


8 

1 [GroupNameOI 


10 

— L 



The Group Properties page is displayed. 
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4 Enter the group name in the [Group Name] column. Click [Delete] to delete the selected 
group. 


e-Filiiui 

Login 


Group Properties 


Address Book > 


[OK|f Cancel |l Reset i 〔 Delete i 


*Required 
巧 roup Name 


GroupNameOI 




に 

Email 

Fax 

▼Name 

Email Address 

Fax Number 

10 

图 

巧 

FirstNamel 0 LastNamel 0 

User10@example.com 

卵 1-2345 ぶ 7 的 

9 

回 

〇 

FirstName09 LastName09 

User09@exdmple .com 

890-1234-5678 

8 

图 

巧 

FirstNameOS LastNameOS 

User08@example .com 

789-0123-4567 

7 

图 

巧 

FirstName07 LastNameOZ 

User07@example .com 

678-9012-3456 

6 

回 

〇 

FirstNameOe LastName06 

User06@example .com 

洗 7-8 如 1-2345 

5 

图 

巧 

FirstNameOS LastName05 

User05@example .com 

4 犹 -78 如 -1234 

4 

回 

曰 

FirstName04 LastName04 

User04@example .com 

345-6789-0123 

3 

图 

巧 

FirstNameOS LastName03 

User03 逐 example .com 

234-5678-9012 


Tips I 

• You can clear the entered values in each field by clicking [Reset]. 

• You can cancel adding or editing a group by clicking [Cancel]. 


Select the [Email] check boxes of users to add Internet Fax recipients, and select the 
[Fax] check boxes of users to add Fax recipients. 


Note 


To perform the fax transmission, the optional Fax Unit is required. If the optional Fax Unit is not installed, you 
cannot perform the fax transmission even if you specify the fax number. 

0 Click [OK]. 

The group is created. 
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5 [Registration] Tab Page 


■ Managing mailboxes 


Note 


Mailboxes can be managed only when the optional Fax Unit is installed. 


Tip 

Mailboxes can be managed using the control panel. Refer to the GD-1250/GD-1260/GD-1270 Operator's Manual for 
FAX Unit 

This equipment supports ITU-T communications and allows documents to be transmitted and retrieved from mailboxes 
created by the mailbox hub in advance. 


□ Setting up mailboxes. 

To carry out ITU-T communications, you must first set up an Open Mailbox in the mailbox hub. You can set up a maximum 
of 300 mailboxes. 

You can also delete mailboxes. 


Note 


If you want to delete an Open Mailbox, the document must first be retrieved, printed, or canceled from the Open 
Mailbox. 


1 Click the [Registration] tab and the [Inbound FAX routing] menu. 

The Inbound FAX routing page is displayed. 

2 Click [New] to set up a new mailbox. Or, click the box number link which you want to 
edit or delete in the mailbox list. 



• If you click [New], skip to step 5. 

• If you click the box number link that is not protected by a password, skip to step 4. 

• If you click the box number link that is protected by a password, go to the next step. 


3 


Enter the password for the mailbox and click [OK]. 
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[Registration] Tab Page 


4 Click [Edit] or [Delete]. 



MailBoxes Properties 



If you have clicked [Delete], the delete confirmation dialog box is displayed. Click [OK]. 

Select agents and click [Select Agent]. 


e-Filin(i 

Login 


MailBoxes Properties 

[save I [Cancel 1 


I Select Agent |J 


凶 Confidential Uir!^ 

□IntemetfFax(Relay) I 

□ Bulletin Board 3 

□ save as file 1 

□ Forward il 

□ Email J 


□ Store to e-Filing 1 




I 


You can configure the following settings in this page: 
Cfl P.82 "[MailBox Properties] screen" 



Click each button displayed in the page to set the template properties. 


MailBox Setting 

Specify mailbox settings. 
m P.83 "MailBox Setting (Mailbox)" 

[Destination Setting] 

Specify the destination to be sent. This can be set only when creating an Internet/ 
Fax(Relay) agent or Email agent. 

CQ P.84 "Destination Setting (Mailbox)" 

[InternetFax Setting] 

Specify how the document is transmitted as an Internet Fax. This can be set only when 
creating an lnternet/Fax(Relay) agent. 

CQ P.84 "InternetFax Setting (Mailbox)" 

[Relay End Terminal Report] 

Specify the destination for the relay end terminal report when forwarding has been 
performed. This can be set only when creating an lnternet/Fax(Relay) agent, 
ffl P.84 "Relay End Terminal Report (Mailbox)" 

[Email Setting] 

Specify how the document is transmitted as an E-mail message. This can be set only 
when creating an Email agent. 
m P.85 "Email Setting (Mailbox)" 

[Save as file Setting] 

Specify how the document is saved on your computer hard disk or a network folder. This 
can be set only when creating a Save as file agent. 
m P.85 "Save as file Setting (Mailbox)" 

[Box Setting] 

Specify how the document is saved in a mailbox. This can be set only when creating a 
Store to e-Filing agent. 

CQ P.85 "Box Setting (Mailbox)" 



7 After configuring the desired mailbox properties, click [Save]. 

The mailbox properties are registered. 
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[Counter] Tab Page 

This chapter explains the [Counter] tab page in TopAccess. 

[Counter] Tab Page Overview.104 

[Counter] Item list.104 

[Counter] How to Set and How to Operate.112 

Viewing counters.112 

Setting department management items.114 







[Counter] Tab Page 


[Counter] Tab Page Overview 


You can check the number of pages printed, copied, and scanned in the [Counter] tab page. 
Cfl R104 "[Counter] Item list" 

■ [Counter] Item list 

Cfl R104 "[Total Count] screen" 

Cfl R106 "[Department Management] screen <end-user mode>" 

Cfl R107 "[Department Information] screen <end-user mode>" 

Cfl R108 "[Department Management] screen <access policy mode>" 

Cfl R109 "[Department Information] (Registration) screen <access policy mode>" 

Cfl R110 "[Department Information] screen <access policy mode>" 


□ [Total Count] screen 

You can display total counters of the printer counter and scan counter, and total counters for small size and large size 
paper. 



Total Count 













Copy 

Fax 

Printer 

List 

Total 


Full Color 

426 


4866 


5292 

Twin Color 

0 


5 


5 

Black 

270 

0 

2246 

8 

2524 


- Print Coiiiiter(sinall paper) 











C 叩 y 

Fax 

Printer 

List 

Total 




Full Color 

412 


4458 


4870 




Twin Color 

0 


5 


5 




Black 

130 

0 

1986 

8 

2124 



- Prill! Coiiiiter(lcirge paper) 











Copy 

Fax 

Printer 

List 

Total 




Full Color 

1 斗 


408 


422 




Twin Color 

0 


0 


0 




Black 

140 

0 

260 

0 

400 















Copy 

Network 

Fax 

Total 




Full Color 

331 

2101 


2432 




Twin Color 

0 



0 




Black 

225 

730 

0 

955 














Copy 

Network 

Fax 

Total 




Full Color 

318 

2076 


2394 




Twin Color 

0 



0 




Black 

133 

697 

0 

830 














Copy 

Network 

Fax 

Total 




Full Color 

13 

25 


38 




Twin Color 

0 



0 




Black 

92 

33 

0 

125 














Counter type 

Description 

1 

Print Counter 

Displays the total output count value. 

2 

Print Counter(small paper) 

Displays details of the total output count value according to the paper size specified on your 

3 

Print Counter(large paper) 

device. 

4 

Scan Counter 

Displays the total scanned count value. 

5 

Scan Counter(small paper) 

Displays details of the total count value of scanned documents according to the paper size 

6 

Scan Counter(large paper) 

specified on your device. 
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Print Counter/Print Counter(small paper)/Print Counter(large paper) 







12 3 4 

Print Coiiitter I I I I 





Copy 

Fax 

Printer 

List 

Total 


Full Color 

426 


4866 


5292 

Twin Color 

0 


5 


5 

Black 

270 

0 

2246 

8 

252 斗 


12 3 4 

Print Coiiiiter(sinall paper) I I I I 




Copy 

Fax 

Printer 

List 

Total 


Full Color 

412 


4458 


4870 

Twin Color 

0 


5 


5 

Black 

130 

0 

1986 

8 

2124 


12 3 4 

Prill! Coiiiiter(lcirge paper) I I I I 




Copy 

Fax 

Printer 

List 

Total 


Full Color 

14 


408 


422 

Twin Color 

0 


0 


0 

Black 

140 

0 

260 

0 

400 









Counter 

Description 

1 

Copy Counter 

Displays the number of pages printed by copy operations. 

2 

Fax Counter 

Displays the number of pages printed by fax reception. 

3 

Printer Counter 

Displays the number of pages printed by print operations and E-mail reception (Internet Fax 
reception). 

4 

List Counter 

Displays the number of pages printed by system page print operations. 


Scan Counter/Scan Counter(small paper)/Scan Counter(large paper) 







1 z j 

Scan Counter I I I 





Copy 

Network 

Fax 

Total 


Full Color 

331 

2101 


2432 

Twin Color 

0 



0 

Black 

225 

730 

0 

955 


1 2 3 

Scan Co 川 iteMsm 加 pap が | I I 




Copy 

Network 

Fax 

Total 


Full Color 

318 

2076 


2394 

Twin Color 

0 



0 

Black 

133 

1 的 7 1 

1 ° 

830 


1 2 3 

Scan Coiiiiter<lcir(|e paper; I I I 




Copy 

Network 

Fax 

Total 


Full Color 

13 

25 


38 

Twin Color 

0 



0 

Black 

92 

33 

0 

125 









Counter 

Description 

1 

Copy Counter 

Displays the number of pages scanned by copy operations. 

2 

Network Counter 

Displays the number of pages scanned by scan operations. 

3 

Fax Counter 

Displays the number of pages scanned by fax reception. 
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6 [Counter] Tab Page 


□ [Department Management] screen く end-user mode> 

This screen displays total counter information for each department. 


Department Management 

Enter a department code to access department counters 


-Department Code [bnter j 



Department Name 

Dept Code 

Total Printing 

Total Scanning |Fax Transmission |F ろ x Reception ■ 

亡 


Departme 

tNameOI 

1234: 


0 


0 

|o 

J1 

f 

















2 3 4 5 6 7 8 



Item name 

Description 

1 

Department Code 

Enter the department code which you want to check and click the [Enter] button. 

2 

Number 

Displays the registered department number. 

3 

Department Name 

Displays the department name. 

Click a department name link to check the information. 

CQ P.107 "[Department Information] screen <end-user mode>" 

4 

Dept Code 

Displays the department code. 

5 

Total Printing 

Displays the number of pages printed by copy operations. 

6 

Total Scanning 

Displays the number of pages scanned by scan operations. 

7 

Fax Transmission 

Displays the number of pages transmitted via fax. 

8 

Fax Reception 

Displays the number of pages received via fax. 
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[Counter] Tab Page 


□ [Department Information] screen く end-user mode> 





Item name 

Description 

1 

[Close] button 

Closes the [Department Information] screen. 

2 

Department Number 

Displays the registered department number. 

3 

Department Name 

Displays the department name. 

4 

Department Code 

Displays the department code. 

5 

Total Counter 

Displays the total counter. 

6 

Copy Counter 

Displays the number of pages printed by copy operations. 

7 

Fax Counter 

Displays the number of pages printed by fax reception. 

8 

Print Job Counter 

Displays the number of pages printed by print operations and E-mail reception (Internet Fax 
reception). 

9 

List Counter 

Displays the number of pages printed by system page print operations. 

10 

Scan Counter 

Displays the number of pages scanned by scan operations. 

Values for the small size and large size are displayed according to the paper size specified 
on your device. 

11 

Fax Communication Counter 

Displays the communication record. 
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6 [Counter] Tab Page 


□ [Department Management] screen く access policy mode> 

You can create departments, operate on departmental total counters, and set quotas in access policy mode. 


1 

2 

3 

4 


Department Management 

—「New] I Reset All Counters I[ Set Registered All Quotas I[Delete All 


nber 

Department Name 

Dept Code 

Total Printing |Total Scanning j Fsx Trsnsmission j Fax Reception |； 


Depart rr 

ntNameOI 

123' 

巧 

0 

い 

|o 

|o 



Deoart 打 

ntName02 

234： 

)7 

0 

|0 

1。 

1 日 



Deoartn 

ntName03 

3451 

'目 

0 

|0 

l〔l 

ll] 



Deoarlrr 

nitName04 

456 

巧|0 

|0 

|o 

[0 



Deoartn 

ntNameOS 

沉 71 

の |0 

Cl 

|o 

ji:i 



Deoartn 

ntNameOe 

67 扭 

)1 ||:| 

0 

||] 

1'-' 



Deoart 订 

ntNameOZ 

7891 

12 

0 

|0 

|o 

i 〔| 



Deoartn 

ntNameOS 

閒ひ 

巧 

0 

|ci 

|o 

jo 



Deoarlrr 

ntNameOS 

901： 

J4 

0 

一 |C1 

|o 

1。 



Deoart 订 

ntNamel0 

012 

巧 

0 

- -|0 

1'] 

l〔| 



Undefin 

i 

0001 


|o 

0 

l〔| 

h:i 


itop Of this 

laqe 
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Item name 

Description 

1 

[New] button 

Creates a department. 

CQ P.109 "[Department Information] (Registration) screen <access policy mode>" 

2 

[Reset All Counters] button 

Resets counters for all departments. 

3 

[Set Registered All Quotas] button 

Initializes quotas for all departments. 

4 

[Delete All] button 

Deletes all registered departments. 

5 

Number 

Displays the registered department number. 

6 

Department Name 

Displays the department name. 

Click a department name link to check the information. 

CQ P.110 "[Department Information] screen <access policy mode>" 

7 

Dept Code 

Displays the department code. 

8 

Total Printing 

Displays the number of pages printed by copy operations. 

9 

Total Scanning 

Displays the number of pages scanned by scan operations. 

10 

Fax Transmission 

Displays the number of pages transmitted via fax. 

11 

Fax Reception 

Displays the number of pages received via fax. 
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□ [Department Information] (Registration) screen く access policy mode> 


1 

2 

3 

4 

5 


6 


■Ui|partment Information 

I Save j [ Cancel j 

-Department Name 
■Department Code 

- Color Quota Setting OFF ▼ 

Color Quota I 

Default Color Quota [ 

— Black Quota Setting OFF ▼ 

Black Quota I 

Default Black Quota f 



Item name 

Description 

1 

[Save] button 

Saves the department with the specified details. 

2 

[Cancel] button 

Cancels the settings. 

3 

Department Name 

Enter the department name. 

4 

Department Code 

Enter the department code. 

5 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 



Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 



Default Color Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 

6 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 
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う ent Information 


「 Save] k Cancel J 「 Reset Counters j [ Delete ] 

yejjdiimeiii ■… ii … ci 1 

— Department Name 
— Department Code 
—Color Quota Setting 
Color Quota 
Default Color Quota 
— Black Quota Setting 
Black Quota 
Default Black Quota 

— Total Counter 


DepartmentNameOI 
123456 
ON ▼ 

99999999 
99999999 
ON ▼ 

99999999 
粥 999 煎 9 



Full Color 

Twin Color 

Rack 

Total 

Copy 

0 

0 

0 

0 

Fax 



0 

0 

Printer 

0 

0 

0 

0 

List 



0 

0 

Total 

0 

0 

0 

0 

-Copy Counter 


Full Color 

Twin Color 

Black 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 

-Fax Counter 


Full Color 

Twin Color 

Black 

Total 

Small 



0 

0 

Large 



0 

0 


Wilt Job Counter 



Full Color 

Twin Color 

Black 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 


■ Scan Counter 



Full Color 

Twin Color 

Black 

Total 

Copy Small 

0 

0 

0 

0 

Copy Large 

0 

0 

0 

0 

Fax Small 



0 

0 

Fax Large 



0 

0 

Network Small 

0 


0 

0 

Network Large 

0 


0 

0 

Total 

0 

0 

0 

0 


■ Fax Comm 川 tication Counter 


□ [Department Information] screen く access policy mode> 



Item name 

Description 

1 

[Save] button 

Saves the department with the specified details. 

2 

[Cancel] button 

Cancels the settings. 

3 

[Reset Counters] button 

Resets counters for the displayed departments. 

4 

[Delete] button 

Deletes the displayed department. 

5 

Department Name 

Enter the department name. 

6 

Department Code 

Enter the department code. 

7 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 



Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 



Default Color Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 

8 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 

9 

Total Counter 

Displays the total counter. 

10 

Copy Counter 

Displays the number of pages printed by copy operations. 

11 

Fax Counter 

Displays the number of pages printed by fax reception. 
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Item name 

Description 

12 

Print Job Counter 

Displays the number of pages printed by print operations and E-mail reception (Internet Fax 
reception). 

13 

List Counter 

Displays the number of pages printed by system page print operations. 

14 

Scan Counter 

Displays the number of pages scanned by scan operations. 

15 

Fax Communication Counter 

Displays the communication record. 
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[Counter] Tab Page 


[Counter] How to Set and How to Operate 


Cfl R112 "Viewing counters" 

Cfl R114 "Se 扣 ng department management items" 

■ Viewing counters 

This equipment maintains a set of counters that keep track of the number of pages printed, copied and scanned. These 
statistics can be displayed in totals or broken down by department. This section explains how to display the statistics and 
manage the department counters, 
ffl R112 "Displaying the total counter" 

ffl R113 "Displaying the department counter <end-user mode>" 


Note 


Neither an end user nor an administrator can reset counters from TopAccess. However, users who are granted 
administrator privileges in the access policy mode can reset the counter from the control panel. Refer to the MFP 

Management Guide. 

□ Displaying the total counter 

In the [Total Count] menu, you can display the total counter information for the copy/print counter for small paper, copy/ 
print counter for large paper, and scan counter. 

1 Click the [Counter] tab and the [Total Count] menu. 

The Total Count page is displayed. 

2 You can check the total counter in this page. 


TbpAocesi 

S 




e-Filiii<i 

Logout 

Device 

J Job Status y 

Logs 

T Registration 

User Management 1 

Administraflion 1 


I Department 


Total Count 


Print Counter 
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[Counter] Tab Page 


□ Displaying the department counter く end-user mode> 

In the [Department] menu, you can display the counter information of a specific department. If you want to display the 
department counter, you must enter the department code. 

1 Click the [Counter] tab and the [Department] menu. 

The Department management page is displayed. 

つ Enter the code for the department you want to check in [Department Code] and click 
[Enter], 


e-Filinq 

Login 


Device | Job Status 

Total Count _ 


Department Management 

Enter a department code to access department counters 
Department Code i 


公 1 - ^2- 


The department counter for the specified department is displayed. 

3 Click the department name link to display the detailed counters for the department. 


e-Filiiui 

Loqin 




Department Management 


Enter a department code to access department counters 


Number 

Department Name 

Dept Code 

Total Printing 

Total Scanning 

Fax Transmission 

Fax Reception 

1 

DeoartmentN^eOI 

123456 

0 

0 

0 

0 


4 The Department Information page opens. 


Department Information 

[close] 

Department Number 1 

Department Name DepartmentNameOI 

Department Code 1 23456 

Total Coiiitter 




Full Color 

Twin Color 

Black 

Total 


Copy 

0 

0 

0 

0 

Fax 



0 

0 

Printer 

0 

0 

0 

0 

List 



0 

0 

Total 

0 

0 

0 

0 


Copy Counter 




Full Color 

Twin Color 

Black 

Total I 


Small 

0 

0 

0 

0 I 

Large 

0 

0 

0 

0 


Fax Counter 




Full Color 

Twin Color 

Black 

Total 


Small 



0 

0 

Large 



0 

0 


Print Job Counter 




Full Color 

Twin Color 

Black 

Total 


Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 


List Counter 




Full Color 

Twin Color 

团 ack 

Total 


Small 



0 

0 

Large 



0 

0 


Scan Counter 




Full Color 

Twin Color 

Black 

Total 


Copy Small 

0 

0 

0 

0 

Copy Large 

0 

0 

0 

0 

Fax Small 



0 

0 

Fax Large 



0 

0 

Network Small 

0 


0 

0 

Network Large 

0 


0 

0 

Total 

0 

0 

0 

0 


Fax Communication Coiiitter 




Transmit 

Received 

Total 


Small 

0 

0 

0 

Large 

0 

0 

0 
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■ Setting department management items 

You must be logged in to the access policy mode to manage departments. 


Note 


There is a pre-registered department with the [Undefined] department code. This department is used to count invalid 
jobs. The [Undefined] department can be used to display the counter information; however, you cannot modify or 
delete it. 

ffl R114 "Creating, correcting and modifying departments" 

Cfl R115 "Deleting departments" 


□ Creating, correcting and modifying departments 


Log in to TopAccess in the access policy mode. 

ffl P.22 "Access policy mode" 


2 


Click the [Counter] tab and then click the [Department] menu. 



e-Filinci 

Locioiit 



I New] [ Reset All Counters | [ Set Registered All Quotas i [ Delete All j 


Number 

Department Name 

Dept Code 

Total Printing 

Total Scanning 

Fax Transmission 

Fax Reception 

1 

DeoarlmenitNameOI 

123456 

0 

0 

0 

0 

2 

DeDartmentName02 

234567 

0 

0 

0 

0 

3 

DeoartmentNameOS 

345678 

0 

0 

0 

0 

4 

DeoartmentName04 

456789 

0 

0 

0 

0 

5 

DeoartmentNameOS 

567890 

0 

0 

0 

0 

6 

DeoartmentNameOe 

678901 

0 

0 

0 

0 

7 

DeDarlmentName07 

789012 

0 

0 

0 

0 

8 

DeoartmentNameOS 

的 0123 

0 

0 

0 

0 

9 

DeDarlmentName09 

901234 

0 

0 

0 

0 

10 

DeoartmentNamel0 

012345 

0 

0 

0 

0 

1001 

Undefined 

00000 

0 

0 

0 

0 


Gotoloqofthis page 


O Specify department management items. 


Create a new department 

Click the [New] button and set in the displayed screen. 

CQ P.109 "[Department Information] (Registration) screen <access policy mode>" 

Correct or modify the registered 
department 

Click a department name link from the department list and correct/modify in the displayed 
screen. 

CQ P.110 "[Department Information] screen <access policy mode>" 


4 Click the [Save] button when the setting is completed. 
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□ Deleting departments 


Log in to TopAccess in the access policy mode. 

Cfl P.22 "Access policy mode" 


2 


Click the [Counter] tab and then click the [Department] menu. 



Number 

Department Name 

Dept Code 

Total Printing 

Total Scanning 

Fax Transmission 

Fax Reception 

1 

DeioartmentNameOI 

123456 

0 

0 

0 

0 

2 

DeDartmentName02 

234567 

0 

0 

0 

0 

3 

DeoartmentNameOS 

345678 

0 

0 

0 

0 

4 

DeDartmentName04 

456789 

0 

0 

0 

0 

5 

DeoartmentNameOS 

567890 

0 

0 

0 

0 

6 

DeoartmentNameOS 

67 朗 01 

0 

0 

0 

0 

7 

DeoartmentNameOZ 

789012 

0 

0 

0 

0 

8 

DeoartmentNameOS 

890123 

0 

0 

0 

0 

9 

DeoartmentNameOQ 

901234 

0 

0 

0 

0 

10 

DeoartmentNamel0 

012345 

0 

0 

0 

0 

1001 

Undefined 

00000 

0 

0 

0 

0 


GototOD ofthis page 


3 Click the department name link which you want to delete from the department list. 

Tip 

Click the [Delete All] button to delete all registered departments. 
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4 


Click the [Delete] button. 


Department Information 

I Save j [ Cancel j [ Reset Counters 

Department Number 
Department Name 
Department Code 
Color Quota Setting 
Color Quota 
Default Color Quota 
Black Quota Setting 
Black Quota 
Default Black Quota 



DepartmentNameOI 


123456 _ 

ON マ 

99999999 
99999999 
ON ▼ 
99999999 
99999999 


Total Counter 



Full Color 

Twin Color | Black | Total | 

Copy 

0 

0 jn In I 

Fax 


- 10 0 

Printer 

0 

0 

G 

U 

List 



0 

0 

Total 

0 

0 

0 

0 


Copy Counter 



Full Color 

Twin Color 

Black 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 

Fax Counter 


Full Color 

Twin Color 

Black 

Total 

Small 



0 

0 

Large 



0 

0 

Prill! Jol) Counter 


Full Color 

Twin Color 

Black 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 

List Counter 


Fun Color 

Twin Color 

Black 

Total 

Small 



0 

0 

Large 



0 

0 

Scan Counter 


Fun Color 

Twin Color 

Black 

Total 

Copy Small 

0 

0 

0 

0 

Copy Large 

0 

0 

0 

0 

Fax Small 



0 

0 

Fax Large 



0 

0 

Network Small 

0 


0 

0 

Network Large 

0 


0 

0 

Total 

0 

0 

0 

0 


Fax Communication Coiiitter 



Transmit 

Received 

Total 

Small 

0 

0 

0 

Large 

0 

0 

0 
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[User Management] Tab Page 


This section describes how to manage users in TopAccess. 


[User Management] Tab Page Overview.118 

[User Accounts] Item list <access policy mode>.118 

[Group Management] Item list <access policy mode>.125 

[Role Management] Item list <access policy mode>.127 

[Department Management] Item list <access policy mode>.132 

[Export/Import] Item list <access policy mode>.136 









7 [User Management] Tab Page 


[User Management] Tab Page Overview 


Cfl P.118 "[User Accounts] Item list <access policy mode>" 

Cfl R125 "[Group Management] Item list <access policy mode>" 

Cfl R127 "[Role Management] Item list <access policy mode>" 

Cfl R132 ‘‘[Department Management] Item list <access policy mode>’’ 
Cfl R136 "[Export/Import] Item list <access policy mode>" 


■ [User Accounts] Item list く access policy mode> 

You can search and set user accounts if you are logged in to the access policy mode. 
Cfl P.119 "[Search User Account] screen" 
ffl R120 "[Create User Information] screen" 

Cfl R121 "[Enter Password] screen" 

Cfl R122 "[User Information] screen" 

Cfl R124 "[Role Assignment] screen" 

Cfl R124 "[Group Assignment] screen" 




Item name 

Description 

1 

[Search] button 

Searches registered users. 

CQ P.119 ‘‘[Search User Account] screen" 

2 

[New] button 

Registers new users. 

ffl P.120 "[Create User Information] screen" 

3 

[Delete] button 

Deletes the user selected in the user account list. 

However, you cannot delete the default users. 

4 

[Delete All] button 

Deletes all registered users. (Except default users) 

5 

[Unlock] button 

Unlocks a locked user selected in the user account list. 

6 

[Reset Password] button 

Resets the password of the user selected in the user account list, 
ffl P.121 ‘‘[Enter Password] screen" 

7 

[Set Registered Quota] button 

Initializes the registered quota for the user selected in the user account list. 

8 

[Set Registered All Quotas] button 

Initializes all registered quotas. 

9 

[Reset Counters] button 

Resets counters for the user selected in the user account list. 

10 

[Reset All Counters] button 

Resets counters for all departments. 

11 

Number 

Displays the registration number of the user. 

1000 1 to 10007 are assigned to default users. 
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Item name 

Description 

12 

User Name 

Displays the user name. 

Undefined, Admin, Service, Auditor, Faxope, Guest, and Printope are default users. 

You can check the user information by clicking the user name. 

CQ P.122 "[User Information] screen" 

13 

Domain Name 

Displays the domain name registered in the user information. 

14 

Department Number 

Displays the department number registered in the user information. 

15 

Status 

Displays the user status. 


□ [Search User Account] screen 

You can search registered users. 

Select items to be searched and enter or select the search conditions. 



Search User Account 


1 

□ Number 

Startl I Endl I 

2 — 


I 孤 01:DepartmentName01▼ I 

3 — 


I I 

4 — 

□ Domain Name 

I I 

5 — 






Item name 

Description 

1 

Number 

Enter the user number you want to search. 

The search condition should be in the range from 1 to 10000. 

2 

Department Number 

Select the department number you want to search. 

3 

User Name 

Enter the user name you want to search. 

A prefix search is performed with the entered character string. 

4 

Domain Name 

Enter the domain name you want to search. 

5 

[Search] button 

Searches contacts with the entered and selected conditions. 
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□ [Create User Information] screen 

You can register new user information. 


1 

2 

3 

4 

5 

6 


Create User Information 


— Save] I Cancel] 


巧 eq 山 red 
-*UserName 

-Domain Name 


—Authentication Method 


9 

10 
11 
12 


13 


-Group Assignment 


圓 Depsrtment Number 
-PanelUl Language 


-PanelUl Keyboard Layout 
-Color Quota Setting 
Color Quota 
Default Color Quota 
-Black Quota Setting 
Black Quota 
Default Black Quota 


MFP Local Authentication 


國 

國 


English(US) 



Item name 

Description 

1 

[Save] button 

Saves the entered user information. 

2 

[Cancel] button 

Cancels creating user information. 

3 

User Name 

Enter the user name. 

You can enter up to128 alphanumerical characters and symbols (! # $ 〇/〇 & - ， @ 八 _). 

4 

Domain Name 

Select the domain name. 

5 

Authentication Method 

Select the user authentication method. 

• MFP Local Authentication — Use MFP local authentication on vour eauioment. 

• LDAP Authentication/Windows Domain Authentication — Use network 
authentication managed by LDAP or the Windows domain. 

6 

Password 

Enter the password. You can enter up to 64 alphanumerical characters and symbols (!#()* 
+，-./:; = ?@\ へ _、{| け 

7 

Role Assignment 

This can be configured when [MFP Local Authentication] is selected in [Authentication 
Method]. 

Select from the registered roles. Click the [Edit] button and select roles from the displayed 
screen. 

ffl P.124 "[Role Assignment] screen" 

8 

Group Assignment 

This can be configured when [MFP Local Authentication] is selected in [Authentication 
Method]. 

Select from the registered groups. Click the [Edit] button and select groups from the 
displayed screen. 

圏 P.124 "[Group Assignment] screen" 

9 

Department Number 

Select from the registered departments. 

ffl P.132 "[Department Management] Item list <access policy mode>" 

10 

PanelUl Language 

Select the display language for the touch panel. 

11 

PanelUl Keyboard Layout 

Select the keyboard pattern displayed on the touch panel. 

12 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 



Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 



Default Color Quota 

Enter the default number assigned for the user. Up to 99,999,999 can be entered. 
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Item name 

Description 

13 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the user. Up to 99,999,999 can be entered. 


□ [Enter Password] screen 

You can display the [Enter Password] screen by selecting the check box of the user whose password you want to change 
in the [User Accounts] item list and clicking the [Reset Password] button. 



Enter Password 

I |OK|[ Cancel | 


^—Password : 




Item name 

Description 

1 

[OK] button 

Saves the entered password. 

2 

[Cancel] button 

Cancels the password change. 

3 

Password 

Enter the new password. 
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□ [User Information] screen 

You can update registered user information. 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 


15 


16 


17 

18 

19 

20 

21 


22 




Item name 

Description 

1 

[Save] button 

Saves the entered user information. 

2 

[Cancel] button 

Cancels changing user information. 

3 

[Delete] button 

Deletes the displayed user from the user account. 

4 

[Reset Counters] button 

Resets counters. 

5 

User Name 

Displays the user name. 

6 

Domain Name 

Displays the registered domain name. Select this item if you want to change. 

You can select this item only when the authentication method is [LDAP Authentication/ 
Windows Domain Authentication]. 

7 

Authentication Method 

Select the user authentication method. 

• MFP Local Authentication — Use MFP local authentication on your equipment. 

• LDAP Authentication/Windows Domain Authentication — Use network 
authentication managed by LDAP or the Windows domain. 
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Item name 

Description 

8 

Password 

You cannot change the password. 

Reset the password in the [User Accounts] item when changing the password. 

圏 P.121 ‘‘[Enter Password] screen" 

9 

Role Assignment 

This can be configured when [MFP Local Authentication] is selected in [Authentication 
Method]. 

Displays the registered roles. Click the [Edit] button and select roles from the displayed 
screen. 

鹽 P.124 "[Role Assignment] screen" 

10 

Group Assignment 

This can be configured when [MFP Local Authentication] is selected in [Authentication 
Method]. 

Displays the registered groups. Click the [Edit] button and select groups from the displayed 
screen. 

圏 P.124 "[Group Assignment] screen" 

11 

Department Number 

Displays the registered departments. Select this item if you want to change. 

CQ P.132 ‘‘[Department Management] Item list <access policy mode〉" 

12 

PanelUl Language 

Displays the registered display languages of the touch panel. Select this item if you want to 
change. 

13 

PanelUI Keyboard Layout 

Displays the registered keyboard patterns for the touch panel. Select this item if you want to 
change. 

14 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 



Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 



Default Color Quota 

Enter the default number assigned for the user. Up to 99,999,999 can be entered. 

15 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the user. Up to 99,999,999 can be entered. 

16 

Total Counter 

Displays the total counter. 

17 

Copy Counter 

Displays the number of pages printed by copy operations. 

18 

Fax Counter 

Displays the number of pages printed by fax reception. 

19 

Print Job Counter 

Displays the number of pages printed by print operations and E-mail reception (Internet Fax 
reception). 

20 

List Counter 

Displays the number of pages printed by system page print operations. 

21 

Scan Counter 

Displays the number of pages scanned by scan operations. 

22 

Fax Communication Counter 

Displays the communication record. 
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□ [Role Assignment] screen 

You can select roles to be assigned. 


1 

2 

3 

4 


Role Assignment 


— 画 I Cancel I 


Available Role 


AccountManager 


ScanOperator 

Print 

PrintOperator 

eF 川 ngOperator 

ColorPrin に opyOperator 

FaxOperator 

Auditor 

Guest 


:- Delete i 



Item name 

Description 

1 

[OK] button 

Saves the assigned roles. 

2 

[Cancel] button 

Cancels assigning roles. 

3 

Available Role 

Displays a list of registered roles. 

Select the role to be assigned and click the [Add] button. 

4 

Assigned Role 

Displays a list of the assigned roles. 

Select the role to be removed from the assignment and click the [Delete] button. 


□ [Group Assignment] screen 

You can select groups to be assigned. 



Item name 

Description 

1 

[OK] button 

Saves the assigned groups. 

2 

[Cancel] button 

Cancels assigning groups. 

3 

Available Group 

Displays a list of registered groups. 

Select the group to be assigned and click the [Add] button. 

4 

Assigned Group 

Displays a list of the assigned groups. 

Select the group to be removed from the assignment and click the [Delete] button. 



12 3 4 
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■ [Group Management] Item list く access policy mode> 

You can manage the registered roles as groups if you are logged in to the access policy mode. 
Cfl R125 "[Create Group Information] screen" 

Cfl R126 "[Group Information] screen" 





Item name 

Description 

1 

[New] button 

Allows you to add a new group. 

ffl P.125 "[Create Group Information] screen" 

2 

[Delete] button 

Deletes the group selected in the group list. 

3 

[Delete All] button 

Deletes all groups. 

4 

Group Name 

Displays the group name. 

You check group information by clicking the group name. 

CQ P.126 "[Group Information] screen" 


□ [Create Group Information] screen 

You can register new groups. 



Create Group Information 

- 1 Save II Cancel | 


*Required 


— 巧の up Name 


— Role Assignment 臣 dit 1 




Item name 

Description 

1 

[Save] button 

Saves the entered group information. 

2 

[Cancel] button 

Cancels creating group information. 

3 

Group Name 

Enter the group name. 

You can enter up to128 alphanumerical characters and symbols other than "，‘ (back quote), 
( ，）， * ， + ， / ，：，；（ semicolon), < ， = ， > ， ？， [ ，、 ] ， ’ （ apostrophe) ， { ，い， ~ ， and ， (comma). 

4 

Role Assignment 

You can select roles to be assigned to the group. Click the [Edit] button and select roles from 
the displayed screen. 

CQ P.124 "[Role Assignment] screen" 
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□ [Group Information] screen 

You can check roles registered to the group. 



Group Information 








"Required 

GroupNameOI 



♦Group Name 



— Role Assignment 


国 



Item name 

Description 

1 

[Save] button 

Saves the entered group information. 

2 

[Cancel] button 

Cancels creating group information. 

3 

Group Name 

Displays the group name. 

4 

Role Assignment 

Displays the roles assigned to the group. Click the [Edit] button and select roles from the 
displayed screen. 

CQ P.124 "[Role Assignment] screen" 
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■ [Role Management] Item list く access policy mode> 

You can manage and register roles if you are logged in to the access policy mode. 
Cfl R127 "Default roles and privileges" 

Cfl R129 "[Create New Role] screen" 
m P.131 "[Edit Role] screen" 





Item name 

Description 

1 

[New] button 

Allows you to add a new role. 

Cfl P.129 "[Create New Role] screen" 

2 

[Delete] button 

Deletes the role selected in the role list. 

However, you cannot delete the default roles. 

3 

Role Name 

Displays the role name. 

For more information on default roles, see the following: 
ffl P.127 "Default roles and privileges" 

You can check role information by clicking the role name. 

CQ P.131 "[Edit Role] screen" 


□ Default roles and privileges 

The following table describes privileges granted to default roles. 


Default role names 

Privileges 

Permitted operations (functions) 

Administrator 

Scan Function *1 

Store to e-Filing 

Output Setting 

Color Print 

e-Filing 

e-Filing Access 

Device Setting 

Device Setting 

User/Department Management 

User/Department Management 

Log Management 

Read 

Export 

Job Management 

Job Operation 

AccountManager 

User/Department Management 

User/Department Management 

CopyOperator 

Copy Function 

Copy Job 
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Default role names 

Privileges 

Permitted operations (functions) 

ScanOperator 

Scan Function 

Store to Local File Share 

Store to Remote Server 

Send Email 

RemoteScan/WSScan(Pull) 


Local File Share 

Store to Local Storage 

Store to USB Device 


Remote 

Send Email 

Store to Remote Server 

WS Scan(Push) 

Print 

Print Function *1 

Print Job 

PrintOperator 

Print Function *1 

Print Management 


Output Setting 

Color Print 

eFilingOperator 

Scan Function *1 

Store to e-Filing 


e-Filing 

e-Filing Access 

ColorPrintCopyOperator 

Copy Function 

Copy Job 

Color Copy 


Print Function *1 

Print Job 

Color Print 


Output Setting 

Color Print 

FaxOperator 

Fax/iFax Function 

Internet Fax Transmission 

Fax Transmission 

Fax Received Print つ 

Auditor 

Log Management *1 

Read 

Guest 

(No privilege settings) 

(No settings) 

User 

Copy Function 

Copy Job 

Color Copy 

Store to Local File Share 

Store to Remote Server 

Store to e-Filing 


Print Function *1 

Print Job 

Color Print 

Store to e-Filing 


Scan Function 

Store to Local File Share 

Store to Remote Server 

Send Email 

Store to e-Filing 

RennoteScan/WSScan(Pull) 


Fax/iFax Function *1 

Internet Fax Transmission 

Fax Transmission 

Store to Local File Share 

Store to Remote Server 


Output Setting 

Color Print 


Local File Share 

Store to Local Storage 

Store to USB Device 


Remote 

Send Email 

Store to Remote Server 

WS Scan(Push) 


e-Filing 

e-Filing Access 

Fax 

Fax/iFax Function *1 

Internet Fax Transmission 

Fax Transmission 


*1 Part of operations (functions) is permitted. 

*2 For the details of the fax received print function, contact your service technician. 
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□ [Create New Role] screen 

You can register a new role. 


D 



Item name 

Description 

1 

[Save] button 

Saves the entered role information. 

2 

[Cancel] button 

Cancels creating the role. 

3 

Role Name 

Enter the role name. 

You can enter up to128 characters. 

4 

Base Role 

Select a role which is used as a base of the new role. 

You can select any registered roles or default roles (CopyOperator, ScanOperator, Print, 
PrintOperator, eFilingOperator, ColorPrintCopyOperator, FaxOperator, Guest, User, Fax) as 
the base role. 
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Item name 

Description 

5 

MFP Function 

Allows you to select the privileges to be assigned to the role. 



Copy Function 

Assigns all copy functions. 




Copy Job 

Assigns the copy job function. 



Print Function 

Assigns all print functions. 




Print Job 

Assigns the print job function. 




Print Management 

Assigns the print management function. 



Scan Function 

Assigns all scan functions. 




Remote Scan/ 
WSScan(Pull) 

Assigns the Remote Scan or Web Services Scan function. 



FAX/iFAX Function 

Assigns all fax/ifax functions. 




Internet Fax 

Transmission 

Assigns all Internet Fax transmission functions. 




Fax Transmission 

Assigns the fax transmission function. 




Fax Received Print 

Assigns the fax received print function. 



Output Setting 

Assigns all output setting functions. 




Color Print 

Assigns the color print function. 



Local File Share 

Assigns all local file share functions. 




Store to Local Storage 

Assigns all local file storage functions. 




Store to USB Device 

Assigns all storage to USB device functions. 



Remote 

Assigns all remote functions. 




Send Email 

Assigns scan to function. 




Store to Remote Server 

Assigns all storage to remote server functions. 




WS Scan(Push) 

Assigns the WS scan (push) function. 



e-Filing 

Assigns all e-Filing functions. 




e-Filing Access 

Assigns the e-Filing access functions. 

6 

Function list 

Displays operations (functions) enabled by privileges assigned to the role. 

Copy Function, Print Function, Scan Function, Fax/iFax Function, Output Setting, Local File 
Share, Remote, e-Filing 
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□ [Edit Role] screen 

You can confirm and edit roles. 

However, you cannot edit the default roles. 


Edit Role 


~ Save j 「 Cancel | 


■^Role Name RoleOOl 


—MFP Function 
Q Copy Function 
O CopyJob 


O Print Function 
O PrintJob 
O Print Management 


O Scan Function 

O RemoteScanWSScan(Pull) 


O Fa 如 Fax Function 

O InternetFaxTransmission 
O FaxTransmission 
O Fax Received Print 


□ Output Setting 
O Color Print 


O Local File Share 

に ] Store to Local Storage 
O Store to USB Device 


□ Remote 
□ Send Email 
O Store to Remote Server 
口 WR SnanrPiiRh'i 


Copy Function 


Function 

Status 

Copy Job 

Disable 

Color Copy 

Disable 

Store to Local File Share 

Disable 

Store to Remote Server 

Disable 

Store to e-Filing 

Disable 

Print Function 

Function 

Status 

Print Job 

Disable 

Color Print 

Disable 

Store to e-Filing 

Disable 

Print Management 

Disable 

Scan Function 

Function 

Status 

Store to Local File Share 

Disable 

Store to Remote Server 

Disable 

Send Email 

Disable 

Store to e-Filing 

Disable 

RemoteScan が促 Scan(Pull) 

Disable 


Fax/iFax Function 


D 



Item name 

Description 

1 

[Save] button 

Saves the edited role information. 

2 

[Cancel] button 

Cancels editing the role. 

3 

Role Name 

Enter if changing the role name. 

You can enter up to128 alphanumerical characters and symbols other than ", * (backquote), 
( ，）， * ， + ， / ，：，：（ semicolon), < ， = ， > ， ？， [ ，、 ] ， ’ （ apostrophe) ， { ，し }， ~，and , (comma). 

4 

MFP Function 

Allows you to select the MFP function to be assigned to the group. Select from the following 
functions. 

See the following for details: 

圏 P.129 "[Create New Role] screen" 

5 

Device Management 

Displays device management privileges assigned to default roles. (Default roles only) 

6 

Function list 

Displays functions assigned to the role. 

See the following for details: 

CQ P.129 "[Create New Role] screen" 
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■ [Department Management] Item list く access policy mode> 

You can manage departments if you are logged in to the access policy mode. 

Cfl R133 "[Department Information] screen" 

Cfl R134 "[Department Information] (Edit) screen" 


JboAcces 

巧 




e-Filiiui 






Logout 

Device 

User Accounts I 

j Job Status I 

I GrouD Manaaement I 

Logs j 

Role Manaaement I 

Registration I 

Counter pMjydMijiyiyryi 

Administration ^ 


1 - ^partment Management 

2 - ! - 1 - ^ ___ 

I [New11 Reset All Counters 11 Set Registered All Quotas 11 Delete All 

重 - ' —— -1 = 
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5 6 7 8 9 10 11 




Item name 

Description 

1 

[New] button 

Allows you to add a new department. 

CQ P.133 "[Department Information] screen" 

2 

[Reset All Counters] button 

Resets counters for all departments. 

3 

[Set Registered All Quotas] button 

Initializes quotas for all departments. 

4 

[Delete All] button 

Deletes the registered department. 

5 

Number 

Displays the registration number of the department. 

6 

Department Name 

Displays the department name. 

Click a department name link to check the department management information, 
ffl P.134 "[Department Information] (Edit) screen" 

7 

Dept Code 

Displays the department code. 

8 

Total Printing 

Displays the total number of printed pages of the department. 

9 

Total Scanning 

Displays the total number of scanned pages of the department. 

10 

Fax Transmission 

Displays the total number of transmitted fax pages of the department. 

11 

Fax Reception 

Displays the total number of received fax pages of the department. 
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□ [Department Information] screen 

You can register a new department. 


2 

3 

4 

5 


6 


巧 pa け ment Information 

1 Save I [Cancel ] 

^Required 

■で epartmentName 
■で epartmentCode 

■ Color Quota Setting OFF ▼ 

Color Quota [_ 

Default Color Quota f 

■ BlackQuotaSeWng OFF ▼ 

Black Quota f 

Default Black Quota f 



Item name 

Description 

1 

[Save] button 

Saves the entered department information. 

2 

[Cancel] button 

Cancels creating the department. 

3 

Department Name 

Enter the department name. 

You can enter up to 20 characters. 

4 

Department Code 

Enter the department code. 

You can enter up to 63 characters. 

5 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 



Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 



Default Color Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 

6 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 
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□ [Department Information] (Edit) screen 

You can confirm and edit department information. 


1 

2 

3 

4 

5 

6 

7 

8 


9 


10 


11 

12 

13 

14 

15 


16 


Department Information 

I 1 

[Sive il Cantel |l Reset し lunters |i Delete i 

-Department Number 
-*Depai1mentName 
■♦Department Code 
-Color Quota Setting 
Color Quota 
Default Color Quota 
-BlackQuota Setting 
Black Quota 
Default Black Quota 


Total Counter 



Full Color 

Twin Color 

Black 

Total 

Copy 

0 

0 

0 

0 

Fax 



0 

0 

Printer 

0 

0 

0 

0 

List 



0 

0 

Total 

0 

0 

0 

0 




Full Color 

Twin Color 

团 ack 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 


'Fax Counter 



Full Color 

Twin Color 

Black 

Total 

Small 



0 

0 

Large 



0 

0 


I Print Job Coiiitter 



Full Color 

Twin Color 

Black 

Total 

Small 

0 

0 

0 

0 

Large 

0 

0 

0 

0 


List Counter 



Full Color 

Twin Color 

Black 

Total 

Small 



0 

0 

Large 



0 

0 


I Scan Counter 



Full Color 

Twin Color 

Black 

Total 

Copy Small 

0 

0 

0 

0 

Copy Large 

0 

0 

0 

0 

Fax Small 



0 

0 

Fax Large 



0 

0 

Network Small 

0 


0 

0 

Network Large 

0 


0 

0 

Total 

0 

0 

0 

0 


'Fax Communication Counter 



Transmit 

Received 

Total 

Small 

0 

0 

0 

Large 

0 

0 

0 


DepartmentNameOI 

123456 


ON マ 



99999999 



Item name 

Description 

1 

[Save] button 

Saves the entered department information. 

2 

[Cancel] button 

Cancels creating the department. 

3 

[Reset Counters] button 

Resets counters. 

4 

[Delete] button 

Deletes the displayed department. 

5 

Department Number 

Displays the registration number of the department. 

6 

Department Name 

Enter if changing the department name. 

You can enter up to 20 characters. 

7 

Department Code 

Enter if changing the department code. 

You can enter up to 63 characters. 

8 

Color Quota Setting 

• OFF — No color output restriction. 

• ON 一 Restricts color output. 


Color Quota 

Displays the remaining number for color output. The number entered in [Default Color 

Quota] decreases each time a color page is printed, and color output is prohibited when it 
reaches 0. 

Default Color Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 
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Item name 

Description 

9 

Black Quota Setting 

• OFF — No monochrome output restriction. 

• ON — Restricts monochrome output. 



Black Quota 

Displays the remaining number for monochrome output. The number entered in [Default 
Black Quota] decreases each time a monochrome page is printed, and monochrome output 
is prohibited when it reaches 0. 



Default Black Quota 

Enter the default number assigned for the department. Up to 99,999,999 can be entered. 

10 

Total Counter 

Displays the total counter. 

11 

Copy Counter 

Displays the number of pages printed by copy operations. 

12 

Fax Counter 

Displays the number of pages printed by fax reception. 

13 

Print Job Counter 

Displays the number of pages printed by print operations and E-mail reception (Internet Fax 
reception). 

14 

List Counter 

Displays the number of pages printed by system page print operations. 

15 

Scan Counter 

Displays the number of pages scanned by scan operations. 

16 

Fax Communication Counter 

Displays the communication record. 
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■ [Export/Import] Item list く access policy mode> 

You can export and import your device settings if you are logged in to the access policy mode, 
m P.136 "Export" 
m P.138 "Import" 


□ Export 


2 


3 


4 


5 


6 


8 


9 



e-Filiiui 

Logout 


Device | Job Status | Logs j 

User Accounts | Group Management | Role Management 


Registration | Counter 

Department Manaaement 


Export/Import 

Export I Import 


User litfonnation (Sin 加 . Large Counter) 

RIe Name Not Created 

File Size 
Date Created 

r Create New File 


User liifontiation 

File Name Not Created 

File Size 
Date Created 

I Create New hie 1 


User liifomuition(AII Counter) 

File Name Not Created 

File Size 
Date Created 

[Create New File j 


■ Coml)ine(l(User liiforinatioii + Role + Group) 

File Name 

File Size 9965 

Date Created TUE JAN 18 08:34:44 2011 


I Create New hie i 


Coinl)ine(l(User liiforinatioii(AII Counter) + Role + Group) 

File Name Not Created 

File Size 
Date Created 

I Create niew 卜 lie 1 


LDAP Role 

File Name Not Created 

File Size 
Date Created 

r Create New File 


Department liifonnatioiifSinall Lage Counter) 

File Name Not Created 

File Size 
Date Created 

I Create New hie 1 


Deparlineiit liiforination 

File Name Not Created 

File Size 
Date Created 

r Create New File 


Department liirormatioii(AII Counters) 

File Name Not Created 

File Size 
Date Created 

[Create New File 



Item name 

Description 

1 

User Information (Small/Large 
Counter) 

You can create an export file for user information (small/large counter). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

2 

User Information 

You can create an export file for user information. 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 
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Item name 

Description 

3 

User Information (All Counter) 

You can create an export file for user information (all counter). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

4 

Combined(Use「Information + Role 
+ Group) 

You can create an export file for combined information (user information + role + group). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

5 

Combined(Use 「 lnfo 「 mation(AII 
Counter) + Role + Group) 

You can create an export file for combined information (all counter + role + group). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

6 

LDAP Role 

You can create an export file for LDAP roles. 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

7 

Department lnfo 「 mation(Small/ 

Large Counter) 

You can create an export file for department information (small/large counter). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

8 

Department Information 

You can create an export file for department information. 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 

9 

Department Information (All 
Counters) 

You can create an export file for department information (all counter). 

Click the [Create New File] button to create the file. 

The file name, file size, and created date are displayed if you have already created a file. 
Click the file name and follow the displayed dialog messages when exporting. 
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□ Import 


Note 


If a password is changed in the User Information, the new password is assumed to be a temporary password and the 
screen to prompt the user to change the password will be displayed next time the user logs in. 


1 


2 


3 


4 



e-Filinq 

Log out 



Export/Import 

Export I Import 


User litfontuitioii 

File Name (^Browse... ][ Import ] 


Coml)ine(l(User liiforintitioii + Role + Group) 

File Name [ Brows 己 .. | [Import ] 


LDAP Role 

File Name [^Browse". ]〔 Import] 


Department Code 

File Name [Browse … )[Import ] 



Item name 

Description 

1 

User Information 

You can import user information from a file. 

Click the [Browse...] button to select the file to import and click [Open]. 

Check the file name and click the [Import] button. 

2 

Combined(Use「Information + Role 
+ Group) 

You can import combined information (user information + role + group) from a file. 

Click the [Browse...] button to select the file to import and click [Open]. 

Check the file name and click the [Import] button. 

3 

LDAP Role 

You can import LDAP roles from a file. 

Click the [Browse...] button to select the file to import and click [Open]. 

Check the file name and click the [Import] button. 

4 

Department Code 

You can import department code from a file. 

Click the [Browse...] button to select the file to import and click [Open]. 

Check the file name and click the [Import] button. 
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[Administration] Tab Page 

This section describes administrative functions which allow you to configure devices and network, and manage users and 
groups from TopAccess access policy mode. 

[Setup] Item list.140 

[Setup] How to Set and How to Operate.215 

[Security] Item list.254 

[Security] How to Set and How to Operate.269 

[Maintenance] Item list.285 

[Maintenance] How to Set and How to Operate.301 

[Registration] ([Administration] tab) Item list.315 

[Registration] ([Administration] tab) How to Set and How to Operate.333 
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[Setup] Item list 


Tip 


Users who are granted administrator privileges in access policy mode can access the [Setup] menu from the 

[Administration] tab. 

See the following pages for how to access it: 

Cfl P.22 "Access policy mode". 

ffl P.140 "General settings" 
ffl R146 "Network settings" 
m P.183 "Copier settings" 
m P.186 "Fax settings" 

Cfl R189 "Save as File settings" 

Cfl R196 "Email settings" 

Cfl R198 "InternetFax settings" 

Cfl R199 "Printer/e-Filing settings" 

Cfl P.200 "Printer settings" 

Cfl R204 "Print Service settings" 

Cfl P.208 "ICC Profile settings" 

Cfl R210 "Print Data Converter settings" 

Cfl R211 "Embedded Web Browser settings" 

Cfl R213 "Off Device Customization Architecture settings" 

Cfl P.214 "Version" 


■ General settings 

You can configure the general settings such as device information, energy save, date and time, and web general setting. 


Tip 

The [General] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 

Cfl P.22 "Access policy mode" 
m P.140 "[Setup] Item list" 


CQ P.141 "Setting up Device Information" 

ffl P.141 "Setting up Functions" 

ffl P.142 "Setting up e-Filing Notification Events" 

CQ P.142 "Setting up Job Skip Control" 

CQ P.142 "Setting up Restriction on Address Book Operation by 
Administrator" 


ca P.143 "Setting up Energy Save" 

CQ P.144 "Setting up Date & Time" 

CQ P.144 "Setting up SNTP Service" 

CQ P.145 "Setting up Daylight Savings Time Setting" 
CQ P.145 "Setting up WEB General Setting" 
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Functions 


— Save as Local HDD 

Enable 

- 

— e-Filing 

Enable 

- 

— Email Send 

Enable 

- 

— Save as FTP 

Enable 

- 

— Save as FTPS 

Enable 

- 

— Save to USB Media 

Enable 

- 

— Save as SMB 

Enable 

- 

— Save as Netware 

Enable 

- 

— iFaxSend 

Enable 

- 

— Fax Send 

Enable 

- 

— Network iFax 

Enable 

- 

— Network Fax 

Enable 

- 

— Web Services Scan 

Enable 

- 

— Twain Scanning 

Enable 

- 

— Scan to External Controller 

Enable 

マ 


□ Se 村 ing up Device Information 

You can set the device information displayed in the [Device] tab page. 



□ Setting up Functions 


General Sett …リ 
Device Information 

—Name 
—Copier Model 
—Serial Number 
■MAC Address 

国 Save as File & e-Filing Space Available 

—Fax Space Available 

—Data Cloning Function 

-USB Direct Print 

—Location 

—Contact Information 
—Service Phone Number 
—Administrative Message 


MFPO 7088510 

TOSHIBA e-STUDIOX> 00 0< 

CLE000047 

00:80:91 ：6C：29；7E 

26205 MB 

977 MB 


Enable ▼ 



Item name 

Description 

1 

Name 

Displays the device name of your equipment. 

2 

Copier Model 

Displays the model name of your equipment. 

3 

Serial Number 

Displays the serial number of your equipment. 

4 

MAC Address 

Displays the MAC address of your equipment. 

5 

Save as File & e-Filing Space 
Available 

Displays the available space for save as file and e-Filing on your equipment. 

6 

Fax Space Available 

Displays the available space for fax transmission and reception for your equipment. 

7 

Data Cloning Function 

Enable this item when migrating settings on your equipment on to another device. 

8 

USB Direct Print 

Select whether the USB Direct Print function is enabled or disabled. 

9 

Location 

Enter the installed location of your equipment. This is displayed in the [Device] tab page that 
appears first when accessing the TopAccess website for users. 

10 

Contact Information 

Enter the name of the person who is responsible for this equipment. This is displayed in the 
[Device] tab page that appears first when accessing the TopAccess website for users. 

11 

Service Phone Number 

Enter the telephone number of the person who is responsible for servicing this equipment. 
This is displayed in the [Device] tab page that appears first when accessing the TopAccess 
website for users. 

12 

Administrative Message 

Enter the message to the users about this equipment. This is displayed in the [Device] tab 
page that appears first when accessing the TopAccess website for users. 



Item name 

Description 

1 

Save as Local HDD 

Select whether to enable or disable the function to save on the local HDD. 


123456789^w^52mis 


123456789 ww じ 
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Item name 

Description 

2 

e-Filing 

Select whether to enable or disable the e-Filing function. 

3 

Email Send 

Select whether to enable or disable the function to transmit E-mails. 

4 

Save as FTP 

Select whether to enable or disable the function to save using FTP. 

5 

Save as FTPS 

Select whether to enable or disable the function to save using FTPS. 

6 

Save to USB Media 

Select whether to enable or disable the use of USB media. 

7 

Save as SMB 

Select whether to enable or disable the function to save using SMB. 

8 

Save as Netware 

Select whether to enable or disable the function to save using Netware. 

9 

Fax Send 

Select whether to enable or disable the function to send Internet Faxes. 

10 

Fax Send 

Select whether to enable or disable the function to send taxes. 

11 

Network Fax 

Select whether to enable or disable the network iFax function. 

12 

Network Fax 

Select whether to enable or disable the network fax function. 

13 

Web Services Scan 

Select whether to enable or disable the web scanning service function. 

14 

Twain Scanning 

Select whether to enable or disable the Twain scanning function. 

15 

Scan to External Controller 

Select whether to enable or disable the function to scan to an external controller. 


□ Setting up e-Filing Notification Events 

You can set E-mail conditions for notifying you that the expiration date of data in e-Filing boxes is approaching. 


e-Filing Notification Events 

■Advance automatic delete notification 3 Days 



Item name 

Description 

1 

Advance automatic delete 
notification 

Select when an E-mail notifying you of the approaching of the expiration date of data in e- 
Filing boxes is to be sent. You can select how many days before the expiration date from 0 
(not notified) to 99 days. 


□ Se 村 ing up Job Skip Control 


Job Skip Control 

1 - 1 - Job Skip Control OFF ▼ 



Item name 

Description 

1 

Job Skip Control 

You can select whether to enable or disable the function to skip jobs which do not match the 
printing conditions. 


□ Se 村 ing up Restriction on Address Book Operation by Administrator 


Restriction on Address Book Operation by AdministrMor 

1 — j - O' No Restriction 

之 — I - -:、Can be operated by Administrator only 



Item name 

Description 

1 

No Restriction 

All users can operate on the address book. 

2 

Can be operated by Administrator 
only 

Only users whose access policy is set as an administrator can operate on the address book. 
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□ Se 村 ing up Energy Save 

You can set Energy Save mode for your equipment. 

For information on types of Energy Save mode and how to enter the mode, see the Quick Start Guide. 




Item name 

Description 

1 

Auto Clear 

Select how long your equipment can remain inactive before the touch panel automatically 
returns to the default display and settings. 

2 

Auto Power Save 

Select how long your equipment can remain inactive before entering Automatic Energy 

Save mode. 

3 

Sleep/Auto Shut Off 

Select how long your equipment can remain inactive before being automatically turned off. 

I 

Tip 

The equip 

I 

)ment may not enter this mode at the set tinning depending on its operational status. 

4 

Super Sleep 

Select whether this equipment enters the Super Sleep mode when the specified period has 
elapsed in the Automatic Energy Save mode or when the [ENERGY SAVER] button on the 
control panel is pressed. 

I 

• When 
equip 
[Enat 

• If this 
again 

I 

i any of the options such as the Wireless LAN Module, Bluetooth Module or e-BRIDGE ID Gate is installed in this 
merit or when the optional IPsec feature is enabled, this equipment does not enter the Super Sleep mode even if 
)le] is selected for this setting. 

equipment cannot be found on the network or cannot be connected via network while in Super Sleep, try searching 


The following network settings are required for this equipment to enter the Super Sleep mode. 

• Select [Disable] for [Enable IPv6] or select [Manual] for [Link Local Address] in the IPv6 setting, 
m P.150 "Se 扣 ng up IPv6" 

• Select [Disable] for [Enable IPX/SPX] in the IPX/SPX setting, 
m P.151 "Se 扣 ng up IPX/SPX" 

• Select [Disable] for [Enable Apple Talk] in the Apple Talk setting. 

Cfl R151 "Se 扣 ng up AppleTalk" 

• Specify one of the following in [POPS Network Service]. 

- [Disable] for [Enable POP3 Client]. 

- No entry for [POPS Server Address]. 

- No entry for [Account Name]. 

- 0 for [Scan Rate]. 

Cfl P.163 "Setting up POPS Network Service" 

• Disable IEEE 802.1X authentication. 

For the IEEE 802.1X authentication method under the wired LAN environment, refer to the following chapter in the 

MFP Management Guide. 

Chapter 2: "SETTING ITEMS (ADMIN) - IEEE 802.1 X Authentication Setting" 

See the following page for network access settings for your equipment in the Super Sleep mode: 
m P.171 "Setting up Wake Up Setting" 
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Date & Time 

Year Month 

Date Time 


2011 - May 

▼10 00 : 加 


- (GMT+12:00) Wellington. Auckland 

- 

- Date Format 

YY/MM/DD ▼ 



Disable ▼ 

O.O.O.O 

O.O.O.O 

24 Hour(s) 

123 

Disable ▼ 



□ Se 村 ing up Date & Time 

You can set the date, time, time zone, and date format. 


[Date & Time] settings are not available if the SNTP function is enabled. 


□ Se 村 ing up SNTP Service 

In SNTP Service, you can specify the SNTP server to refresh the time settings of this equipment using SNTP service. 


Tip 



Item name 

Description 

1 

Year/Month/Date/Time 

Select the year and month in designated boxes. Also, enter the date and time in designated 
boxes. 

2 

Time Zone 

Select the time zone where this equipment is located. 

3 

Date Format 

Select the date format. 



Item name 

Description 

1 

Enable SNTP 

Select whether to enable or disable SNTP (Simple Network Time Protocol). When this に 
enabled, the time settings of this equipment can be adjusted using the SNTP service. 


Tip 

[Date & T 

ime] settings are not available if enabled. 

2 

Primary SNTP Address 

Enter the IP address or FQDN (Fully Qualified Domain Name) of the Primary SNTP Server 
Address when [Enable SNTP] is enabled. 

3 

Secondary SNTP Address 

Enter the IP address or FQDN (Fully Qualified Domain Name) of the Secondary SNTP 

Server Address when [Enable SNTP] is enabled as required. 


Tip 

When the 
can be ot 
CQ P.146 

,[Obtain a SNTP Server Address automatically] option is enabled in the TCP/IP settings, the SNTP server address 
)tained using the DHCP server. 

"Setting up TCP/IP" 

4 

Scan Rate 

Enter how often this equipment should access the SNTP server to check the time. 

5 

Port Number 

Enter the port number for the SNTP service. Generally "123" is used. 

6 

NTP Authentication 

Select whether to enable or disable NTP authentication. 
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□ Se 村 ing up Daylight Savings Time Setting 

Make the required settings for daylight savings time. 

Daylight Savings Time Setting 

1 Daylight Savings Time 

2 - Offset 

3 - Dates 


Disable ▼ 

[+ 1:00 ▼] 

Month Week Day of Week Time 
Start I Jan ，忙 st ▼][Sun [o 
End [Jan ][l st ▼][Sun ，i [o 



Item name 

Description 

1 

Daylight Savings Time 

Select [Enable] to shift the clock to the daylight savings time. [Disable] is set as the default. 

2 

Offset 

Select the desired offset (time difference) from the local standard time. You can select from 
between -2 and +2 hours, excluding 0 hour, in 30-minute increments. [+1:00] is set as the 
default. 

3 

Dates 

Select the applicable period for the daylight savings time. 

• Start — Select or enter the start date and time of daylight savings time. 

• End — Select or enter the end date and time of daylight savings time. 


Tips I 

• If you change the settings during the daylight saving time period, the changes will be reflected to the equipment's 
clock. If you disable the settings during the applicable period, the equipment's clock will shift to the standard time. 

• If the equipment is turned off at the start or end date and time, the equipment will shift the clock the next time it is 
turned on. 

• After the clock shifts, the daylight saving time will also apply to the weekly timers. 



Notes 


• Select the Start and the End dates and times based on the time set for the equipment, 
m P.144 "Setting up Date & Time" 

• If the same month is specified for the Start and the End dates, the equipment does not shift the clock automatically. 


□ Se 村 ing up WEB General Setting 

You can set the display language for TopAccess, and session tinner to automatically log out from the access policy mode. 


WEB General Setting 

-Session Timer 30 Minutes 



Item name 

Description 

1 

Session Tinner 

Enter how long you want this equipment to preserve the session data of TopAccess. You 
can enter any integer between 5 to 999. This setting also applies to the session data of the 
e-Filing web utility. 
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TCP/IP 

lOKlf Cancel J Selecting 'Save'in the Main Window is required to Save the new settings. 


— Ethernet Speed Duplex Mode 

AUTO 


▼ 


— Host Name 

MFP07 腑 85 の 



— Address Mode 

Static IP マ 



— Obtain a Domain Name automatically 

Enable 

- 



— Obtain a Domain Server Address automatically Enable 

- 



■ Obtain a WINS Server Address automatically 

Enable 

▼ 



— Obtain a SMTP Server Address automatically 

Disable 

▼ 



— Obtain a POP3 Server Address automatically 

Disable 

▼ 



— Obtain a SNTP Server Address automatically 

Disable 

▼ 



— IP Conflict Detect 

Enable 

▼ 



— IP Address 

157 

閲 

73 

2 甜 

— Subnet Mask 

255 

255 

255 

0 

— Default Gateway 

W 

瓦 - 

73 

1 


■ Network settings 

You can configure the network settings such as TCP/IF^ ， Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP Session, DNS 
Session, DDNS Session, SMB Session, NetWare Session, HTTP Network Service, SMTP Client, SMTP Server, POPS 
Network Service, SNTP Service, FTP Client, FTP Server, SNMP Network Service, and Security Service. 


The [Network] submenu can be accessed from the [Setup] menu on the [Administration] tab. 

See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

m P.146 "Setting up TCP/IP" 

CQ P.148 "Setting up Filtering" 

CQ P.150 "Setting up IPv6" 
m P.151 "Setting up IPX/SPX" 

CQ P.151 "Setting up AppleTalk" 

CQ P.152 "Setting up Bonjour" 

CQ P.152 "Setting up LDAP Session" 

CQ P.153 "Setting up DNS Session" 

CQ P.154 "Setting up DDNS Session" 

CQ P.156 "Setting up SMB Session" 
ffl P.158 "Setting up NetWare Session" 

CQ P.159 "Setting up HTTP Network Service" 

□ Setting up TCP/IP 

You can set the TCP/IP protocol to enable communication over TCP/IP. The TCP/IP must be configured to enable 

TopAccess, SMB printing, Raw TCP or LPR printing, IPP printing, Scan to Email, and Internet Fax. 


CQ P.160 "Setting up SMTP Client" 

CQ P.162 "Setting up SMTP Server" 

CQ P.163 "Setting up POPS Network Service" 
CQ P.164 "Setting up FTP Client" 

CQ P.165 "Setting up FTP Server" 

Ca P.166 "Setting up SLP Session" 

CQ P.167 "Setting up SNMP Network Service" 
CQ P.170 "Setting up Web Services Setting" 
ca P.171 "Setting up LLTD Session" 

CQ P.171 "Setting up Wake Up Setting" 

CQ P.173 "Setting up IP Security" 


Tip 



Item name 

Description 

1 

Ethernet Speed Duplex Mode 

Select the ethernet speed. [AUTO] is set as the default. 

• When you select a specific ethernet speed, you must select the same one as set in the connected network. If you do not 
know the ethernet speed that must be used, select [AUTO]. 

• If the network is not stable, power OFF the equipment then ON. 

2 

Host Name 

Enter the host name of your equipment. You can enter up to 63 alphanumerical characters 
including (hyphens) and "，" (commas). The MFP name is set as the default. 


123456789 


012 3 
1111 
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Item name 


Description 


3 Address Mode 


Select how to set the IP address. 

• Static IP — Select this to assign the static IP address manually. When this is selected, 
enter the static IP address in the [IP Address] box. 


• Dynamic — Select this to assign the IP address using the DHCP with Auto-IP 


addressing enabled. The IP address, subnet mask, gateway address, primary WINS 
server address, secondary WINS server address, POPS server address, and SMTP 
server address can be automatically acquired from the DHCP server if the network 
supports DHCP. However, if the network does not support DHCP, use the AutolP 
function to assign an IP address. 


• No AutolP — Select this to assign the IP address using the DHCP with Auto-IP 


4 Obtain a Domain Name 
automatically 


Note 


addressing disabled. The IP address, subnet mask, gateway address, primary WINS 
server address, secondary WINS server address, POPS server address, and SMTP 
server address can be automatically acquired from the DHCP server if the network 
supports DHCP. If the communication with the DHCP cannot be established, the 
previous IP address is used. 

Select [Enable] when you want to obtain a domain name automatically using the DHCP 
server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the Address 
Mode option. [Enable] is set as the default. 


When the DHCP server does not have a domain name, the data are left blank in the domain name even if you set the correct 
domain name manually in the DDNS Session. In that case, select [Disable] here and set the correct domain name in the 
DDNS Session. 


CQ P.154 "Setting up DDNS Session" 


Obtain a Domain Server Address 
automatically 


Select [Enable] when you want to obtain a domain server address automatically using the 
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the 
Address Mode option. [Enable] is set as the default. 


Note 


When the DHCP server does not have a primary and secondary DNS server addresses, the data are left blank in the primary 
and secondary DNS server addresses, even if you set the correct primary and secondary DNS server addresses manually in 
the DNS Session. In that case, select [Disable] here and set the correct primary and secondary DNS server address in the 


6 


DNS Session. 

CQ P.153 "Setting up DNS Session" 

Obtain a WINS Server Address Select [Enable] when you want to obtain a primary or secondary WINS server address 

automatically automatically using the DHCP server. This setting will apply only when [No AutolP] or 

[Dynamicj is selected in the Address Mode option. [Enable] is set as the default. 


Note 


When the DHCP server does not have a primary and secondary WINS server addresses, the data are left blank in the primary 
and secondary WINS server addresses, even if you set the correct primary and secondary WINS server addresses manually 
in the SMB Session. In that case, select [Disable] here and set the correct primary and secondary WINS server address in the 


SMB Session. 

CQ P.156 "Setting up SMB Session" 


Obtain a SMTP Server Address 
automatically 


Select [Enable] when you want to obtain a SMTP server address automatically using the 
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the 
Address Mode option. [Disable] is set as the default. 


Note 


8 


When the DHCP server does not have a SMTP server address, the data are left blank in the SMTP server address even if you 
set the correct SMTP server address manually in the SMTP Client. In that case, select [Disable] here and set the correct 
SMTP server address in the SMTP Client. 
m P.160 "Setting up SMTP Client" 


Obtain a POPS Server Address 
automatically 


Select [Enable] when you want to obtain a POPS server address automatically using the 
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the 
Address Mode option. [Disable] is set as the default. 


Note 


When the DHCP server does not have a POPS server address, the data are left blank in the POPS server address even if you 
set the correct POPS server address manually in the POPS Network Service. In that case, select [Disable] here and set the 
correct POPS server address in the POPS Network Service. 

CQ P.163 "Setting up POPS Network Service" 
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Item name 

Description 

9 

Obtain a SNTP Server Address 
automatically 

Select [Enable] when you want to obtain a SNTP server address automatically using the 
DHCP server. This setting will apply only when [No AutolP] or [Dynamic] is selected in the 
Address Mode option. [Disable] is set as the default. 

When the DHCP server does not have a SNTP server address, the data are left blariK in the SNTP server address even if you 
set the correct SNTP server address manually in the SNTP Network Service. In that case, select [Disable] here and set the 
correct SNTP server address in the SNTP Network Service. 

CQ P.144 "Setting up SNTP Service" 

10 

IP Conflict Detect 

Specify whether or not to detect IP address conflicts. Select [Enable] to display a message 
on the control panel when an IP address conflict is detected. [Enable] is set as the default. 

11 

IP Address 

Enter the static IP address for your equipment when [Static IP] is selected in the [Address 
Mode] box. Specify within the range from 0 0 0 0 to 255 255 255 255. 

12 

Subnet Mask 

Enter the subnet mask if required when [Static IP] is selected in the [Address Mode] box. 
Specify within the range from 0 0 0 0 to 255 255 255 255. 

13 

Default Gateway 

Enter the gateway address if required when [Static IP] is selected in the [Address Mode] 
box. Specify within the range from 0 0 0 0 to 255 255 255 255. 


□ Se 村 ing up Filtering 

You can set filtering in order to restrict access from client computers to this equipment. Filtering can be specified with an IP 
address ora MAC address. 


Note 


MAC address filtering is given priority over IP address filtering. 


4 

5 


Filtering 

画 [Cancel ] 


■Enable IP Filtering 

Disable 

▼ 







■IP Filtering R 山 e 

Permit 

▼ 







中 Filtering 

start Address 



|End Address 



Filler 1 

r 

0 - 

— 0 

0 

0 

0 

0 - 

0 

Filler 2 

0 

0 

0 

0 

0 

0 

0 

0 

Filler 3 

0 

0 

0 

0 

0 

0 

0 

0 

Filler 4 

0 

0 

0 

0 

0 

0 

0 

0 

Filler 5 

0 

0 

0 

0 

0 

0 

0 

0 

Filler 6 

0 

0 

0 

0 

0 

0 

0 

0 

Filler 7 

0 

0 

0 

0 

0 

0 

0 

0 

Fitter 8 

0 

0 

0 

0 

0 

0 

0 

0 

Filter 9 

0 

0 

0 

0 

0 

0 

0 

0 

Filter 10 

0 

0 

0 

0 

0 

0 

0 

0 


-Enable MAC Address Filtering 
-MAC Address Filtering Rule 


■MAC Address Filtering 

MAC Address 

Filler 1 


Filler 2 


Filler 3 


Filler 4 


Filler 5 


Filler 6 


Filler 7 


Fitter 8 


Fitter 9 


FilleMO 
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Item name 

Description 

1 

Enable IP Filtering 

Select [Enable] for IP address filtering. When [Enable] is selected, access from devices on a 
network to which the IP address (specified in [IP Filtering]) is set is restricted under 
conditions set in [IP Filtering Rule]. [Disable] is set as the default. 





IP filtering is valid only in a network environment implemented with IPv4. It is not available in an IPv6 network environment. If 
you need to use IP address filtering under IPv6 environment, select MAC address filtering. 

2 

IP Filtering Rule 

Select IP address filtering rules. 

• Permit — Select this to oermit access from devices on a network to which the IP 
address (specified in [IP Filtering]) is set. 

• Deny — Select this to deny access from devices to which the specified IP address is 
set. 

3 

IP Filtering 

Enter the starting IP address and the ending IP address of a target client computer for IP 
filtering. Up to10 addresses can be specified. 





Only IPv4 addresses are available. An IPv6 address cannot be specified. 

4 

Enable MAC Address Filtering 

Select [Enable] for MAC address filtering. When [Enable] is selected, access from devices 
on a network to which the MAC address (specified in [MAC Address Filtering]) is set is 
restricted under conditions set in [MAC Address Filtering Rule]. [Disable] is set as the 
default. 

5 

MAC Address Filtering Rule 

Select MAC address filtering rules. 

• Permit — Select this to oermit access from devices on a network to which the MAC 
address (specified in [MAC Address Filtering]) is set. 

• Deny — Select this to deny access from devices to which the specified MAC address is 
set. 

6 

MAC Address Filtering 

Enter the MAC address of a target client computer for MAC address filtering. Up to10 
addresses can be specified. 
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□ Se 村 ing up IPv6 

You can set the IPv6 protocol to enable the communication over IPv6. 


1 

2 

3 

4 


IPv6 


lOKII Cancel I 

iPve 

— Enable IPv6 
—LLMNR 

— Link Local Address 
—'こ， Manual 

IP Address 


Selecting 'Save'in the Main Window is required to Save the new settings. 


Prefix Length IQ I 

Gateway 

□ Use DHCPv6 Server for options 
■I 寒 I Use Stateless Address 


0 Use DHCPV6 Server 化 r IP Adclress(M flag) 
に] Use DHCPv6 Server for options(0 flag) 


□ FQDN Option Update Method [Server ▼] 


■© Use Stateful Address 


□ use DHCPv6 Serverfor IP Address 

□ Use DHCPv6 Serverfor options 


□ FQDN Option Update Method I Server ▼ | 


|IP Address | [Prefix Length | 

[Gateway | 

I llo I 

I I 



Item name 

Description 

1 

Enable IPv6 

Select whether the IPv6 protocol is enabled or disabled. [Disable] is set as the default. 

2 

LLMNR 

If IPv6 is enabled, select whether LLMNR is enabled or disabled. [Disable] is set as the 
default. 

3 

Link Local Address 

The unique IP address used for the IPv6 is displayed. 

4 

Manual 

You assign the IPv6 address, prefix and default gateway manually. In this mode, you can 
assign one IPv6 address to this equipment. 

IP Address — Assign the IPv6 address for this equipment. Specify witnin the range from 

1 : 1 : 1 : 1 : 1 : 1:1:1 to 

Prefix Length — Assign the prefix length for the IPv6 address. Specify within the range 
from 0 to 128. "0" is set as the default. 

Gateway — Assign the default gateway address. Specify within the range from 

1:1:1:1:1:1:1 : 1 to 

Use DHCPv6 Server for options — Select this check box to use the optional information 
(IPv6 address for the DNS server, etc.) which is issued from the DHCPv6 server. 


I Tips I 

• When [Manual] is selected, a stateful address cannot be set. 

• If the selected IPv6 address is already assigned, DAD (Duplicate Address Detection) detects it and notifies you on the 
touch panel of this equipment. 

5 

Use Stateless Address 

Use the IPv6 addresses (Stateless addresses) issued from routers. 

• Use DHCPv6 Server for IP Address(M flag) — Use the IPv6 address issued from the 
DHCPv6 server in the stateless network environment. 

• Use DHCPv6 Server for options(0 flag) — Use the optional information (IPv6 address 
for the DNS server, etc.) issued from the DHCPv6 server in the stateless network 
environment. 

• FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address 
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option. 

• IP Address — Stateless Addresses obtained from routers are displayed. Up to 7 IPv6 
addresses can be retained. 


Tip 

When this 
function is 
this equip 

> equipment receives a router advertisement (RA) from a router, of which M flag configuration is "0", the DHCPv6 

5 disabled. If you change a router advertisement (RA) M flag configuration from "0" to "1", it is necessary to reboot 
merit to enable the DHCPv6 function. 
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Item name 

Description 

6 

Use Stateful Address 

Use the Stateful address issued from DHCPv6 server. 

• Use DHCPv6 Server for IP Address — Select whether or not the IPv6 address which 
is issued from the DHCPv6 server is used for this equipment. 

• Use DHCPv6 Server for options — Select whether or not the optional information 
(IPv6 address for the DNS server, etc.) except the IPv6 address for this equipment, 
which is issued from the DHCPv6 server is used on this equipment. 

• FQDN Option — The FQDN option is available if Use DHCPv6 Server for IP Address 
is selected. Select [Server] or [Client] for [Update Method] if using the FQDN option. 
[Server] is set as the default. 

• IP Address — A stateful address, Prefix Length and Gateway obtained from DHCPv6 
Server are displayed. 


□ Setting up IPX/SPX 

You can set the IPX/SPX protocol to enable the communication over IPX/SPX. The IPX/SPX must be configured to enable 
Novell printing with NetWare server 5.1, 6.0, 6.5 over IPX/SPX. 


IPX/SPX 

[QK| I Cancel i Selecting 'Save'in the Main Window is required to Save the new settings. 

IPXSPX 

1 - Enable IPX/SPX Enable ▼ 

2 - j - Frame Type Auto Sense ▼ 

3 - 1 - Actual Frame 




Item name 

Description 

1 

Enable IPX/SPX 

Select whether the IPX/SPX protocol is enabled or disabled. Enable tnis when configuring 
Novell printing over the IPX/SPX network. 

[Disable] is set as the default. 

2 

Frame Type 

Select the desired frame type for IPX/SPX. 

• Auto Sense — Select this to use an aoDrooriate frame tvoe that the eauioment found 
first. 

• IEEE 802.3 /Ethernet I I/IEEE 802.3 Snap/IEEE 802.2 — Instead of [Auto Sense], select 
the frame types to be used from these options. 

3 

Actual Frame 

Displays the actual frame type of the equipment. 


□ Se 村 ing up AppleTalk 

You can set the protocol to enable communication over AppleTalk. AppleTalk must be configured to enable AppleTalk 
printing from Macintosh computers. 


Apple Talk 

lOKI [Cancel i Selecting 'Save'in the Main Window is required to Save the new settings. 


1 

2 

3 


■ Enable AppleTalk 
■Device Name 
'Desired Zone 


Enable ▼ 
MFPO 7088510 



Item name 

Description 

1 

Enable Apple Talk 

Select whether the AppleTalk protocol is enabled or disabled. Enable this when configuring 
AppleTalk printing. [Disable] is set as the default. 

2 

Device Name 

Enter the device name of the equipment that will be displayed in the AppleTalk network. 

3 

Desired Zone 

Enter the zone name where the equipment will connect — if required. The equipment will 
connect to the default zone if you enter 
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□ Se 村 ing up Bonjour 

In Bonjour, you can enable or disable the Bonjour networking that is available for Mac OS X. 



Bonjour 



|0K| I Cancel | 

Selecting 'Save'in the Main Window is required to Save the new settings. 

1 


Enable ▼ 

2 

-し ink- し ocal Host Name 

MFPCI70 祀 510 

3 — 


TOSHIBA 卜 STUDIO»000<-CI70 祀 510 



Item name 

Description 

1 

Enable Bonjour 

Select whether Bonjour is enabled or disabled. [Enable] is set as the default. 

2 

Link-Local Host Name 

Enter the DNS host name of this equipment. 

3 

Service Name 

Enter the device name of this equipment that will be displayed in the Bonjour network. 


□ Se 村 ing up LDAP Session 

In LDAP Session, you can enable or disable the LDAP directory service. 


1 

2 

3 

4 


LDAP Session 


lOKI I Cancel I 

— Enable LDAP 
—Attribute 1 
—Attribute 2 
"Search Method 


Selecting 'Save* in the Main Window is required to Save the new settings. 


department 



Item name 

Description 

1 

Enable LDAP 

Select whether the LDAP directory service is enabled or disabled. [Enable] is set as the 
default. 

2 

Attribute 1 

Enter the name of the schema corresponding to the LDAP server configuration. You can 
enter up to 22 alphanumerical characters and symbols other than = ， ；（ semicolon), #， and \ 
(backslash). 

3 

Attribute 2 

Enter the name of the schema corresponding to the LDAP server configuration. You can 
enter up to 22 alphanumerical characters and symbols other than = ， ；（ semicolon), #， and \ 
(backslash). 

4 

Search Method 

Select search conditions for LDAP searching. 

• Partial match — Select this to search information oartiallv matchina the search 
conditions. 

• Prefix match — Select this to search information that starts with contents matching the 
search conditions. 

• Su 讯 X match — Select this to search information that ends with contents matching the 
search conditions. 

• Full match — Select this to search information fully matching the search conditions. 
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□ Se 村 ing up DNS Session 

In DNS Session, you can specify the DNS server to enable the FQDN (Fully Qualified Domain Name) rather than the IP 
address on specifying each server address such as SMTP server, POPS server, and LDAP server. 


Tip 

When the DNS service is enabled and the DNS server supports the dynamic DNS service, Set the DDNS Session as 
well. 

Cfl R154 "Setting up DDNS Session" 


1 

2 

3 

4 

5 


DNS Session 

lOKI [^Cancel I Selecting 'Save* in the Main Window is required to Save the new settings. 

— Enable DNS Enable ▼ 

-Primary DNS Server Address 0 0 0 0 

—Secondary DNS Server Address 0 0 0 0 

"Primary DNS Server Address(IPv6) 

"Secondary DNS Server Adclress(IPv6) 



Item name 

Description 

1 

Enable DNS 

Select whether the DNS server is enabled or not. [Enable] is set as the default. 

2 

Primary DNS Server Address 

Specify the IP address of the primary DNS server when the DNS service is enabled. Specify 
within the range from 0 0 0 0 to 255 255 255 255. 

3 

Secondary DNS Server Address 

Specify the IP address of the secondary DNS server when the DNS service is enabled, as 
you require. Specify within the range from 0 0 0 0 to 255 255 255 255. 

4 

Primary DNS Server Address(IPv6) 

Specify the IP address of the primary DNS server when the DNS service is enabled in IPv6. 
Specify within the range from to 

5 

Secondary DNS Server 
Address(IPv6) 

Specify the IP address of the secondary DNS server when the DNS service is enabled in 
IPv6, as required. Specify within the range from 1:1:1:1:1:1:1:1 to 



Tip 

When the [Obtain a Domain Server Address automatically] option is enabled in the TCP/IP settings, the server address 
of the primary and secondary DNS server addresses can be obtained using the DHCP server. 

Cfl R146 "Se 扣 ng up TCP/IP" 
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□ Se 村 ing up DDNS Session 

In DDNS Session, you can enable the Dynamic DNS service if the DNS server supports the dynamic DNS. 


Notes 


• When using the security in DDNS, if the difference between the time set in the server, in which Windows DNS 
record is to be updated, and the one set in the equipment exceeds the time stated in the account policy of the 
server, the DNS update using the security will fail. Check the time set for the DNS server and match it with the one 
set for the equipment. 

• When using DDNS and the IP address is assigned using DHCP, enable "006 DNS Servers" and "015 DNS Domain 
Name" in the DHCP Server's Scope Options or Server Options. 


fl Action ど iew | j ゎ^ [を I 画 I 回岛 I な |_ .が | 

Tree I 

Server Options 

堅 [)H び 

日を w2000s-en 1.domino6. Idm6j. local 
ち 3 Server Options 

Option Name I Vendor I Value 

<SooNfJS Servers Standard 172.16 .16.2 

通 OIvVP Domain Name Standard test.ad.tocal 

ィ 1 1 ►! 

<\ 1 >\ 

1 1 1 


• When using DDNS, make sure the "Allow dynamic updates?" option is set to "Yes" (for Windows 2000 Server) or 
"Nonsecure and secure" (for Windows Server 2003/Windows Server 200 8) for the Forward Lookup Zones and 
Reversed Lookup Zones. 

If the setting of Windows Server 2003/Windows Server 200 8 is other than "Nonsecure and secure" for this DDNS 
function, you need to set the correct primary login name and primary password to update the DNS server by 
DDNS. 

If you do not want to use DDNS such as managed by a primary and secondary login name and password, you 
need to add the equipment's host name manually in the Forward and Reversed Lookup Zone. 

Forward Lookup Zones Reversed Lookup Zones 

(Windows 2000 Server) (Windows 2000 Server) 
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DDNS Session 




101<| I Cancel 1 Selecting 'Save' in the Main Window is required to Save the new settings. 

1 — 

- Enable DDNS 

Enable ▼ 


2 — 




3 


None ▼ 


4 — 

- Primary Login Name 

1 

1 

5 — 


1 

1 

6 

- Secondary Login Name 

1 

1 

7 


1 

1 

8 — 

- TSIG/SIG(0) Key file 

Not Installed 




1 

II Browse... | 



1 Upload 11 Delete | 


9 — 

- TSIG/S1G(0) Private Key file 

Not Installed 




1 

II Browse". | 



1 Upload 11 Delete | 




Item name 

Description 

1 

Enable DDNS 

Select whether the dynamic DNS service is enabled or disabled. [Enable] is set as the 
default. 

2 

Domain Name 

Enter the domain name that will be added to the DNS server using DDNS. You can enter up 
to 96 alphanumerical characters and symbols other than =， ； (semicolon), #, and \ 
(backslash). 

Tip 

When the [Obtain a Domain Name automatically] option is enabled in the TCP/IP settings, the domain name can be obtained 
using the DHCP server. 

CQ P.146 "Setting up TCP/IP" 

3 

Security Method 

Enter the security method. 

• None 

Select this not to perform a DDNS session. 

• GSS-TSIG 

Select this to perform a secure DDNS session using GSS-TSIG. You must set a log-in 
name and a password. If both are not set, the secure DDNS session will not be 
available. 

• TSIG 

Select this to perform a secure DDNS session using TSIG. To select this, you must 
upload a key file and a private key file. If any of them is not uploaded, the security 
setting will be disabled. 

• SIG(O) 

Select this to perform a secure DDNS session using SIG(O). To select this, you must 
upload a key file and a private key file. If any of them is not uploaded, the security 
setting will be disabled. 

4 

Primary Login Name 

Enter the primary login name if the security method selected in the above setting is GSS- 
TSIG. You can enter up to128 alphanumerical characters and symbols other than =， ； 
(semicolon), #, and \ (backslash). 

5 

Primary Password 

Enter the primary password if the security method selected in the above setting is GSS- 
TSIG. You can enter up to128 alphanumerical characters and symbols other than =, : 
(semicolon), #, and \ (backslash). 

6 

Secondary Login Name 

Enter the secondary login name if the security method selected in the above setting is GSS- 
TSIG. You can enter up to128 alphanumerical characters and symbols other than =, ; 
(semicolon), #, and \ (backslash). 

7 

Secondary Password 

Enter the secondary password if the security method selected in the above setting is GSS- 
TSIG. You can enter up to128 alphanumerical characters and symbols other than =, : 
(semicolon), #, and \ (backslash). 

8 

TS に /S に (0) Key file 

Use this setting to upload or delete a key file to be used for TSIG and SIG(O). 

To upload it, click [Browse..] and specify a private key file to be uploaded, and then click 
[Upload]. 

To delete it, click [Delete]. 



[Setup] Item list 155 
































































8 [Administration] Tab Page 



Item name 

Description 

9 

TS に /S に (0) Private Key file 

Use this setting to upload or delete a private key file to be used for TSIG and SIG(O). 

To upload it, click [Browse..] and specify a private key file to be uploaded, and then click 
[Upload]. 

To delete it, click [Delete]. 


□ Se 村 ing up SMB Session 

In SMB Session, you can specify the SMB network properties to access this equipment through a Microsoft Windows 
Network and enable SMB printing. When you enable the SMB, users can also browse the local folder in the equipment. 
You can also specify the WINS server when the WINS server is used to enable the Windows print sharing and Windows 
file sharing services between the different subnets. 


SMB Session 


lOK [ Cancel Selecting 'Save' in the Main Window is required to Save the new settings. 



SMB 

1 — 
2 — 

- SMB Server Protocol 

Enable ▼ 

3 

- NetBIOS Name 

MFPO 7088510 

4 




(今 I Workgroup 

Workgroup 


© Domain 


5 — 

- Primary Domain Controller 


6 — 



7 — 

- Logon User Name 


8 — 



9 — 

- Primary WINS Server 

0 0 0 0 

10 — 


0 0 0 0 

11 — 

- SMB Signing of SMB Server 

@ If client agrees,digital signature is done forthe communication. 


© Digital signature is always done forthe communication on the server side. 


© Digital signature isnt done forthe communication for the s 

jerver. 

12 — 

- SMB Signing of SMB Client 


I 今) If server agrees.digital signature is done for the communication. 

© Digital signature is always done 化り he communication on the client side. 
© Digital signature isn't done 化 rthe communication forthe client 



Item name 

Description 

1 

SMB Server Protocol 

Select whether the SMB protocol is enabled or disabled. 

• Enable — Select this to enable SMB. 

• Disable 一 Select this to disable SMB. 

2 

Restriction 

Specify restrictions on SMB. 

• None — Select this to not soecifv restrictions on SMB. 

• Print Share — Select this to enable the file sharing service using SMB, but disable SMB 
printing. 

• File Share — Select this to enable SMB printing, but disable the file sharing service 
using SMB. 

3 

NetBIOS Name 

Enter the NetBIOS name of this equipment. The equipment uses "MFP<NIC Serial 

Number〉" as the default NetBIOS name. 

You can enter only alphanumerical characters and (a hyphen) for NetBIOS names. If you use any other characters, a 
warning message will be displayed. 
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Item name 


4 Logon 


Tip 


Description 

Enter the workgroup or domain that this equipment joins. 

• Workgroup — To include the equipment in the workgroup, enter the workgroup name. 
All client computers can access this equipment without a user name and password. 

• Domain — Select this and enter the domain name when the equipment will log on in the 
domain. Any client computers which are not members of the domain will need a valid 
user name and password to access this equipment. Use this to enhance access security 
to this equipment. 


When the [Obtain a Domain Name automatically] option is enabled in the TCP/IP settings, the domain name can be obtained 
using the DHCP server. 
m P.146 "Setting up TCP/IP" 


Note 


5 


6 


You can enter only alphanumerical characters and symbols except the following characters for Workgroup. ； :" <>* + = \|?, 
If you use any other characters, a warning message will be displayed. 

Primary Domain Controller Specify the server name or IP address of the primary domain controller when this equipment 

will log on the domain network. 

Backup Domain Controller Specify the server name or IP address of the backup domain controller when this equipment 

will log on the domain network, if required. If the Primary Domain Controller is unavailable, 
the Backup Domain Controller will be used to log on. 


Note 


If the wrong primary or backup domain controller is specified, the NETWORK INITIALIZING message will be displayed for up 
to 4 minutes while the equipment searches for the primary or backup domain controller. In that case, correct the primary or 
backup domain controller setting after the NETWORK INITIALIZING message disappears. 


Logon User Name 


Enter a valid user name to log on to the specified domain. 


8 Password 

9 Primary WINS Server 


Enter the password for the specified log on user name to log on the domain network. 

Specify the IP address of the primary WINS server when the WINS server is used to provide 
the NetBIOS name in your local area network. This option would be more useful to access 
this equipment using the NetBIOS Name from a different subnet. 


Tip 


When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary 
WINS server address can be obtained using the DHCP server. 

CQ P.146 "Setting up TCP/IP" 


10 Secondary WINS Server 


Specify the IP address of the secondary WINS server as you require when the WINS server 
is used to provide NetBIOS name in your local area network. If the Primary WINS Server is 
unavailable, the Secondary WINS Server will be used. 


Tip 


When the [Obtain a WINS Server Address automatically] option is enabled in the TCP/IP settings, the primary and secondary 
WINS server address can be obtained using the DHCP server. 

CQ P.146 "Setting up TCP/IP" 


Note 


If "0.0.0.0" is entered for the Primary WINS Server and Secondary WINS Server, this equipment will not use the WINS server. 
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Item name 

11 SMB Signing of SMB Server 


Description 

Select whether SMB Signing is enabled or disabled when a client accesses this equipment 
using SMB, such as when a client accesses the shared folder in this equipment. 


• If client aarees.diaital siqnature is done for the communication, — Select this to 


use the digital signature to secure communication only when a client accesses this 
equipment with a digital signature. Even if a client accesses this equipment without a 
digital signature, the communication is allowed without the digital signature. 

• Digital signature is always done for the communication on the server side. — 
Select this to allow the communication only when a client accesses this equipment with 
a digital signature. When a client accesses this equipment without a digital signature, 


the communication is not allowed. 


• Digital signature isn't done for the communication for the server. — Select this to 


allow the communication only when a client accesses this equipment without a digital 
signature. When a client is set to always access an SMB server with a digital signature, 
the communication is not allowed. 


Note 


If you do not know whether the SMB Signing of SMB Client is enabled or disabled in the client computers, it is recommended 
to select [If client agrees,digital signature is done for the communication.]. If this is set incorrectly, the SMB communication 
may become unavailable. 


12 SMB Signing of SMB Client 


Select whether SMB Signing is enabled or disabled when this equipment accesses the 
clients using SMB, such as when this equipment stores the scanned data in the network 
folder using SMB. 


• If server agrees, digital siqnature is done for the communication. — Select this to 
use the digital signature to secure the communication to an SMB server only when the 
SMB Signing of SMB Server that this equipment accesses is enabled. If the SMB 
Signing of SMB Server is disabled in an SMB server, the communication is performed 
without the digital signature. 

• Digital signature is always done for the communication on the client side. — 

Select this to make this equipment always access an SMB server with a digital 
signature. When the SMB Signing of SMB Server is disabled in an SMB server, the 


communication is not allowed. 

• Digital signature isn't done for the communication for the client. — Select this to 
communicate to an SMB server without the digital signature. If the SMB Signing of SMB 
Server is always enabled in an SMB server, the communication is not allowed. 


Notes 


• If you do not know whether the SMB Signing of SMB Server is enabled or disabled in the SMB servers, it is recommended 
to select [If server agrees, digital signature is done for the communication.]. If this is set incorrectly, the SMB 
communication may become unavailable. 

• The digital signature is always done for the communication on the server side as the default on Windows Server 2003/ 
Windows Server 2008. Therefore specify "If server agrees, digital signature is done for the communication." or "Digital 
signature is always done for the communication on the client side." for SMB communications with a Windows Server 
2003/Windows Server 2008. 


□ Se 村 ing up NetWare Session 

In NetWare Session, you can set the NetWare Bindery or NDS service. This must be set when configuring a Novell 
printing environment. 


1 

2 

3 

4 

5 

6 


NetWare Session 

IOKI [Cancel I Selecting 'Save'in the Main Window is required to Save the new settings. 


■ Enable NetWare 

■ Enable Bindery 
I Enable NDS 
■Context 
■Tree 

■Preferred File Server 


Enable ▼ 
Enable ▼ 
Enable ▼ 
Org 
Depti 
Nwsr V 



Item name 

Description 

1 

Enable NetWare 

Select whether NetWare is enabled or disabled. 

• Enable 一 Enables NetWare. 

• Disable — Disables NetWare. 
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Item name 

Description 

2 

Enable Bindery 

Select whether the NetWare Bindery mode for Novell printing is enabled or disabled. When 
you configure a Novell printing environment with the NetWare server in the bindery mode, 
you must enable this. 

3 

Enable NDS 

Select whether the NetWare NDS mode for Novell printing is enabled or disabled. When you 
configure a Novell printing environment with the NetWare server in NDS mode, you must 
enable this. When this is enabled, you should also specify the context and tree for the NDS. 

4 

Context 

Enter the NDS context where the NetWare print server for this equipment is located. 

5 

Tree 

Enter the NDS tree. 

6 

Preferred File Server 

Enter the NetWare server name in which this equipment preferentially searches for the 
queues. 


□ Se 村 ing up HTTP Network Service 

In HTTP Network Service, you can enable or disable Web-based services such as TopAccess and e-Filing web utility. 



HTTP Network Service 



|0K| I Cancel I Selecting 'Save* in the Main Window is required to Save the new settings. 


- Enable HTTP Server 

Enable ▼ 


Disable ▼ 

Primary Port Number 

孤 


孤册 


10443 




Item name 

Description 

1 

Enable HTTP Server 

Select whether the Web-based services such as TopAccess and e-Filing web utility are 
enabled or disabled. [Enable] is set as the default. 

2 

Enable SSL 

Select whether the SSL (Secure Socket Layer) is enabled or disabled. When this is enabled, 
the data transferred between the equipment and client computers will be encrypted using a 
private key when operating TopAccess and e-Filing web utility. [Disable] is set as the default. 





Not all operating systems support SSL for all protocols. 

3 

Primary Port Number 

Enter the port number for the NIC HTTP server. You can enter a value in the range from 1 to 
65535. Generally the default value "80" is used. 

4 

Secondary Port Number 

Enter the port number for TopAccess and the e-Filing web utility. You can enter a value in 
the range from 1 to 65535. Generally the default value "8080" is used. 





If you specify a duplicate port number with one of the other network settings to the secondary port number while SSL on HTTP 
is disabled, you will not be able to access TopAccess and the e-Filing web utility. If you make a mistake, use the control panel 
of the equipment to change the HTTP setting and enter the correct port number. 

5 

SSL Port Number 

Enter the port number for the SSL. You can enter a value in the range from 1 to 65535. 
Generally the default value "10443" is used. 





If you specify a duplicate port number with one of the other network settings to the SSL port number in HTTP settings while 
SSL on HTTP is enabled, you will not be able to access TopAccess and the e-Filing web utility. If you make a mistake, use the 
control panel of the equipment to change the HTTP setting and enter the correct port number. 
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□ Se 村 ing up SMTP Client 

In SMTP Client, you can enable or disable SMTP transmission for sending the Internet Fax and E-mails. 


Note 


A From Address setting is also required to send Internet Fax and E-mails. For information about the From Address 
setting, see the following sections: 
ffl P.231 "Setting up E-mail settings" 

Cfl P.233 "Setting up InternetFax settings" 

The From Address can be also determined automatically when the User Management Setting is enabled. For more 
information about User Management Setting, see the following section: 
m P.139 "[Administration] Tab Page" 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
11 


SMTP Client 

lOKI I Cancel i Selecting 'Save'in the Main Window is required to Save the new settings. 


■ Enable SMTP Client 
-Enable SSL 
-SSUTLS 

-SMTP Server Address 

■ POP Before SMTP 
-Authentication 
-Login Name 
■Password 

■ Maximum Email/InternetFax Size 

■ Port Number 

■ SMTP Client Connection Timeout(1-180) 


Enable ▼ 
Disable 
[STARTTLS 


Disable ▼ 
Disable 


30 ▼ MB 
25~ 

30 Seconds 


Item name 

1 Enable SMTP Client 


2 Enable SSL 


Description 

When this is enabled, this equipment sends an Internet Fax and an E-mail to the specified 
SMTP server for transmission over the Internet. [Enable] is set as the default. 

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for SMTP 


transmission. 


• Disable — Select this to disable the SSL for SMTP transmission. 

• Verify with imported CA cert げ ication(s) — Select this to enable the SSL using the 
imported CA certificate. 

• Accept all certificates without CA — Select this to enable the SSL without using 
imported CA certificate. 


Notes 


3 


• When [Verify with imported CA cert げ ication(s)] is selected, you must import the CA certificate in this equipment. 
CQ P.269 "[Security] How to Set and How to Operate" 

• Not all operating systems support SSL for all protocols. 


SSL/TLS 


Select the protocol for the SSL when the [Enable SSL] option is enabled. 

• STARTTLS — Select this to send a message in TLS (Transport Layer Security) using 
STARTTLS that is the extension command for SMTP transmission. 


• Over SSL — Select this to send a message in SSL (Secure Socket Layer). 


Note 


4 


When you select [Over SSL], make sure to change the port number correctly. Generally, "465" port is used for the Over SSL 
instead of "25" port. 


SMTP Server Address 


Enter the IP address or FQDN (Fully Qualified Domain Name) of the SMTP server when 
[Enable SMTP Client] is enabled. You can enter up to128 alphanumerical characters and 
symbols other than =， ； (semicolon), #, and \ (backslash). 


Note 


If you use FQDN to specify the SMTP server, you must configure the DNS server and enable the DNS in the DNS Session. 


Tip 


When the [Obtain a SMTP Server Address automatically] option is enabled in the TCP/IP settings, the SMTP server address 
can be obtained using the DHCP server. 
m P.146 "Setting up TCP/IP" 
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Item name 

Description 

5 

POP Before SMTP 

Select whether the POP Before SMTP authentication is enabled or disabled. [Disable] is set 
as the default. 

6 

Authentication 

Select the type of authentication to access the SMTP server. 

• Disable — Select this to access the SMTP server usina no authentication. 

• Plain — Select this to access the SMTP server using plain authentication. 

• Login — Select this to access the SMTP server using the log-in authentication. 

• CRAM-MD5 — Select this to access the SMTP server using CRAM-MD5 
authentication. 

• Digest-MD5 — Select this to access the SMTP server using Diges 卜 MD5 authentication. 

• Kerberos — Select this to access the SMTP server using Kerberos authentication. 

• NTLM(IWA) — Select this to access the SMTP server using NTLM (IWA) authentication. 

• AUTO — Select this to access the SMTP server using the appropriate authentication 
that this equipment detects. 

7 

Login Name 

Enter the log-in name to access the SMTP server if the SMTP authentication is enabled. 

You can enter up to 64 alphanumerical characters and symbols other than =, ; (semicolon), 

#, and \ (backslash). 

8 

Password 

Enter the password to access the SMTP server if the SMTP authentication is enabled. You 
can enter up to 64 alphanumerical characters and symbols other than =， ； (semicolon), #, 
and \ (backslash). 

9 

Maximum Email / InternetFax Size 

Select the maximum size that this equipment is allowed to send using the SMTP. Specify 
within the range from 2 to 30 MB. 

10 

Port Number 

Enter the port number for accessing the SMTP server when [Enable SMTP Client] is 
enabled. The port number depends on the port setting in the SMTP server. You can enter a 
value in the range from 1 to 65535. Generally the default value "25" is used. 

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

11 

SMTP Client Connection 
Timeout(1-180) 

Enter a timeout period for quitting communication when no response is received from the 
SMTP server. Specify within the range from 1 to180 seconds. "30" is set as the default. 
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□ Se 村 ing up SMTP Server 

In SMTP Server, you can enable or disable SMTP transmission for receiving the Internet Fax and E-mails. This function is 
usually set when you want to enable the Offramp Gateway feature. 


SMTP Server 


IOK] I Cancel j Selecting 'Save' in the Main Window is required to Save the new settings. 


1 

2 

3 

4 

5 

6 


Enable SMTP Server 
Port Number 


Email Address 
'Enable OfTRamp Gateway 
OffRamp Security 
OtTRamp Print 


Enable ▼ 


Disable ▼ 
Enable ▼ 
Enable ▼ 



Item name 

Description 

1 

Enable SMTP Server 

Select whether this equipment works as an SMTP server or not. This must be enabled when 
you use the Offramp Gateway feature. When this is enabled, this equipment can receive 
Internet Faxes or E-mails that are forwarded through the SMTP to the domain of this 
equipment. [Enable] is set as the default. 

2 

Port Number 

Enter the port number to transmit an Internet Faxes or E-mails. Generally "25" is used. 

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you make a mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

3 

Email Address 

Enter the E-mail address of this equipment. When this equipment works as an SMTP server, 
it can receive all Internet Faxes and E-mails that contain its domain name. If the E-mail 
address of the received document matches the address you set here, this equipment prints 
it. You can enter up to 70 alphanumerical characters and symbols other than =, : 

(semicolon), #, and \ (backslash). 

4 

Enable OffRamp Gateway 

Select whether the OffRamp Gateway transmission is enabled or disabled. [Disable] is set 
as the default. 

5 

OffRamp Security 

Select whether the Offramp Security is enabled or disabled. When this is enabled, this 
equipment cancels the offramp gateway transmissions that are forwarding to the fax 
numbers not registered in the Address Book of this equipment. This can prevent the 
unauthorized offramp gateway transmission. [Enable] is set as the default. 

6 

OffRamp Print 

Select whether this equipment should print documents sent using the offramp gateway 
transmission. When this is enabled, this equipment automatically prints documents sent 
using offramp gateway transmission, so that they can be confirmed. [Enable] is set as the 
default. 
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□ Se 村 ing up POPS Network Service 

In POPS Network Service, you can specify the POPS server to receive an Internet Fax and E-mails. 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
11 


POPS Network Service 


I ok] I Cancel j Selecting 'Save'in the Main Window is required to Save the new settings. 


■Enable POP3 Client 
-Enable SSL 

■ POP3 Server Address 
■Authentication 
■Type POPS l_ogin 
■Account Name 

■ Password 
-Scan Rate 
-Port Number 
■SSL Port Number 


Enable ▼ 
Disable 


Disable 
AUTO ▼ 


5 Minutes 

110 
粥 5 

Seconds 


POP3 Client Connection Timeout(M80) 30 


Item name 

1 Enable POPS Client 


2 Enable SSL 


Description 

Select whether retrieving an Internet Fax and an E-mail from the POPS server is enabled or 
disabled. [Enable] is set as the default. 

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for POPS 


transmission. 


• Disable — Select this to disable the SSL for POPS transmission. 

• Verify with imported CA cert げ ication(s) — Select this to enable the SSL using the 
imported CA certificate. 

• Accept all certificates without CA — Select this to enable the SSL without using 
imported CA certificate. 


Notes 


When [Verify with imported CA cert げ ication(s)] is selected, 
CQ P.269 "[Security] How to Set and How to Operate" 

Not all operating systems support SSL for all protocols. 


you must import the CA certificate in this equipment. 


3 POPS Server Address 


Enter the IP address or FQDN (Fully Qualified Domain Name) of the POPS server when 
[Enable POPS Client] is enabled. You can enter up to128 alphanumerical characters and 
symbols other than = ，： (semicolon), #, and \ (backslash). 


If you use FQDN to specify the POPS server, you must configure the DNS server and enable the DNS in the DNS Session. 


Tip 


When the [Obtain a POPS Server Address automatically] option is enabled in the TCP/IP settings, you can obtain the POPS 
server address from the DHCP server. 


CQ P.146 "Setting up TCP/IP 
4 Authentication 


Enable or disable the authentication for accessing the POPS server. 

• Disable — Select this to disable the authentication. 

• NTLM/SPA — Select this to access the POPS server using the NTLM/SPA 


authentication. 


5 Type POPS Login 


• Kerberos — Select this to access the POPS server using the Kerberos authentication. 
Select the POPS login type. 

• AUTO — Select this to automatically designate the POPS log-in type of the POPS 
server. 


• POPS — Select this to use the general POPS log-in type. 

• APOP — Select this to use the APOP log-in type. APOP allows users to access the 
POPS server by encrypting the user name and password. 


Note 


If it is not possible to log in to the mail server using [Auto], manually set the type of POPS log in to either [POPS] or [APOP]. 
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Item name 

Description 

6 

Account Name 

Enter the account name for this equipment to access the POPS server. You can enter up to 
96 alphanumerical characters and symbols other than =， ； (semicolon), #, and \ (backslash). 

Enter the account name without the domain name when [NTLM/SPA] or [Kerberos] is selected in the [Authentication] option. 

7 

Password 

Enter the password for this equipment to access the POPS server. You can enter up to 96 
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash). 

8 

Scan Rate 

Enter how often this equipment should access the POPS server for new messages. You can 
enter a value in the range from 0 to 4096. "5" is set as the default. 

9 

Port Number 

Enter the port number to access the POPS server. The SSL port number depends on the 
port setting in the POPS server. You can enter a value in the range from 1 to 65535. 

Generally the default value "110" is used. 

10 

SSL Port Number 

Enter the port number to access the POPS server using SSL. The SSL port number 
depends on the port setting in the POPS server. Generally "995" is used. 

11 

POPS Client Connection 

Timeout 。 -180) 

Enter a timeout period for quitting communication when no response is received trom the 
POPS server. Specify within the range from 1 to180 seconds. "30" is set as the default. 


□ Setting up FTP Client 

In FTP Client, you can specify the default port number used for the Save as file using the FTP protocol. 


FTP Client 

lOKI [Cancel Selecting 'Save'in the Main Window is required to Save the new settings. 


1 - SSL Setting 

2 - 1 - Default Port Number 


Accept all certificates without CA 
21 



Item name 

Description 

1 

SSL Setting 

Specify the certificate used in the SSL. 

• Disable 一 Select this to disable the SSL. 

• Verify with imported CA cert げ ication(s) — Select this to use the registered 
cert げ icate(s). 

• Accent all certificates without CA — Select this to use all certificates. 

2 

Default Port Number 

Enter the port number to access the FTP site. The port number depends on the port setting 
in the FTP site. You can enter a value in the range from 1 to 65535. Generally the default 
value "21" is used. 
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□ Se 村 ing up FTP Server 

In FTP Server, you can enable or disable the FTP server functions. 


FTP Server 


[ok [ Cancel j Selecting 'Save' in the Main Window is required to Save the new settings. 


1 

2 

3 

4 


Enable rrP Server Enable ▼ 

Enable SSL Disable ▼ 

I Default Port Number 21 

SSL Port Number 990 



Item name 

Description 

1 

Enable FTP Server 

Select whether the FTP server is enabled or disabled. Select [Enable] to enable the 
following functions. 

• FTP printing 

• Reading/writing the address book data using the Address Book Viewer 

• Backing up/Restoring the e-Filing data using the e-Filing Backup/Restore Utility 
[Enable] is set as the default. 

2 

Enable SSL 

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for the FTP server. 
[Disable] is set as the default. 





Not all operating systems support SSL for all protocols. 

3 

Default Port Number 

Enter the port number for the FTP server. You can enter a value in the range from 1 to 

65535. Generally the default value "21" is used. 





When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

4 

SSL Port Number 

Enter the port number that is used to access this equipment using FTP with SSL. The port 
number depends on the port setting in the FTP server. You can enter a value in the range 
from 1 to 65535. Generally the default value "990" is used. 





When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 
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□ Se 村 ing up SLP Session 

When SLP is enabled, this equipment becomes a Service Agent that responds to requests from a User Agent for 
searching particular services and registers services to a Directory Agent. 


Tip 

The SLP setting only supports the print services shown below. 

Raw TCP print, LPD print, IPP print, WSD print, SMB print, FTP print 


Note 


About the "printer-location" attribute of SLP 

SLP has an attribute called "printer-location" as one of the services provided. The information of "printer-location" is 
the device setting information on the [General] submenu of the [Setup] menu on the [Administration] tab page, and that 
of the [Location] field of [Device Information] on the [Device] tab page. Turn the equipment off and on if you have 
changed [Location] from Top Access. The change is reflected in "printe 卜 location" of SLP after the equipment is 
restarted. 



SLP Session 



|0K| I Cancel | 

Selecting 'Save'in the Main Window is required to Save the new settings. 

1 — 


Enable ▼ 

2 — 

I "L 

8 

3 — 


DEFAULT 



Item name 

Description 

1 

Enable SLP 

Select whether SLP service is enabled or disabled. [Enable] is set as the default. 

2 

TTL 

Set TTL (Time To Live, a scope in the network that provides SLP service). 

This is to enable the communication among User Agents and Directory Agents located on 
different networks. 

3 

Scope 

Set this for specifying the scope of groups that provide SLP services. The default value is 
"DEFAULT". 

Set this for specifying the scope of groups that provide SLP services. 

I Tips I 

• More than one group can be entered for [Scope] by separating them with a comma. 

• Characters () \! < = > ~ ; * + cannot be entered in the scope. 

• Do not leave this field blank or the SLP setting will be disabled. 

• You can search a particular service using Konqueror (SUSE Linux) or SLPSNOOP utility (Novell client) which is a User 
Agent (UA). 
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□ Se 村 ing up SNMP Network Service 

In SNMP Network Service, you can enable or disable the SNMP to monitor the device status using a network monitoring 
utility. If an administrator wants to monitor the device status with a monitoring utility, programmed to match the MIB, you 
must enable the SNMP and SNMP Traps. 


SNMP Network Service 

Selecting 'Save'in the Main Window is required to Save the new settings. 


2 

3 

4 

5 


6 - 

7 - 

8 - 
9 - 
10 - 
11 - 
12 - 

13- 

14- 


fOKII Cancel] 

- Enable SNMP V1 A/2 

■ Read Community 

■ Read Wri 佔 Community 
- Enable SNMPV3 


Enable ▼ 


public 


private 


New 1 1 Delete I [ Delete All j[ Export j 


SNMP V3 User livformation 


Number 

User Name 

Authentication Protocol 

Privacy Protocol 

Permissions Level 

o 

1 

0001 

HMAC-MD5 

None 

Administrator 


is¬ 
le - 


■ Enable SNMPV3 Trap 

-SNMP V3 Trap User Name 

■ SNMP V3 Trap Authentication Protocol 

■ SNMP V3 Trap Authentication Password 

■ SNMP V3 Trap Privacy Protocol 

■ SNMP V3 Trap Privacy Password 

■ Enable Authentication Trap 

■ Enable Alerts Trap 

■ IPTrap Addressl 
IP Trap Address] 

IPTrap Address3 
IPTrap Address4 
IPTrap AddressS 
IPTrap Address6 
IPTrap Address? 

IPTrap AddressS 
IPTrap Address9 
IPTrap Addressl0 

■ IPTrap Community 

■ IPX Trap Address 



HMAC-MD5 

- 





! 

None 




I I 

Enable 

▼' 



Enable 

▼ 



0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

public 




Item name 

Description 

1 

Enable SNMP V1A/2 

Select whether SNMP V1/V2 monitoring with MIB is enabled or disabled. This must be 
enabled to allow users to connect using TopAccessDocMon, TWAIN driver, File 

Downloader, or the Address Book Viewer. [Enable] is set as the default. 

2 

Read Community 

Enter the SNMP read community name for the SNMP access. You can enter up to 3i 
alphanumerical characters and symbols other than =, : (semicolon), #, and \ (backslash), 
"public" is set as the default. 





• It is recommended to change the default Read Community name for security reasons. 

• If changing the Read Community name, match the setting with the applications in use. Otherwise, applications that use 

MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP 
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the 
department code, and obtaining the available boxes in e-Filing will be disabled. 

• When you leave the [Read Write Community] option blank, the SNMP communication between the SNMP Browser of the 
Client computer and this equipment will be disabled. 

3 

Read Write Community 

Enter the SNMP Read Write community name for the SNMP access. You can enter up to 31 
alphanumerical characters and symbols other than =, ; (semicolon), #, and \ (backslash), 
"private" is set as the default. 





• It is recommended to change the default Read Write Community name for security reasons. 

• If changing the Read Write Community name, match the setting with the applications in use. Otherwise, applications that 
use MIB (TopAccess, TWAIN driver, File Downloader, and AddressBook Viewer) will become unavailable. The SNMP 
communication of the printer driver also will be unavailable, so that obtaining the configurations, confirming the 
department code, and obtaining the available boxes in e-Filing will be disabled. 

4 

Enable SNMPV3 

Select whether SNMP V3 monitoring with MIB is enabled or disabled. This must be enabled 
to allow users to connect using TopAccessDocMon, TWAIN driver, File Downloader and the 
AddressBook Viewer. 
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Item name 

Description 

5 

Create SNMP V3 User Information 

SNMP V3 user information registered into this equipment is displayed in a list. SNMP V3 
user information can be registered, edited, deleted or exported. For the details, see the 
following: 

ffl P.219 "Registering or editing SNMP V3 user information" 

鹽 P.221 "Exporting SNMP V3 user information" 
m P.223 "Deleting SNMP V3 user information" 

6 

Enable SNMP V3 Trap 

Select whether SNMP V3 Trap is sent or not. [Disable] is set as the default. 

7 

SNMP V3 Trap User Name 

Enter an SNMP V3 Trap User Name. You can enter up to128 alphanumerical characters 
and symbols. 

8 

SNMP V3 Trap Authentication 
Protocol 

Select an authentication protocol. 

• HMAC-MD5 — Select this to use HMAC-MD5. 

• HMAC-SHA — Select this to use HMAC-SHA. 

9 

SNMP V3 Trap Authentication 
Password 

Enter an authentication password. You can enter up to 31 alphanumerical characters and 
symbols. 

10 

SNMP V3 Trap Privacy Protocol 

Select a protocol for data encryption. 

• None — Select this not to encrvot data. 

• CBC-DES — Select this to use CBC-DES. 

• CFB-AES-128 — Select this to use AES-128 (CFB mode). 

11 

SNMP V3 Trap Privacy Password 

Enter a privacy password. You can enter up to 31 alphanumerical characters and symbols. 

12 

Enable Authentication Trap 

Select whether to send SNMP Traps when this equipment is accessed using SNMP V1A/2 
from a different read community. [Enable] is set as the default. 

13 

Enable Alerts Trap 

Select whether to send SNMP V1A/2 Traps when an alert condition occurs. [Enable] is set 
as the default. 

14 

IP Trap Address 1 to10 

Enter the IP address where the SNMP Traps will be sent. You can specify up to10 
addresses. Specify within the range from 0 0 0 0 to 255 255 255 255. 

15 

IP Trap Community 

Enter the trap community name for the IP Traps. You can enter up to 31 alphanumerical 
characters and symbols, "public" is set as the default. 

16 

IPX Trap Address 

Enter the IPX address where the SNMP Traps will be sent. You can enter up to 20 
alphanumerical characters and symbols. 

When you want to use a user name registered in the SNMP V3 User Information list as an SNMP V3 Trap User Name, you 
must enter the same protocols and passwords registered for the authentication protocol, authentication password (not 
displayed on the list), privacy protocol and password (not displayed on the list) into the fields such as [SNMP V3 Trap 
Authentication Protocol], [SNMP V3 Trap Authentication Password], [SNMP V3 Trap Privacy Protocol] and [SNMP V3 Trap 
Privacy Password]. 

If they do not match, information registered in the list will be adopted. 
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[Create SNMP V3 User Information] screen 

You can display this screen by clicking the [New] button in the Create SNMP V3 User Information page. 


1 

2 

3 

4 

5 

6 
7 


Create SNMP V3 User Information 


〔Save U Cancel | 

-Context Name 

■ User Name 
-Authentication Protocol 
-Authentication Password 
-Privacy Protocol 
■Privacy Password 

■ Permissions Level 


MFP 


HMAC-MD5 - 


None 


General User ▼ 


Tip 

Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user information, 
enabling the registered user to access this equipment via SNMP over a network. 



Item name 

Description 

1 

Context Name 

Displays the context name. 

2 

User Name 

Enter the user name. You can enter up to 31 alphanumerical characters and symbols. 

3 

Authentication Protocol 

Select an authentication protocol. 

• HMAC-MD5 — Select this to use HMAC-MD5. 

• HMAC-SHA — Select this to use HMAC-SHA. 

4 

Authentication Password 

Enter the password when the Authentication option is enabled. You can enter up to 31 
characters. 

5 

Privacy Protocol 

Select a protocol for data encryption. 

• None — Select this not to encrvot data. 

• CBC-DES — Select this to use CBC-DES. 

• CFB-AES-128 — Select this to use AES-128 (CFB mode). 

6 

Privacy Password 

Enter the password for the user information. You can enter up to 31 alphanumerical 
characters and symbols. 

7 

Permissions Level 

Select the access permission level of the SNMP V3 user. 

• General User — Select this to permit only the reading of data. 

• Administrator — Select this to Dermit both the readina and writina of data. 
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□ Se 村 ing up Web Services Setting 

In Web Services Print and Web Services Scan, you can set the Web Services Setting. The Web Services Print operations 
and Web Services Scan operations are performed on client computers with Windows Vista/Windows 7/Windows Server 
2008 through a network. 


Web Services Setting 

lOKI [Cancel j Selecting 'Save' in the Main Window is required to Save the new settings. 


General 

I Enable SSL Disable ▼ 

I Friendly Name TOSHIBA e-STUD 1-07088510 

Print 

I Web Services Print 
I Printer Name 

5 - ! - Printer Information 

Scan 

0 Web Services Scan Enable ▼ 

7 - 1 - Scanner Name TOSHIBA e-STUD I O>00C«-07088510 ' 

3 - j - Scanner Information 

0 Authentication for PC Initiated Scan Accept any job ▼ 

Note:Accept any job: Accounted as Guest if user name is invalid. (Enable Guest account with Remote Scan permission.) 


Enable ▼ 

TOSHIBA e-STUDIO>«xX><-07088510 


1 

2 


3 

4 



Item name 

Description 

1 

Enable SSL 

Specify whether or not to use SSL in Web Service. 

• Enable — Select this to use SSL. 

• Disable — Select this no to use SSL. 

下 

Friendly Name 

Assign the rriendly name for this equipment. You can enter up to127 characters. 

3 

Web Services Print 

Select whether the Web Services Print is enabled or disabled. 

• Enable — Select this to enable the Web Services Print. 

• Disable — Select tnis to disable the Web Services Print. 

To enable Web Services Print using SSL, a certificate must be installed in this equipment or a client computer. For the details, 
see the following pages: 

CQ P.269 "[Security] How to Set and How to Operate" 

4 

Printer Name 

Assign the printer name for this equipment. You can enter up to120 characters other than =， 

; (semicolon), #, and \ (backslash). "MFP model name-Serial number" is set as the default. 

5 

Printer Information 

Assign the printer information for this equipment. You can enter up to127 characters other 
than = ，： （ semicolon), #， and \ (backslash). 

6 

Web Services Scan 

Select whether the Web Services Scan is enabled or disabled. 

• Enable — Select this to enable the Web Services Scan. 

• Disable — Select tnis to disable the Web Services Scan. 

7 

Scanner Name 

Assign the scanner name for this equipment. You can enter up to120 characters other than 
= ， ； (semicolon), #, and \ (backslash). "MFP model name-Serial number" is set as the 
default. 

8 

Scanner Information 

Assign the scanner information for this equipment. You can enter up to120 characters other 
than = ， ；（ semicolon), #， and \ (backslash). 

9 

Authentication for PC Initiated 

Scan 

Specify whether to enable user authentication before accepting a scan from a client PC. 

• Do not accept any job — Select this not to accept any jobs regardless of the result of 
user authentication. 

• Accept the job if user name is valid — Select this to accept jobs only after successful 
user authentication. 

• Accent anv iob — Select this to acceot anv iobs reaardless of the result of user 
authentication. 
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□ Se 村 ing up LLTD Session 

Enable this setting for confirming the device connection status, installing devices or accessing the TopAccess. This setting 
also allows you to discover the desired device over the local network and view device information such as location, IP 
address, MAC address or profile on the Network Map under the Windows Vista/Windows 7/Windows Server 2008 
environment. 


LLTD Session 

I ok] I Cancel ] Selecting 'Save' in the Main Window is required to Save the new settings' 

1 - Enable LLTD Enable ▼ 

2 - Device Name MFPO 7088510 



Item name 

Description 

1 

Enable LLTD 

Select whether the LLTD setting is enabled or disabled. 

• Enable 一 Enables the LLTD. 

• Disable — Disables the LLTD. 

2 

Device Name 

Enter a device name to be displayed on the Network Map. 

You can enter up to16 characters for the device name. 


□ Se 村 ing up Wake Up Setting 

This section describes how to set network access during the Super Sleep mode. 

Use this setting for a case such as when you want to recover this equipment from the Super Sleep mode by searching this 
equipment over a network. 



Note 


This setting can be enabled only when [Enable] is selected for the Super Sleep mode setting. If not selected, the Wake 
Up setting is disabled because this equipment does not enter the Super Sleep mode. 

Cfl P.143 "Setting up Energy Save" 


Wake Up Setting 

[OKI [Cancel j Selecting 'Save'in the Main Window is required to Save the new settings. 


Please set the protocol for Wake up from Super Sleep mode. 
Select up to 4 items 



Protocol 

回 

ARP 

回 

SNMP for IPv4 

〇 

SNMP for IPv6 

图 

SMB 

巧 

Bonjour 

H 

Neighbor Discovery ( し ink Local Address) 

B 

Neighbor Discovery(Manual) 

B 

LLMNR 

B 

LLTD 

B 

SLP 

回 

Web Services for IPv4 

B 

Web Services for IPv6 
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Item name 

Description 

1 

Protocol 

Select protocols to be used for recovering this equipment from the Super Sleep mode. Up to 

4 protocols can be selected. 

• ARP 

Select this to enable address resolution when this equipment is used under IPv4 
environment. 

• SNMP for IPv4 

Select this to search this equipment over the network with SNMP protocol when Client 
Utilities is used under IPv4 environment. 

• SNMP for IPv6 

Select this to search this equipment over the network with SNMP protocol when Client 
Utilities is used under IPv6 environment. 

• SMB 

Select this to enable domain name resolution when NetBIOS name is used under IPv4 
environment. 

• Bonjour 

Select this to search this equipment over the network with Bonjour protocol. 

• Neighbor Discovery (し ink Local Address) 

Select this to enable address resolution when this equipment is used under IPv6 
environment. 

• Neighbor Discovery(Manual) 

Select this to enable address resolution when this equipment is used under IPv6 
environment. 

• LLMNR 

Select this to enable domain name resolution when NetBIOS name is used under IPv6 
environment. 

• LLTD 

Select this to search this equipment over the network with Nmap display when Network 
Mapper is used. 

• SLP 

Select this to enable service discovery when SLP is used. 

• Web Services for IPv4 

Select this to search this equipment over the network with WS-Discovery under IPv4 
environment. 

• Web Services for IPv6 

Select this to search this equipment over the network with WS-Discovery under IPv6 
environment. 


Notes 


• The protocol selecting list of the Wake Up setting is made to select the desired protocols regardless of whether the 
selected protocol is enabled or disabled on each protocol setting. If the selected protocol is disabled on its protocol 
setting, however, the Wake Up setting is disabled either and therefore this equipment will not be recovered from the 
Super Sleep mode. 

• When no response is returned from this equipment after you access the network even if a protocol selected on this 
setting is used, retry the access. 


Tip 


If any of the following protocols is selected, this equipment can be recovered from the Super Sleep mode even if the 
Wake Up setting is not set. 

- IPP 
- FTP 
- HTTP 
- SMTP 
- RAW 9100 
- LPD 
- WebService 
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□ Se 村 ing up IP Security 

With the IP security function, you can enable data encryption communication using IPsec (IP Security Protocol). 


Tip 

With the [Flush Connections] button, if the keys for IPsec communication are leaked or a security violation occurs, you 
can manually delete (flush) the current session with the flush connection function and start a new session. If you want 
to delete the information of SAD (Security Association Database) for any reason, you can delete it in the same way. 



IP Security 

Selecting 'Save'in the Main Window is required to Save the new settings. 

Disable ▼ 






- Filter | Manual Key | IKE 

边 I Pm 

Ije I Pp 

む 


I Add II Delete] 






I l™erName |f 冊が A, 

ion I 







Item name 

Description 

1 

[Return] button 

Closes the [IP Security] screen. 

2 

Enable IPsec 

Specify whether or not to enable IPsec. 

• Enable — Enables IPsec. 

• Disable 一 Disables IPsec. 

3 

Policy 

Select a policy to use in IPsec. 

To enable data encryption communication using IPsec, you must first create IPsec policies 
according to your system environment. 
m P.182 ‘‘[Add Policy] / [Modify Policy] screen" 

4 

Filter 

Creates a filter for the IPsec environment. 

[Add] button — You can add a filter on the [Add Filter] screen, 
ca P.174 "[Add Filter] / [Modify Filter] screen" 

[Delete] button — Select filters to delete and click the [Delete] button to delete them. 

Filter Name — Click a registered filter name to modiTy its content. 

CQ P.174 "[Add Filter] / [Modify Filter] screen" 

Filter Action — Displays the action of the registered filter. 

5 

Manual Key 

Set the IPsec manual key. 

[Add] button — You can add a manual key on the [Add Manual Key] screen. 

CQ P.176 ‘‘[Add Manual Key] / [Modify Manual Key] screen" 

[Delete] button — Select manual keys to delete and click the [Delete] button to delete 
them. 

Manual Key Name — Click a registered manual key name to modify its content. 

CQ P.176 ‘‘[Add Manual Key] / [Modify Manual Key] screen" 

Encryption Algorithm — Displays the registered encryption algorithms. 

6 

IKE Key 

Set the IPsec IKE key. 

[Add] button — You can add an IKE key on the [Add IKE] screen. 
m P.178 ‘‘[Add IKE]/ [Modify IKE] screen" 

[Delete] button — Select keys to delete and click the [Delete] button to delete them. 

Key Name — Click a registered key name to modify its content. 

圏 P.178 ‘‘[Add IKE]/ [Modify IKE] screen" 

IKE Type — Displays the registered IKE types. 

7 

Profile 

First create a filter and a manual key or IKE key according to your IPsec environment, and 
then create profiles by combining them. 

[Add] button — You can add a profile on the [Add Profile] screen. 

CQ P.180 "[Add Profile] / [Modify Profile] screen" 

[Delete] button — Select profiles to delete and click the [Delete] button to delete them. 
Profile Name — Click a registered profile name to modify its content. 

CQ P.180 "[Add Profile] / [Modify Profile] screen" 

Profile Mode — Displays the registered profile mode. 
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Item name 

Description 

8 

Policy 

Create a policy to use in IPsec by combining the registered profiles. 

[Add] button — You can add a policy on the [Add Policy] screen. 
m P.182 ‘‘[Add Policy] / [Modify Policy] screen" 

[Delete] button — Select policies to delete and click the [Delete] button to delete them. 
Policy Name — Click a registered policy name to modify its content. 

鹽 P.182 ‘‘[Add Policy] / [Modify Policy] screen" 


[Add Filter] / [Modify Filter] screen 

You can display this screen by clicking the [Add] button for Filter or a registered filter name. 
You can create a filter to use in IPsec. 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
11 


Md Filter 


[5 呵 「Cancel \[ Reset | Selecting 'Save'in the Main Window is required to Save the new settings. 


■ Filter Name 

■ Internet Protocol Version 

■ Source Address 

■ Destination Address 


[My IP Address 


J 


Any IP Address ▼ P 


— Protocol Type 

Any ▼ 

— Source Port 

I Any -I 

— Destination Port 

I Any -I 

-Filter Action 

© Permit 


O Block 


I み Negotiate Security 
Security Protocol Type ESP ▼ 


1 - 
2 - 

3 - 

4 - 

5 - 

6 - 

7 - 

8 - 
9 - 
lo¬ 
ll- 


Modify Filter 


|QK]PCancel |[Reset | Selecting 'Save'in the Main Window is required to Save the new settings. 


■ Filter Name 

■ Internet Protocol Version 
- Source Address 

■ Destination Address 

■ Protocol Type 

■ Source Port 

■ Destination Port 
-Filter Action 


testOI 
IPv4 ▼ 


[My IP Address 


] 


Any IP Address ▼ [ 


Any 


I Any 

，| 

I Any 

▼I 


© Permit 
© Block 

( 今 I Negotiate Security 
Security Protocol Type ESP ▼ 



Item name 

Description 

1 

[OK] button 

Saves the folder setting. 

2 

[Cancel] button 

Cancels registration of the folder. 

3 

[Reset] button 

Returns the settings to the defaults. 

4 

Filter Name 

Enter a filter name. You can enter up to 63 alphanumerical characters and symbols other 
than #， o/o, &，+， \ (backslash),' (apostrophe), : (semicolon) and ， (comma). 

5 

Internet Protocol Version 

Select the IP version for IPsec. 

• IPv4 — Select this to use IPsec under the IPv4 environment. 

• IPv6 — Select this to use IPsec under the IPv6 environment. 

6 

Source Address 

The IP address of this equipment is set as the source address to which the filter is applied. 
[My IP Address] is displayed in this box. This item cannot be changed. 

7 

Destination Address 

Specify the destination address for the communication to which the filter is applied. 

• Specific IP Address — Set a specific IP address. Enter the IP address in the address 
input box. 

• Subnet / Prefix — Set the destination with its IP address and subnet mask. Enter the IP 
address and the prefix of the subnet mask directly in the address input box. 

• FQDN — Sets FQDN for the destination. Enter FQDN in the address input box. 

• Anv IP Address — Set anv IP address. 
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Item name 

Description 

8 

Protocol Type 

Select a protocol for the filter. 

• Any — Set any protocol. 

• TCP — Select this to use TCP only. 

• UDP — Select this to use UDP only. 

• に MP — Select this to use に MP only. 

9 

Source Port 

Specify the source port number. This setting is available only if you selected TCP or UDP in 
the protocol type setting. 

• Any — Set any source port. 

• Port Number — Set the port number of the sender. Enter the port number in the port 
number input box. 

10 

Destination Port 

Set the destination port number. This setting is available only if you selected TCP or UDP in 
the protocol type setting. 

• Any — Set any destination port. 

• Port Number — Set the port number of the destination. Enter the port number in the 
port number input box. 

11 

Filter Action 

Set the operation of the filter. 

• Permit — Select this to permit access from the specified destination. 

• Block — Select this to block access from the specified destination. 

• Neaotiate Securitv — IPsec communication is Derformed with the soecified 
destination. When this item is set, you must select the security protocol type to be used 
in IPsec communication from the following: 

- ESP — Select this to use ESP (Encapsulating Security Payload). 

- AH 一 Select this to use AH (Authentication Header). 
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[Add Manual Key] / [Modify Manual Key] screen 

You can display this screen by clicking the [Add] button for Manual Key or a registered manual key name. 
You can set a manual key to use in IPsec. 


2 

3 

4 

5 

6 


_^d Manual Key 


[5 り [Cancel I ["Reset | Selecting 'Save' in the Main Window is required to Save the new settings. 


* Required 

— -Manual Key Name 
— Encryption Algorithm 
— Hash Algorithm 
-Inbound Key 

Security Parameter Index 
ESP Encryption Key 
ESP Authentication Key 
AH Authentication Key 
-Outbound Key 

Security Parameter Index 
ESP Encryption Key 
ESP Authentication Key 
AH Authentication Key 


^SPI should be between 256 and 4095 


■^SPI should be between 256 and 4095 


1 

Modify Manual Key 


2 - 

3 

|OK| I Cancel || Reset | Selecting 'Save' in the Main Window is required to Save the new settings. 


* Required 


4 - 

: 卜 Manual Key Name 

TESTD1 ‘ 

5 - 

I - Encryption Algorithm 

None ▼ 

6 - 


SHA1 ▼ 

7 

Inbound Key 



Security Parameter Index 

300 *^SPI should be between 256 and 4095 


ESP Encryption Key 

I ! 


ESP Authentication Key 

12345678901234 涨 78 弧 


AH Authentication Key 

12345678901234567890 

8 - 

Outbound Key 



Security Parameter Index 

300 should be between 256 and 4095 


ESP Encryption Key 

I I 


ESP Authentication Key 

1234567 班 012345 目 78 卵 


AH Authentication Key 

12345678 弧 1234567 朗〇 



Item name 

Description 

1 

[OK] button 

Saves the key setting. 

2 

[Cancel] button 

Cancels registration of the key. 

3 

[Reset] button 

Returns the settings to the defaults. 

4 

Manual Key Name 

Enter the name of the manual key. You can enter up to 63 alphanumerical characters 
and symbols other than #, % ，&, +, \ (backslash), ' (apostrophe), : (semicolon) and ， 
(comma). 

5 

Encryption Algorithm 

Select an encryption algorithm. 

• None — Select this not to Derform data encrvotion. 

• AES-256-CBC — Select this to use AES-CBC (256 bits). 

• AES-192-CBC — Select this to use AES-CBC (192 bits). 

• AES-128-CBC — Select this to use AES-CBC (128 bits). 

• 3DES-CBC — Select this to use 3DES-CBC. 

• DES-CBC — Select this to use DES-CBC. 

6 

Hash Algorithm 

Select a hash algorithm. 

• SHA1 — Select this to use SHA1. 

• MD5 — Select this to use MD5. 

• AES-XCBC-MAC — Select this to use AES-XCBC-MAC. 
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Item name 

Description 

7 

Inbound Key 

Select a key for the receiving side. 



Security Parameter Index 

Specify a security parameter index (SPI) for identification. 



ESP Encryption Key 

Enter an ESP (Encapsulating Security Payload) encryption key. 



ESP Authentication Key 

Enter an ESP (Encapsulating Security Payload) authentication key. 



AH Authentication Key 

Enter an AH (Authentication Header) authentication key. 

8 

Outbound Key 

Select a key for the destination. 



Security Parameter Index 

Specify a security parameter index (SPI) for identification. 



ESP Encryption Key 

Enter an ESP (Encapsulating Security Payload) encryption key. 



ESP Authentication Key 

Enter an ESP (Encapsulating Security Payload) authentication key. 



AH Authentication Key 

Enter an AH (Authentication Header) authentication key. 
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■IKE Type 
IKE Version 

み IKEv1 (Main Mode) 

Authentication Method 

Certificate 
'み Preshared Key 

© IKEv2 

Authentication Method 

Certificate 
Preshared Key 
Local ID 
Remote ID 

- Session Key Settings 
Generate a new key after 28801 


[Note: This selection will be applicable for all IKEv1 settings] 


I IP Address ，j [ 
I 口 Address ， I [ 


O Enable PFS 


-FirterlKE Transforms 
Integrity 
回 SHA1 
因 MD5 

日 AES-XCBC-MAC 


Encryption 

0AES-256-CBC 
0 AES-192-CBC 
图 AES-128-CBC 
0AES-CTR 
图 3DES-CBC 
巧 DES-CBC 


D 怖た Heilman algorithm MODP 1024 (Group 2) 


■IKE Type 
IKE Version 

(O) IKEvKMain Mode) 

Authentication Method 

Certificate 
I 多 Preshared Key 

© IKEv2 

Authentication Method 

Certificate 
Preshared Key 
し 0 巧 I ID 
Remote ID 

-Session Key Settings 
Generate a new key afler 28 孤 I 


[Note: This selection will be applicable for all IKEv1 settings] 


L 


[IP Address ▼! [ 
[IP Address ▼! [ 


に ] Enable PFS 


-FilterlKE Transforms 
Integrity 
回 SHA1 
BmD5 

Oaes-xcbc-mac 


Encryption 
[□aES-256-CBC 
0 AES-192-CBC 
图 AES-128-CBC 
因 AES-CTR 
图 3DES-CBC 
因 DES-CBC 


D 怖卜 Heilman algorithm MODP 1024 (Group 2) 


[Add IKE]/ [Modify IKE] screen 

You can display this screen by clicking the [Add] button for IKE Key or a registered key name. 
You can set an IKE key to use in IPsec. 



Item name 

Description 

1 

[OK] button 

Saves the key setting. 

2 

[Cancel] button 

Cancels registration of the key. 

3 

[Reset] button 

Returns the settings to the defaults. 
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Item name 

Description 

4 

IKE Key Name 

Enter the name of the IKE key. You can enter up to 63 alphanumerical characters and 
symbols other than #, %，&, +, \ (backslash),' (apostrophe), ; (semicolon) and ， 
(comma). 


Tip 

Up to 30 IKE keys can be created. 

5 

IKE Type: 


IKEv1 (Main Mode) 

Select this to use IKEv1. 

Certificate — Select this to use an electronic certificate. To select this, IPsec 
certificate must be installed in this equipment in advance. 

Preshared Key — Select this to perform authentication by sharing key information 
with the recipient of the communication in advance. Enter key information to be shared 
in the entry box. You can enter up to128 alphanumerical characters and symbols 
other than ", &, <, \,' (back quote) ，{，い and a space. 

If you register more than one Preshared Key for IKEv1, only the one that you 
registered last will be valid. 

IKEv2 

Select this to use IKEv2. 

Certificate — Select this to use an electronic certificate. To select this, IPsec 
certificate must be installed in this equipment in advance. 

Preshared Key — Select this to perform authentication by sharing key information 
with the recipient of the communication in advance. Enter key information to be shared 
in the entry box. You can enter up to128 alphanumerical characters and symbols 
other than ", &, <, \,' (back quote) ，{，い and a space. 

• Local ID — Select among IP Address, FQDN, Email and Key-ID. When you have 
selected the Key-ID, enter the value to the corresponding item. You can enter up 
to128 alphanumerical characters and symbols other than ", &，< 八 ' (back quote), 
{，い and a space 

• Remote ID — Select among IP Address, FQDN, Email and Key-ID. When you 
selected FQDN, Email or Key-ID, enter a value corresponding to the item you 
selected. You can enter up to128 alphanumerical characters and symbols other 
than "，&，<， \ ，’ (back quote) ，い ， =and a space 

6 

Session Key Settings: 


Generate a new key after 

Enter the interval between generating key information for IPsec communications in 
seconds. Set the interval period for regenerating key information for IPsec 
communication from 60 seconds to 604,800 seconds (7 days). 

Enable PFS — Select the check box when using the PFS (Perfect Forward Secrecy) 
function in IKE. 

7 

FilterlKE Transforms: 


Integrity 

Select the authentication algorithm to be used in IKE. 

• SHA1 — Select this to use SHA1. 

• MD5 — Select this to use MD5. 

• AES-XCBC-MAC — Select this to use AES-XCBC-MAC. 

Encryption 

Select the encryption algorithm to be used in IKE. 

• AES-256-CBC — Select this to use AES-CBC (256 bits). 

• AES-192-CBC — Select this to use AES-CBC (192 bits). 

• AES-128-CBC — Select this to use AES-CBC (128 bits). 

• AES-CTR — Select this to use AES-CTR. 

• 3DES-CBC — Select this to use 3DES-CBC. 

• DES-CBC — Select this to use DES-CBC. 

Diffie-Hellman algorithm 

Select the Diffie-Hellman group to be used in IKE. 

• MODP 768 (Group 1) — Select this to use the MODP group in 768 bits. 

• MODP 1024 fGrouD 2) — Select this to use the MODP arouD in 1024 bits. 

• MODP 2048 (Group 14) — Select this to use the MODP group in 2048 bits. 

• Elliptic Curve P-256 (Group 19) — Select this to use Elliptic Curve P-256. 

• Elliptic Curve P-384 (Group 20) — Select this to use Elliptic Curve P-384. 

• Elliptic Curve P-521 (Group 21) — Select this to use Elliptic Curve P-521. 
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[Add Profile] / [Modify Profile] screen 

You can display this screen by clicking the [Add] button for Profile or a registered profile name. 

You can create a profile for an IPsec environment by combining the registered filter and either a manual key or an IKE key. 


I Add Profile 


2 

3 

4 


I 


I |0K|| Cancel || Re se 。 Selecting 'Save' in the Main Window is required to Save the new settings. 


^Tunnel Settings 
Tunnel mode No ▼ 

IPv4/IPv6 Address 「 


—Key Selection 
Key 


TESTOI(IKEvl)▼ 


—Proposals 
ESP Transforms 


AH Transforms 


Integrity 

Encryption 

回 SHA1 

B MD5 

B AES-XCBC 

巧 AES-256-CBC 

E AES-192-CBC 
图 AES-128-CBC 
因 AES-CTR 
图 3DES-CBC 
巧 DES-CBC 
巧 None 


Session Key Settings 



Session Key Settings 

回 Generate a new key after 

3600 

I /Seconds 

回 Generate a new key after 

100000 

I /KBytes 


BipCOMP Transform 


[Move Up I Move Down 1 


Move 


Filler Name 

Filter Action 

Destination Address 

& 

巧 

testOI 

Negotiate Security 

Any IP Address 


2 

3 

4 

5 


r Modify Profile 

I I 

I |0K|| Cancel || Re set] Selecting 'Save'in the Main Window is required to Save the new settings. 

-- Profile Name TESTD1| 

- Tunnel Settings 

Tunnel mode Yes ▼ 

IPv4/IPv6 Address 192.1 目 8.1.1 


6 


■Key Selection 

Key TESTO1(IKEv1 ) ， 


-Proposals 
ESP Transforms 


Integrity 

Encryption 

图 SHA1 

D MD5 
巧 AES-XCBC 

O AES-256-CBC 

O AES-192-CBC 
图 AES-128-CBC 

O AES-CTR 
图 3DES-CBC 

O DES-CBC 

0 None 


OIPCOMP Transform 



图 SHA1 
Emds 
Eaes-xcbc 


Session Key Settings 


Session Key Settings 

回 Generate a new key after 

弗加 

Seconds 

日 Generate a new key after 

100000 

/KBytes 


8 - IP Fitter 


[Move Up If Move Down I 


Move 


Filter Name 

Fitter Action 

Destination Address 

© 

回 

testOI 

Negotiate Security 

Any IP Address 



Item name 

Description 

1 

[OK] button 

Saves the profile setting. 

2 

[Cancel] button 

Cancels registration of the profile. 

3 

[Reset] button 

Returns the settings to the defaults. 
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Item name 

Description 

4 

Profile Name 

Enter the profile name. You can enter up to 63 alphanumerical characters and symbols 
other than #， o/o, &，+， \ (backslash), ' (apostrophe), ; (semicolon) and ， (comma). 


Tip 

Up to 30 

profiles can be created. 

5 

Tunnel Settings: 


Tunnel mode 

Select whether or not to use tunnel mode for IPsec communications. 

• Yes — Select this to use the tunnel mode. 

• ^ — Select this not to use the tunnel mode. (The transport mode will be used 
instead.) 

IPv4/IPv6 Address 

Enter the IP address for the gateway which encrypts and decrypts data in tunnel 
mode. 

6 

Key Selection: 


Key 

Displays the IKE key settings registered in the equipment. IKE keys already registered 
in this equipment are displayed. 

7 

Proposals: 


ESP Transforms 

Specify the transform for ESP. 

• Integrity — Selects the authentication algorithm to be used in ESP. 

- SHA1 — Select this to use SHA1. 

- MD5 — Select this to use MD5. 

- AES-XCBC — Select this to use AES-XCBC. 

• Encryption — Selects the encryption algorithm to be used in ESP. 

- AES-256-CBC — Select this to use AES-CBC (256 bits). 

- AES-192-CBC — Select this to use AES-CBC (192 bits). 

- AES-128-CBC — Select this to use AES-CBC (128 bits). 

- AES-CTR — Select this to use AES-CTR. 

- 3DES-CBC — Select this to use 3DES-CBC. 

- DES-CBC — Select this to use DES-CBC. 

- None — Select this not to perform data encryption. 

AH Transforms 

Specify the transform for AH. 

• Integrity — Selects the authentication algorithm to be used in AH. 

- SHA1 — Select this to use SHA1. 

- MD5 — Select this to use MD5. 

- AES-XCBC — Select this to use AES-XCBC. 

Session Key Settings 

Specify the session key for IPsec communications. 

• Session Key Settings — Sets an interval for regenerating the session key. The 
interval can be set in time or the amount of data. Select the desired check box and 
then key in the value in the entry box. 

- Generate a new key after [ ]/Seconds — Specify the interval between key 
generations in seconds. Specify within the range from 180 to 86,400 seconds 
(24 hours). 

- Generate a new key after [ ]/KBytes — Specify the data volume between key 
generations in Kbytes. Specify within the range from 20,480 to 214,783,647 
Kbytes. 

IPCOMP Transform 

Select if using the IPCOMP transform. 

8 

IP Filter 

You can display a list of filter settings registered in this equipment. Select the check 
box for the filter to be applied to the profile. If more than one filter is registered, you can 
change their order in the list. Click [Move] for the desired filter, and then click [Move 

Up] or [Move Down] to move the filter. 
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[Add Policy] / [Modify Policy] screen 

You can display this screen by clicking the [Add] button for Policy or a registered policy name. 
You can create a policy to use in IPsec by combining the registered profiles. 


1 

2 

3 

4 


Add Policy 

—OKU Cancel 1 Selecting 'Save'in the Main Window is required to Save the new settings. 


Policy Name 



Profile Name 

I 巧 

TEST01 


2 

3 

4 


Modify Policy 

—OKl[ Cancel | Selecting 'Save' in the Main Window is required to Save the new settings. 


Policy Name TESTD1 


-j 

Profile Name 

图 

TEST01 



Item name 

Description 

1 

[OK] button 

Saves the profile setting. 

2 

[Cancel] button 

Cancels registration of the profile. 

4 

Policy Name 

Enter the policy name. You can enter up to 63 alphanumerical characters and symbols 
other than # ， o/o, &，+， \ (backslash),' (apostrophe), ; (semicolon) and ， (comma). 

Tip 


Up to10 policies can be created. 

4 

Profile Name 

Select profiles to apply to the policy. 

You can select multiple profiles. 
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Copier Setting 
Default setting 
Color Mode 

Original Mode for Color 
Original Mode for Black 
Exposure for Color 
Exposure for Black 
Bypass feed 
BOOK>2 
Magazine Sort 
2in1 Mini 
Maximum Copies 
Auto 2-sicled Mode 
Sort Mode Priority 


Description 


Item name 


Full Color ▼ 
Text/Photo ▼ 
Text/Photo 
Manual ▼ 

Auto ▼ 

Plain マ 

Open from left ▼ 
Open from left ▼ 


Write Laterally マ 



OFF 


Non-Sort ▼ 


■ Copier settings 

You can specify copier settings. 


Tip 

The [Copier] submenu can be accessed from the [Setup] menu on the [Administration] tab. 

See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

m P.183 "Se 扣 ng up Default setting" 

Cfl R185 "Setting up Copy Job Enforcement Continue" 

□ Se 村 ing up Default se 村 ing 

In Default setting, you can set the default copier settings that apply for copy operation from the touch panel. 


Color Mode 


Select the default color mode for copying. 

• Auto Color — The equipment automatically judges the type of each color on originals. 
Colored originals are copied in full colors and black and white originals are copied in 
black and white. 

• Full Color — All originals are copied in full colors. 

• Black — All originals are copied in black and white. 


Only [Black] can be selected when the No Limit Black function is enabled. For the details of the No Limit Black function, refer 
to the MFP Management Guide. 


2 Original Mode for Color 


Select the default original mode for color originals. 

• Text/Photo — Originals with text and photographs mixed. 

• Text — Originals with text (or text and line art) only. 

• Photo — Originals with general photographs on photographic printing paper. 

• Printed Image — Originals with photogravure (e.g. magazine, brochure). 

• Map — Originals with fine illustrations or text. 


3 Original Mode for Black 


Select the default original mode for black and white originals. 

• Text/Photo — Originals with text and photographs mixed. 

• Text — Originals with text (or text and line art) only. 

• Photo — Originals with photographs. 

• Image Smoothing — Originals with text and photographs mixed (especially originals 
requiring higher reproducibility on photos). 


4 Exposure for Color 


Select the type of image density for color copies. 

• Auto — Select this to set the Auto mode as the default exposure for color copy. The 
Auto mode automatically detects the density of the original to make copies at the 
optimum exposure. 

• Manual — Select this to set the Manual mode as the default exposure for color copy. 
The manual mode allows you to manually specify the density of the original. 


123456789WW?! 
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Item name 

Description 

5 

Exposure for Black 

Select the type of image density for black and white copies. 

• Auto — Select this to set the Auto mode as the default exoosure for black and white 
copies. The Auto mode automatically detects the density of the original to make copies 
at the optimum exposure. 

• Manual — Select this to set the Manual mode as the default exposure for black and 
white copies. The manual mode allows you to manually specify the density of the 
original. 

6 

Bypass feed 

Select the default paper type for the Bypass Tray. 

7 

BOOK > 2 

Select the default page arrangement of the book-type originals for Book to 2-sided copies. 

• Ooen from left — Select this to codv the booklet oriainals that are read from a left oaae. 

• Open from right — Select this to copy the booklet originals that are read from a right 
page. 

8 

Magazine Sort 

Select the default page arrangement for magazine sort copies. 

• Ooen from left — Select tnis to create a booklet that can be read from the left oaae. 

• Open from right — Select this to create a booklet that can be read from the right page. 

9 

2in1 Mini 

Select the default page arrangement for 2in1/4in1 copies. 

• Write Laterallv — Select this to codv two oaaes or four oaaes from left to riaht or too to 
bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment copies 
them from left to right. When the landscape originals are copied using 2in1 or 4in1, this 
equipment copies them from top to bottom. 

• Write Vertically — Select this to copy each two pages or four pages from right to left or 
top to bottom. When the portrait originals are copied using 2in1 or 4in1, this equipment 
copies them from right to left. When the landscape originals are copied using 2in1 or 
4in1, this equipment copies them from top to bottom. 

10 

Maximum Copies 

Select the maximum numbers of pages that users can specify for copying. You can select 
from [9999]*, [999] ， [99] or [9]. 

11 

Auto 2-sided Mode 

Select how the 2-sided mode initially applies to copy settings when originals are set in the 
Automatic Document Feeder. 

• OFF — Select this to initially apply [1 ->1 SIMPLEX] when originals are set in the 
Automatic Document Feeder. 

• One-sided/Double-sided — Select this to initially apply [1->2 DUPLEX] when originals 
are set in the Automatic Document Feeder. 

• Double-sided/Double-sided — Select this to initially apply [2 - >2 DUPLEX] when 
originals are set in the Automatic Document Feeder. 

• User Selection — Select this to initially display the screen to select the 2-sided mode 
when originals are set in the Automatic Document Feeder. 

12 

Sort Mode Priority 

Select the default sort mode for copying. 


This function is not available for some models. 
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□ Setting up Copy Job Enforcement Continue 


Copy Job Enforcement Coiitiiuie 



Automatic Change Of Paper Source 

OFF 

- 

■ Paper Of Different Direction 

"off" 


■Auto Exit Tray Change Cascade Print) 

OFF 

▼ 

■ Suspend Printing if Stapler Empty 

ON 


■ Continue Printing when Punch Dust is full 

OFF 

▼ 




Item name 

Description 

1 

Automatic Change Of Paper 

Source 

Specify whether or not to change the paper source automatically when the size of the 
original and the paper in the paper source do not match. 

• ON — Select this to change the paper source and continue processing the job. 

• OFF 一 Select this to stop the job. 

2 

Paper Of Different Direction 

Specify whether or not to copy on paper which is loaded in the paper source in a different 
orientation from the original. 

• ON — Select this to continue processing the job by copying on paper in a different 
orientation. 

• OFF 一 Select this to stop the job. 

3 

Auto Exit Tray Change (Cascade 
Print) 

Specify whether or not to switch the receiving tray automatically. 

• ON — Select this to continue processing the job by switching the receiving tray. 

• OFF 一 Select this to stop the job. 

4 

Suspend Printing if Stapler Empty 

Specify whether to stop printing when staples run out. 

• ON — Select this to stop printing when staples run out. 

• OFF — Select this not to stop printing when staples run out. 

5 

Continue Printing when Punch 

Dust is full 

Specify whether to continue printing when the punch dust bin is full. 

• ON — Select this to continue printing even when the punch dust bin is full. 

• OFF — Select this to stop printing when the punch dust bin is full. 
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Fax Setting 

—Terminal 。 

-Fax Number 
-Line2 Number 
-Ringer Volume 
-MonitorVolume 
-Completion Tone Volume 
-Reception Mode 
-Remote RX 
-Dial Type 
-DialType(Line2) 

■Lin も 2 Mode 


-MemoryTransmission Report 
-Multi Transmission Report 
-Polling Report 


0 I を ©©©©©©© 7 
0 © © © ( を ©©©© 7 
0 © © ©© 毎 I © © © 7 


Auto 


OFF 
P 己 
PB 


START 00 



END 

弧 ： 00 

■Resolution 

Standard ▼ 

-Original Mode 

Text 

▼ 

-Exposure 

(®) Auto ■ © © © © I 

■RTI 

OFF 

▼ 

■ECM 

ON 

▼ 

■Discard 

ON 

▼ 


ON 

▼ 

■ Duplex Print 

OFF 

▼ 

■ Rotate Sort 

OFF 

▼ 

■RecoveryTransmit 

ON 

▼ 


Stored Time 6 ▼ 

■Journal Auto Print 

ON 

▼ 


ON ERROR(Print 1st Page Image) 
ON ERROR(Print 1st Page Image) 
ON ERROR マ 

Always(Print 1st Page Image) 


■ Fax settings 

You can specify fax settings. 


The [Fax] submenu can be accessed from the [Setup] menu on the [Administration] tab. 

See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

□ Se 村 ing up Fax Se 村 ing 

In Fax Setting, you can set the default fax settings that apply to fax operations from the touch panel. 


Some items may not be displayed or may not function on some models. 


Tip 


Tip 



Item name 

Description 

1 

Terminal ID 

Enter the terminal ID name (company name) to identify this equipment. The name will be 
printed at the leading edge of all documents transmitted. 

2 

Fax Number 

Enter the fax number of this equipment. This fax number will be printed at the leading edge 
of all documents transmitted from Line 1. 

3 

Line2 Number 

Enter the fax number for Line 2 of this equipment, if installed. This fax number will be printed 
at the leading edge of all documents transmitted from Line 2. 

4 

Ringer Volume 

Select the ringer volume. 

5 

Monitor Volume 

Select the volume of the line monitor during transmission. 

6 

Completion Tone Volume 

Select the volume of the line monitor when completing the printing of a received fax. 


12345678 9^^ RISlSiSQS 
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Item name 

Description 

7 

Reception Mode 

Select how this equipment activates when a fax is received. 

• Auto — Select this to automatically receive incoming originals when the bell rings. 

Select this when the line is being used exclusively by the fax transmission. 

• Manual — Select this to manually receive incoming originals after pressing the [Start] 
button on the control panel. 

• TEL/FAX — Select this to automatically detect whether the incoming call is a telephone 
call or a fax transmission. Select this option when connecting this equipment to a line 
which is also used as a telephone line. 

8 

Remote RX 

Select the method of a remote reception of a fax using an external telephone device. 

• OFF — Select this to disable the remote RX function. 

• DIAL — Select this to talk on the phone first and then start receiving by a dial operation. 

• ON HOOK — Select this to receive by replacing the telephone receiver within the 
specified duration. 

9 

Dial Type 

Select the dial type for Line 1. 

• DP — Select this to use the Dial Pulse type for Line 1. 

• MF 一 Select this to use Multi-frequency type for Line 1. 


Tip 

The follov 
- 10PP 
- 20PP 
- PB- 

ving items are displayed for some models. 

S — Select this to use the Dial Pulse type for 10PPS. 

S — Select this to use the Dial Pulse type for 20PPS. 

Select this to use a tone type push phone line. 

10 

Dial Type(Line 2) 

Select the dial type for Line 2, if installed. 

• DP — Select this to use the Dial Pulse type for Line 2. 

• MF — Select this to use Multi-frequency type for Line 2. 


Tip 

The follov 
- 10PP 
- 20PP 
- PB- 

ving items are displayed for some models. 

S — Select this to use the Dial Pulse type for 10PPS. 

S — Select this to use the Dial Pulse type for 20PPS. 

- Select this to use a tone type push phone line. 

11 

Line-2 Mode 

Select how Line 2 is used, if installed. 

• Tx / Rx — Select this to use Line 2 for sending and receiving a fax. 

• Rx Only (24 Hour) — Select this to use Line 2 only for receiving a fax. 

• Rx Only (Timer) — Select this to use Line 2 only for receiving a fax during specified 
time. When this is selected, enter the start time and end time that Line 2 is used for only 
receiving a fax. 

12 

Resolution 

Select the default resolution for sending faxes. 

• Standard — Select this to use the standard mode as the default resolution. This mode 
is suitable when you are frequently transmitting text documents with normal size 
characters. 

• Fine — Select this to use the fine mode as the default resolution. This mode is suitable 
when you are transmitting documents with small size characters or fine drawings. 

• Ultra Fine — Select this to use the ultra fine mode as the default resolution. This mode 
is suitable when you are transmitting documents with very small size characters or 
detailed drawings. 

13 

Original Mode 

Select the default image quality mode for sending faxes. 

• Text — Select this to set the Text mode as the default image quality mode appropriate 
for sending text originals. 

• Text/Photo — Select this to set the Text/Photo mode as the default image quality mode 
appropriate for sending originals containing both text and photos. 

• Photo — Select this to set the Photo mode as the default image quality mode 
appropriate for sending photo originals. 

14 

Exposure 

Select the default exposure for sending faxes. 

Select [Auto] to automatically apply the ideal contrast according to the original or select the 
contrast manually in 11 stages. 

15 

RTI 

Select whether to print a reception header (RTI) on received faxes to clearly identify the 
time, date, and page count of received faxes. 

16 

ECM 

Select whether to enable or disable the ECM (Error Correction Mode) to automatically re¬ 
send any portion of the document affected by phone line noise or distortion. 

17 

Discard 

Select whether to discard the lower portion of the received fax image if it is larger than the 
recording paper. 

18 

Reduction 

Select whether to reduce the received fax image if it is larger than the effective printing area 
of the recording paper. 
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Item name 

Description 

19 

Duplex Print 

Select whether to print the received fax images on both sides of the recording paper. 

20 

Rotate Sort 

Select whether to rotate the output direction in the tray for each reception. 

21 

Recovery Transmit 

Select whether to re-transmit a fax after failing the initially specified number of redial 
attempts. When this is enabled, select the stored time length from 1 to 24 hours. 

22 

Journal Auto Print 

Select whether to automatically print a transmission and reception journal after every 
transmission completed. 

23 

Memory Transmission Report 

Select how to print a result report after a memory transmission. 

• OFF — Select this to not print a memory transmission report. 

• Always — Select this to print a memory transmission report with all page images for 
each memory transmission completed. 

• ON ERROR — Select this to print a memory transmission report with all page images 
only when the memory transmission is not successfully completed. 

• Always(Print 1st Page Image) — Select this to print a memory transmission report with 
the 1st page image for each memory transmission completed. 

• ON ERROR(Print 1st Paae Imaae) — Select this to orint a memorv transmission reoort 
with the 1st page image only when the memory transmission is not successful. 

24 

Multi Transmission Report 

Select how to print a result report after a multi-address transmission. 

• OFF — Select this to not print a multi-address transmission report. 

• Always — Select this to print a multi-address transmission report with all page images 
for each multi-address transmission completed. 

• ON ERROR — Select this to print a multi-address transmission report with all page 
images only when the multi-address transmission is not successfully completed. 

• Always(Print 1st Page Image) — Select this to print a multi-address transmission 
report with the 1st page image for each multi-address transmission completed. 

• ON ERRORfPrint 1st Paae Imaae) — Select this to orint a multi-address transmission 
report with the 1st page image only when the multi-address transmission is not 
successful. 

25 

Polling Report 

Select how to print a result report after a multi-polling reception. 

• OFF — Select this to not print a multi-polling report. 

• Always — Select this to print a multi-polling report for each multi-polling reception. 

• ON ERROR 一 Select this to orint a multi-Dollina reoort onlv when the multi-Dollina 
reception is not successful. 

26 

Relay Originator 

Select how to print a result report after a relay transmission. 

• OFF — Select this to not print a relay station report. 

• Always — Select this to print a relay station report with all page images for each relay 
transmission completed. 

• ON ERROR — Select this to print a relay station report with all page images only when 
the relay transmission is not successful. 

• Alwavs(Print 1st Paae Imaae) — Select this to orint a relav station reoort with the 1st 
page image for each relay transmission completed. 

• ON ERROR(Print 1st Page Image) — Select this to print a relay station report with the 
1st page image only when the relay transmission is not successful. 


188 [Setup] Item list 






[Administration] Tab Page 


■ Save as File settings 

You can configure the Save as file settings that apply to the Save as file operations. 


Tip 

The [Save as file] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

CQ P.189 "Setting up Local Storage Path" 

CQ P.190 "Setting up Storage Maintenance" 

CQ P.190 "Setting up Destination" 

CQ P.190 "Setting up Folder Name" 
m P.191 "Setting up Format" 

CQ P.191 "Setting up Single Page Data Saving Directory" 

CQ P.192 "Setting up File Composition" 

CQ P.192 "Setting up User Name and Password at User Authentication for Save as File" 
ffl P.192 "Setting up Searching Interval" 

CQ P.193 "Setting up Remote 1 and Remote 2" 

CQ P.194 "Setting up N/W-Fax Destination" 

CQ P.194 "Setting up N/W-Fax Folder" 



□ Se 村 ing up Local Storage Path 

You can see the folder path where files are stored by the Save as file to local folder. You can open the local folder by 
browsing this equipment from a Windows network. 


Local Storage Path 

1 - Storage Path RLE_SHARE 

2 - 9 Send scanned documents to a sub folder in the storage path. 

(The subfolders will be named after the associated template and will be ofthe 化 rmat: Group Number-GroupName- 
TemplateName) 

3 — I - ; Send scanned documents directly to the storage path. 



Item name 

Description 

1 

Storage Path 

Displays the local storage path where files are stored when files are saved to the local folder 
by the Save as file functions. 

2 

Send scanned documents to a sub 
folder in the storage path. 

Select this to save the files in the sub folder that is named as "Group Number-Group Name- 
Template Name". 

3 

Send scanned documents directly 
to the storage path. 

Select this to save the files directly in the storage path. 
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□ Setting up Storage Maintenance 

In Storage Maintenance, you can select how to delete files stored in the local folder. 


Note 


The folder that was created when storing the files in the local folder will be deleted automatically when all files in the 
folder are deleted. 


Storage Maintenance 

1 I !' Do not delete documents automatically 

2 — I - 9 Delete documents after pO day(s) 



Item name 

Description 

1 

Do not delete documents 
automatically 

Select this to delete files stored in the local folder manually. If you select this option, files 
saved in the shared folder will not be deleted automatically. 

2 

Delete documents after [ ] day(s) 

Select this to automatically delete files stored in the local folder after a specified number of 
days. When this is selected, enter the number of days that the files are to remain. [30days] 
is set as the default. 


□ Setting up Destination 

You can specify whether a network folder can be used for Save as file. 


1 I '; Do not allow any network folder to be used as a destination 

2 I Q Use Network Folder Destination 

3 - 1 - Default file path Use local folder マ 



Item name 

Description 

1 

Do not allow any network folder to 
be used as a destination 

You can specify that a network folder cannot be used for Save as file. When this is selected, 
users can only save a file in the local folder or USB media. 

2 

Use Network Folder Destination 

You can specify that a network folder can be used for Save as file. When this is selected, set 
the Remote 1 and Remote 2 Settings to specify how users can select the network folders for 
Save as file destinations. 

3 

Default file path 

Select the destination that will be set as the default destination when performing Save as file 
from the control panel. 

• Use local folder — Select this to save in a local folder. 

• Remote 1 — Select this to save in the folder set in Remote 1. 

• Remote 2 — Select this to save in the folder set in Remote 2. 


□ Se 村 ing up Folder Name 

You can select whether to add information related to this equipment or users to the name of a folder created automatically 
when you save files. 


1 - j - Folder Name Setting Add MachineName ▼ 



Item name 

Description 

1 

Folder Name Setting 

Select additional information of the name of a folder created when you save files. 

• Disable — Select tnis not to add anv information. 

• Add MachineName — Select this to add the NetBIOS name of this equipment. 

• Add UserName — Select this to add a user name set in user authentication. 


190 [Setup] Item list 

















































[Administration] Tab Page 


□ Se 村 ing up Format 

You can set how to name files of the scanned images when you save them into the "FILE_SHARE" folder of this 
equipment or USB. 


1 

2 

3 

4 


Format 

■File Name Formate*) 

■ Date Format の 

■ Page Number Format の 
- Sub ID Format 


[FileName]-[Date]-[Page] ▼ 
[YYYY][MM][DD][HH][mm][SS] 


4digits ▼ 


AUTO ▼ 

*These settings are applied to the file attached to Email. 



Item name 

Description 

1 

File Name Format 

Select the format of the file name. Information such as file name, date and time or page 
number is added according to the selected format. The added information will also be 
applied to file names attached to E-mails. 

• rFileNamel-FDatel-rPaael 

• [FileName]-[Page]-[Date] 

• [Date]-[FileName]-[Page] 

• [Date]-[Page]-[Filename] 

• [Page]-[FileName]-[Date] 

• [Page ； |-[DateHFileName] 

2 

Date Format 

Select how you add "date and time" of the file name selected in [File Name Format]. The 
added information will also be applied to file names attached to E-mails. 

• rYYYYirMMirDDiriHHirmmirSSl 一 Year (4 diaits). month, dav. hour, minute and second 
are added. 

• [YY][MM][DD][HH][mm][SS] — Year (2 digits), month, day, hour, minute and second 
are added. 

• [YYYY][MM][DD] — Year (4 digits), month, and day are added. 

• [YY][MM][DD] — Year (2 digits), month, and day are added. 

• [HH][mm][SS] — Hour, minute and second are added. 

• [YYYY][MM][DD][HH][mm][SS][mmO] — Year (4 digits), month, day, hour, minute, 
second and random number (2 digits and "0") are added. 

3 

Page Number Format 

Select the number of digits of a page number applied to "Page" of the file name selected in 
[File Name Format] from 3 to 6. The added information will also be applied to file names 
attached to E-mails. [4digits] is set as the default. 

4 

Sub ID Format 

This equipment automatically adds a sub ID (identification number) to the name of a file that 
you are saving the same file name exists. You can select the number of digits of this sub ID 
from 4 to 6 or [AUTO]. [AUTO] is selected by default. If [AUTO] is selected, a sub ID (4 to 6 
digits, selected randomly) is added according to the status of the file name. 



□ Se 村 ing up Single Page Data Saving Directory 

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a 
single-page file. This setting is to select whether a subfolder is created or not when you are saving a single-page file. 


I Single Page Data Saving Directoiy 

1 - j - 毎 I Save under a subfolder 

1 - © Save without creatina a subfolder 



Item name 

Description 

1 

Save under a subfolder 

A subfolder is created in a specified directory and you can save the file into it. 

2 

Save without creating a subfolder 

A subfolder is not created and the file is saved in a specified directory. 
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□ Setting up File Composition 

If [SINGLE] is selected in [MULTI/SINGLE PAGE] on the scan menu of this equipment, the scanned data are saved as a 
single-page file. This setting is to select a page configuration of a single-page file to be saved. The added information will 
also be applied to file names attached to E-mails. 


File Con^osition(*) 

1 'O' Scanning 1 page makes 1 file. (2-sided originals become 2 files.) 

2 ' _ Make to the file like a scanned manuscript. (2-sided originals become 1 files.) 
When making a single page file, this setting is applied. 

This settina is applied to the file attached to an Email. 



Item name 

Description 

1 

Scanning 1 page makes 1 file. (2- 
sided originals become 2 files.) 

When 1 page of an original is scanned, the scanned data are saved as 1 file. When you 
scan 1 sheet of a 2-sided original, for example, the data of its front side are saved as 1 file 
and those of its back side are also saved as 1 file. 

2 

Make to the file like a scanned 
manuscript. (2-sided originals 
become 1 files.) 

When 1 page of an original is scanned, the scanned data are saved as 1 file. When you 
scan 1 sheet of a 2-sided original, for example, the data of both the front and back sides (= 2 
pages) are saved as 1 file. 


□ Setting up User Name and Password at User Authentication for Save as File 

If user authentication is enabled, you can select whether a user name and a password used for user authentication are 
automatically applied to [LOGIN USER NAME] and [PASSWORD] to be used for saving files into a network folder 
(specified in REMOTE 1/2) or not. This setting is applied only when [Use Network Folder Destination] of the Destination 
setting for the Remote 1or the Remote 2 is checked. 


User Name and Password at User Authentication for Save as File 

1 I 9 Username and password of the device 

2 — I - O Login User Name and Password 

(Template registration User Name and Password is prioritized to expand template) 

3 —; Login User Name and Password 

(Login User Name and Password is prioritized to expand template) 



Item name 

Description 

1 

User name and password of the 
device 

User names and passwords being logged in will not be applied. Enter [LOGIN USER NAME] 
and [PASSWORD] as required when scanning originals. 

2 

Login User Name and Password 
(Template registration User Name 
and Password is prioritized to 
expand template) 

A user name and a password being logged in will be automatically applied. When a template 
is used, a user name and a password registered there will be automatically applied. 

3 

Login User Name and Password 
(Login User Name and Password is 
prioritized to expand template) 

A user name and a password being logged in will be automatically applied. When a template 
is used, the user name and password being logged in will be applied. 


□ Setting up Searching Interval 

Select the interval for searching expired files in the "FILE_SHARE" folder. The content of this setting will also be applied to 
files in e-Filing boxes. 


Searching Inteival 

1 - Deleting Expired File 12 Hour(s) 

This setting is applied to the e-Filing document. 



Item name 

Description 

1 

Deleting Expired File [ ] Hour(s) 

This equipment searches expired files every time a specified period of time has passed. The 
period can be selected from 1 to 24 hours.12 hours is set by default. 

Tip 

You can set the expiration date of each file in the "FILE_SHARE" folder or whether to delete expired files or not using the items 
below. 

CQ P.190 "Setting up Storage Maintenance" 
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□ Setting up Remote 1 and Remote 2 

In Remote 1 and Remote 2, you can specify how users can select the network folders for Save as file destination when 
you select [Use Network Folder Destination] in the Destination setting. You can specify two network folders; Remote 1 and 
Remote 2. The setting items are the same for both Remote 1 and Remote 2. 


Note 


The network folder as a destination must be set to be shared by all users. 


1 - 

2 - 

3 - 

4 - 

5 - 

6 - 

7 - 

8 - 
9 - 
10 - 


Remote 1 and Remote 2 Settings 
—171 Remote 1 


Allow the following network folder to be used as a destination 「 Remote Setting List ] 
tocol み ) SMB ©FTP ©FTPS © NetWare IPX^SPK ©NetWare TCP/IP 


-Server Name I 
- Port Number に ommand)|- 


■ Network Path 庐 ClientOI \users\scanned 
■Login User Name] 


■Password 卜 I 


Retype Password!^ 


圓二 Allow user to select network folder to be used as a destination 



Item name 

Description 

1 

[Remote 1]/[Remote 2] 

Select the remote network folder you want to use. 

2 

Allow the following network folder 
to be used as a destination 

Select this to restrict users to select only the network folder that you have specified. 
Otherwise, select [Allow user to select network folder to be used as a destination]. 

3 

Protocol 

Select the protocol to be used for uploading a file to the network folder. 

• SMB — Select this to send a file to the network folder usina the SMB orotocol. 

• FTP — Select this to send a file to the FTP server. 

• FTPS — Select this to send a file to the FTP server using FTP over SSL. 

• NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using 
the IPX/SPX protocol. 

• NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using 
the TCP/IP protocol. 

4 

Server Name 

When you select [FTP] as the protocol, enter the FTP server name or IP address where a 
scanned file will be sent. For example, to send a scanned file to the "ftp:// 192.168 .1.1/user/ 
scanned" FTP folder in the FTP server, enter "192.168.1.1" in this box. 

When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or 
Tree/Context name (when NDS is available). 

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file 
server. 

You can enter up to 64 alphanumerical characters and symbols. 

5 

Port Number(Command) 

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally 
"is entered for the control port. When is entered, the default port number, that is set for 
FTP Client by an administrator, will be used. If you do not know the default port number for 
FTP Client, ask your administrator and change this option if you want to use another port 
number. 

You can enter a value in the range from 0 to 65535 using numbers and hyphens is set 

as the default. 

6 

Network Path 

When you select [SMB] as the protocol, enter the network path to the network folder. For 
example, to specify the "users\scanned" folder in the computer named "ClientOI", enter 
"\\Client01\users\scanned". 

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For 
example, to specify the "ftp:// 192.168 .1.1/user/scanned" FTP folder in the FTP server, enter 
"user/scanned". 

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder 
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare 
file server, enter "\sys\scan". 

You can enter up to128 alphanumerical characters and symbols. 

7 

Login User Name 

Enter the log-in user name to access an SMB server, an FTP server, or a NetWare file 
server, if required. When you select [FTP] as the protocol, an anonymous log-in is assumed 
if you leave this box blank. 

You can enter up to 32 alphanumerical characters and symbols. 

8 

Password 

Enter the password to access an SMB server, an FTP server, or a NetWare file server, if 
required. You can enter up to 32 alphanumerical characters, symbols, and spaces. A single 
space only can also be entered. 

9 

Retype Password 

Enter the same password again for a confirmation. 
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Item name 

Description 

10 

Allow user to select network folder 
to be used as a destination 

Select this to allow users to specify a network folder as a destination. Otherwise, select 
[Allow the following network folder to be used as a destination]. 

Tip 

If you want to allow users to specify either Remote 1or Remote 2, select the one that is not set for the network folder as a 
destination and select [Allow user to select network folder to be used as a destination] of the selected folder. 


□ Se 村 ing up N/W-Fax Destination 

You can configure a network folder to store documents that are sent using the N/W-Fax driver with the Save as file option 
enabled. 


N/W-Fax Destination 

1 — j - 9 Do not allow any network folder to be used as a destination 

2 — I - Use Network Folder Destination 



Item name 

Description 

1 

Do not allow any network folder to 
be used as a destination 

Select this to not allow any network folders to be used as Save as file destinations for N/W- 
Faxes documents. When selected, users can only save an N/W-Fax document with the 

Save as file option enabled to local storage. 

2 

Use Network Folder Destination 

Select this to allow network folders to be used as Save as file destinations for N/W-Fax 
documents. When selected, set the N/W-Fax Folder settings to specify which network folder 
to use. 


□ Se 村 ing up N/W-Fax Folder 

In the N/W-Fax Folder, you can specify in which network folder N/W-Fax documents are saved. 


1 

2 

3 

4 

5 

6 
7 


N/W-Fax Folder 

-Protocol み SMB ©FTP ©FTPS © NetWare IPX/SPX ©NetWare TCP/IP 

-Server Name I 

-Port Number に ommand) |- 

-NetworkPathi 

■Login User Name | 

-Password I Retype Password | 



Item name 

Description 

1 

Protocol 

Select the protocol for uploading an N/W-Fax document to a network folder. 

• SMB — Select this to send an N/W-Fax document to the network folder usina the SMB 
protocol. 

• FTP — Select this to send a file to the FTP server. 

• FTPS — Select this to send a file to the FTP server using FTP over SSL. 

• NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using 
the IPX/SPX protocol. 

• NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using 
the TCP/IP protocol. 

2 

Server Name 

When you select [FTP] as the protocol, enter the FTP server name or IP address where an 
N/W-Fax document will be sent. For example, to send an N/W-Fax document to the "ftp:// 
192.168 .1.1/user/scanned" FTP folder in the FTP server, enter "192.168.1.1" in this box. 
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or 
Tree/Context name (when NDS is available). 

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file 
server. 

3 

Port Number(Command) 

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally 
"is entered for the control port. When is entered, the default port number, that is set for 
FTP Client by an administrator, will be used. If you do not know the default port number for 
FTP Client, ask your administrator and change this option if you want to use another port 
number. 
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Item name 

Description 

4 

Network Path 

When you select [SMB] as the protocol, enter the network path to the network folder. For 
example, to specify the "users\scanned" folder in the computer named "ClientOI", enter 
"\\Client01\users\scanned". 

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For 
example, to specify the "ftp:// 192.168 .1.1/user/scanned" FTP folder in the FTP server, enter 
"user/scanned". 

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder 
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare 
file server, enter "\sys\scan". 

5 

Login User Name 

Enter the login user name to access an SMB server, an FTP server, or a NetWare file server, 
if required. When you select [FTP] as the protocol, an anonymous login is assumed if you 
leave this box blank. 

6 

Password 

Enter the password to access an SMB server, an FTP server, or a NetWare file server, if 
required. The space can be entered. 

7 

Retype Password 

Enter the same password again for a confirmation. 
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■ Email settings 

You can configure the E-mail settings that are needed for Scan to Email operations. This section describes necessary 
settings for E-mail transmissions. 


Tip 

The [Email Setting] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 

Cfl P.22 "Access policy mode" 
m P.140 "[Setup] Item list" 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 


□ Se 村 ing up Email Se 村 ing 

You can specify the file format, fragment message size, and default body strings that apply to the Scan to Email 
documents. 


Email Setting 

1 From Address 

2 — j — From Name 

3 - Message Header (Inbound FAX Routing) 

4 - File Format (日 lack) 

5 - ! - File Format(Color) 

0 Number of Retry 

7 I Retry interval 

8 Fragment Message Size 

g - Default Body Strings 


© Received from: (Sender's TSI) 
(§) Received by: (Receiver's CSI) 
PDF(Multi) ▼ 

PDF(Multi) ， 

3 

1 Minutes 
No Fragmentation ▼ 


10 

11 

12 


■Body String Transmission 
■BCC Address Display 

*As for "File Name Formaf/'Date Form が ."Page Number Format'."File Composition" of the attached file, 
the setting of the "Save as file" is applied. 

■图 From Address cannot be edited in Scan to Email. 


Enable ▼ 
OFF ▼ 



Item name 

Description 

1 

From Address 

Enter the E-mail address of this equipment. 

The [From Address] must be entered to enable E-mail transmission. However, the E-mail address of the user who is logged in 
to this equipment will be automatically set if any user management settings apart from MFP local authentication are enabled. 
For more information about User Management Setting, see the following section: 

CQ P.139 "[Administration] Tab Page" 

2 

From Name 

Enter the name of this equipment. 

3 

Message Header (Inbound FAX 
Routing) 

Select TTI to be used as a subject when the received Internet Fax is forwarded. 

4 

File Format(Black) 

Select the file format of files to be sent when scanning in black mode. 

• TIFF (Multi) 一 Select this to save scanned images as a Multi-page TIFF file. 

• TIFF (Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF (Multi) 一 Select this to save scanned imaaes as a Multi-oaae PDF file. 

• PDF (Single) — Select this to save scanned images separately as Single-page PDF 
files. 

• XPS (Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS (Single) — Select this to save scanned images separately as Single-page XPS 
files. 
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Item name 

Description 

5 

File Format(Color) 

Select the file format of files to be sent when scanning in color mode. 

• TIFF (Multi) — Select this to save scanned images as a Multi-page TIFF file. 

• TIFF (Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF (Multi) 一 Select this to save scanned imaaes as a Multi-oaae PDF file. 

• PDF (Single) — Select this to save scanned images separately as Single-page PDF 
files. 

• Slim PDF (Multi) 一 Select this to save scanned images as Multi-page slim PDF files. 
Select this when you give priority to minimizing the file size over quality of image. 

• Slim PDF (Single) — Select this to save scanned images separately as Single-page 
slim PDF files. Select this when you give priority to mininmzing the file size over quality of 
image. 

• XPS (Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS (Single) — Select this to save scanned images separately as Single-page XPS 
files. 

• JPEG 一 Select this to save scanned images as JPEG files. 

I 

Tip 

Files save 
Windows 

I 

3d in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1 ， or Windows XP SP2/ 
Server 2003 SP1or later versions with Net Framework 3.0 installed. 

6 

Number of Retry 

Enter the number of times to try sending scanned images when it fails. "3" is set as the 
default. 

7 

Retry interval 

Enter the interval to try sending scanned images when it fails.[1 minutes] is set as the 
default. 

I 

When the 
Internet F 
CQ P.198 

I 

[Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and [Retry interval] options in the 
ax settings are also changed. 

"Setting up InternetFax Setting" 


Fragment Message Size 

Select the size of the message fragmentation. 

9 

Default Body Strings 

Enter the body text that will be automatically entered in the [Body] box when users operate 
Scan to Email from the touch panel. This sets only the default body text, so that it can be 
changed on each operation by users. 

10 

Body Strings Transmission 

Select whether the body strings will be sent or not. 

11 

BCC Address Display 

Select whether or not to display the BCC address entry column. 

• ON — Select this to display the BCC address entry column. 

• OFF — Select this not to display the BCC address entry column. 

12 

From Address cannot be edited in 
Scan to Email. 

Select this item to prohibit modification of the From Address. 
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■ InternetFax settings 

You can specify Internet Fax settings. This section describes necessary settings for Internet Fax transmissions. 


Tip 

The [InternetFax] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 


□ Se 村 ing up InternetFax Setting 

You can specify the fragment page size and default body strings that apply to the Internet Faxes. 


InternetFax Setting 

1 - j - From Address 

2 --い omName 

3 Message Header (Inbound FAX Routing) 

4 I Number of Retry 

5 I Retry interval 

6 - j - Fragment Message Size 

7 - ! - Default Body Strings 


User01@example.com 

UsetOI 

© Received from: (Sender's TSI) 
(を Received by: (Receiver's CSI) 
3 

1 Minutes 
No Fragmentation ▼ 


8 


■Body String Transmission 


Enable ▼ 



Item name 

Description 

1 

From Address 

Enter the E-mail address of this equipment. 





The [From Address] must be entered to enable Internet Fax transmission. However, the E-mail address of the user who is 
logged in to this equipment will be automatically set if any user management settings apart from MFP local authentication are 
enabled. For more information about User Management Setting, see the following section: 

CQ P.139 "[Administration] Tab Page" 

下 

From Name 

Enter the name of this equipment. 

3 

Message Header (Inbound FAX 
Routing) 

Select TTI to be used as a subject when the received Internet Fax is forwarded. 

4 

Number of Retry 

Enter the number of times to try sending the Internet Faxes when it fails. "3" is set as the 
default. 

5 

Retry interval 

Enter the interval to try sending the Internet Faxes when it fails.[1 minutes] is set as the 
default. 





When the [Number of Retry] and [Retry interval] options are changed, the [Number of Retry] and [Retry interval] options in the 
E-mail settings are also changed. 

CQ P.196 "Email settings" 

6 

Fragment Message Size 

Select the size of the message fragmentation. 

7 

Default Body Strings 

Enter the body text that will be automatically entered in the [Body] box when users operate 
Scan to Internet Fax from the touch panel. Tnis sets only the default body text, so that it can 
be changed on each operation by users. 

8 

Body String Transmission 

Select whether the body strings will be sent or not. 
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■ Printer/e-Filing settings 


Tip 

The [Printer/e-Filing] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 

Cfl P.22 "Access policy mode" 
m P.140 "[Setup] Item list" 

□ Setting up Printer/e-Filing Job Enforcement Continue 


1 

2 

3 

4 

5 

6 


Priiiter.e-Filiiig Job Enforcement Coiithuie 


-Automatic Change Of Paper Source 

OFF 


—Paper Of Different Direction 

OFF 

▼ 

-Enforcement Continue (Illegal Paper) 

OFF 

▼ 

■Auto Exit Tray Change にが cade Print) 

off" 

- 

-Suspend Printing if Stapler Empty 

OFF 

▼ 

-Continue Printing when Punch Dust is full 

ON 




Item name 

Description 

1 

Automatic Change Of Paper 

Source 

Specify whether or not to change the paper source automatically when the size of the 
original and the paper in the paper source do not match. 

• ON — Select this to change the paper source and continue processing the job. 

• OFF 一 Select this to stop the job. 

2 

Paper Of Different Direction 

Specify whether or not to copy on paper which is loaded in the paper source in a different 
orientation from the original. 

• ON — Select this to continue processing the job by copying on paper in a different 
orientation. 

• OFF 一 Select this to stop the job. 

3 

Enforcement Continue (Illegal 

Paper) 

Specify whether or not to continue processing the job forcibly when the specified output tray 
is incorrect. 

• ON — Select this to print to the specified output tray. 

• OFF 一 Select this to stop the job. 

4 

Auto Exit Tray Change (Cascade 
Print) 

Specify whether or not to switch the receiving tray automatically. 

• ON — Select this to continue processing the job by switching the receiving tray. 

• OFF 一 Select this to stop the job. 

5 

Suspend Printing if Stapler Empty 

Specify whether to stop printing when staples run out. 

• ON — Select this to stop printing when staples run out. 

• OFF — Select this not to stop printing when staples run out. 

6 

Continue Printing when Punch 

Dust is full 

Specify whether to continue printing when the punch dust bin is full. 

• ON — Select this to continue printing even when the punch dust bin is full. 

• OFF — Select this to stop printing when the punch dust bin is full. 
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■ Printer settings 

You can configure how the printer works and the printer options needed for the raw print jobs. 


Tip 

The [Printer] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

Cfl P.200 "Se 扣 ng up General Setting" 

Cfl R201 "Setting up Default Raw Job Setting" 

Cfl P.202 "Setting up Raw Job Setting" 


□ Se 村 ing up General Setting 

In General Setting, you can specify the printer related options. 



Printer Setting 



i 

General Setting 

14 Days ▼ 





2 — 


Enable ▼ 


3 — 

- Wide A4 Mode (for PCL) 

Disable ▼ 


4 — 


None 

- 



Item name 

Description 

1 

Period of time to save 

Private,Hold,Proof and invalid Jobs 

Select how long the private, hold, and test print jobs are kept. You can select in the range 
from 1 to12 hours, or from 1 to 30 days. Select [Indefinite] to retain all jobs in the queues 
until a user manually deletes them.[14 Days] is set as the default. 

2 

LT<—>A4 / LD <->A3 

Select whether to print a document intended for one paper size can be printed on paper of a 
different size. For example, you can print a document set up for Letter size on A4 paper. 
When disabled, this equipment will prompt users for the correct paper size. [Enable] is set 
as the default. 

3 

Wide A4 Mode (for PCL) 

Select whether the width of the printable area of copy paper is widened or not when you are 
printing a PCL print job on A4 paper. Select [Enable] to widen it for approx. 3.5 mm / 0.14 
inch (when in a portrait direction) and approx.1.5 mm / 0.06 inch (when in a landscape 
direction). Thus more data can be printed for each line. [Disable] is set as the default. 

4 

Restriction for Print Job 

Select whether or not to restrict printing certain print jobs. 

• None — Select this to orint all data. 

• Only Private — Select this to print private print jobs only. 

• Only Hold — Select this to print hold print jobs only. 

• Only Private/Hold — Select this to print private and hold print jobs only. 
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□ Se 村 ing up Default Raw Job Setting 

In Default Raw Job Setting, you can specify the default raw job setting, which applies to a raw job for which no queue 
name is specified or for which a specified queue name does not exist. 


Tip 

You can also add LPR queue names and specify the raw job setting for each queue. 
Cfl P.202 "Setting up Raw Job Setting" 


Default Raw Job Setting 


1 - 
2 - 

3 - 

4 - 

5 - 

6 - 

7 - 

8 - 
9 - 
10 - 
11 - 
12 - 

13- 

14- 

15- 


Raw Jobs - Duplex Printing 

Raw Jobs - Default Paper Size 

Raw Jobs - Default PaperType 

Raw Jobs - Default Orientation 

Raw Jobs - Default Stapling 

Raw Jobs - Default Output Tray 

PCLForm Line 

PCL Font Pitch 

PCL Font Point Size 

PCL Font Number 

PCL Line Termination 

Symbol set 

Paper Source 

Do not Print Blank Pages 

Letterhead Print Mode 


Disable ▼ 


A4 

▼ 

Plain 

- 


Portrait 
OFF ▼ 



12.0 


10.0 

12.0 

0 

Auto 
Roman-8 
Auto 
ON マ 

OFF - 




Item name 

Description 

1 

Raw Jobs - Duplex Printing 

Select whether a raw job will be printed on both sides of the paper. 

2 

Raw Jobs - Default Paper Size 

Select the default paper size that applies to a raw job. 

3 

Raw Jobs - Default Paper Type 

Select the default paper type that applies to a raw job. 

4 

Raw Jobs - Default Orientation 

Select the default orientation that applies to a raw job. 

5 

Raw Jobs - Default Stapling 

Select whether a raw job will be stapled. 

6 

Raw Jobs - Default Output Tray 

Select the default output tray that applies to a raw job. A banner page that is created by 
NetWare, UNIX, and Windows operating systems also will be outputted to the tray set here. 


PCL Form Line 

Enter the number of lines printed per page. 

8 

PCL Font Pitch 

Enter the font pitch when the selected font number represents a fixed pitch scalable font. 

The font pitch indicates the number of ANK characters per inch.10 pitch prints 10 ANK 
characters within an inch. 

9 

PCL Font Point Size 

Enter the font size when the selected font number represents a proportionally spaced 
scalable font. The Font Size option allows you to determine the point size (height) of the 
default font. 

10 

PCL Font Number 

Enter the font number of the internal PCL font to be used as the default font for printing. You 
can check the font numbers and internal PCL fonts in the Internal PCL Font List. Refer to the 
Printing Guide for the font number and internal PCL fonts. 

11 

PCL Line Termination 

Select the type of the line termination. 

12 

Symbol set 

Select the symbol set that applies to a raw job. 

13 

Paper Source 

Select the paper source that applies to a raw job. 

14 

Do not Print Blank Pages 

Select whether blank pages are printed or not. 

When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not want to print blank pages 
in these printings, enable [Do not Print Blank Pages] in the UNIX filter command or CUPS setting. For the setting instructions, 
refer to the Software Installation Guide or Printing Guide. 

15 

Letterhead Print Mode 

Select whether the last page (odd page number) is printed on the same side as the other 
odd-number pages when printing both sides of a Raw print job whose total page number is 
odd. Select [ON] to print the last page on the same side (back) as the other odd-number 
pages. Select [OFF] to print it on the same side (front) as even-number pages. 
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Add New LPR Queue 


I Save II Cancel | 


-Queue Name 



-Duplex Printing 

Disable ▼ 


-Paper Size 

A4 マ 


-PaperType 

Plain - 


-Orientation 

Portrait ▼ 



OFF マ 


-Output Tray 

Receiving Tray ▼ 


-PCLForm Line 

12.0 


-PCL Font Pitch 

10.0 


-PCL Font Point Size 

12.0 


-PCL Font Number 

0 


■PCL Line Termination 

Auto ， 


-Symbol set 

Roman-8 

▼ 

-Paper Source 

Auto 

▼ 


■Do not Print Blank Pages ON ▼ 

■Letterhead Print Mode OFF ▼ 


□ Se 村 ing up Raw Job Setting 

In Raw Job Setting, you can add up to16 LPR queue names and specify the raw job setting for each queue. These queue 
names can be used when printing without a printer driver, such as printing from UNIX workstation. 


[Add New LPR Queue]/[Edit] screen 


Raw Job Setting 
1 _LAdd][E¥]fDelete] 

つ J_ I 




Queue Name 

Duplex 

Printing 

Paper Size 

Paper Type 

Orientation 

Stapling 

Output 

Tray 

PCL Form Line 

PCL Font Pitch 

PCL Font Point Size 

PCL Font Number 

PC し Line Termination 

Symbol set 

Paper Source 

Do not Print Blank Pages 

Letterhead Print Mode 


H® 

001 

Disable 

A4 

Plain 

Portrait 

OFF 

InnerTray 

12.0 

10.0 

12.0 

0 

Auto 

Roman-8 

Auto 

ON 

OFF 



Item name 

Description 

1 

[Add] button 

Select this to add a LPR queue. 

CQ P.202 "[Add New LPR Queue]/[Edit] screen" 

2 

[Edit] button 

Select this to edit the LPR queue selected in the LPR queue list. 

CQ P.202 "[Add New LPR Queue]/[Edit] screen" 

3 

[Delete] button 

Select this to delete the LPR queue selected in the LPR queue list. 

4 

LPR queue list 

Select this to display the list of registered LPR queues. 



Item name 

Description 

1 

Queue Name 

Enter the queue name with up to 31 alphanumerical characters. The queue name is case 
sensitive so that "Queuel" and "queuel" will be added as different queues. 

2 

Duplex Printing 

Select whether a raw job will be printed on both sides of the paper. 

3 

Paper Size 

Select the default paper size that applies to a raw job. 

4 

Paper Type 

Select the default paper type that applies to a raw job. 

5 

Orientation 

Select the default orientation that applies to a raw job. 

6 

Stapling 

Select whether a raw job will be stapled. 

7 

Output Tray 

Select the default output tray that applies to a raw job. A banner page that is created by 
NetWare, UNIX, and Windows operating systems also will be outputted to the tray set here. 

8 

PCL Form Line 

Enter the number of lines printed per page. 

9 

PCL Font Pitch 

Enter the font pitch when the selected font number represents a fixed pitch scalable font. 

The font pitch indicates the number of ANK characters per inch.10 pitch prints 10 ANK 
characters within an inch. 

10 

PCL Font Point Size 

Enter the font size when the selected font number represents a proportionally spaced 
scalable font. The Font Size option allows you to determine the point size (height) of the 
default font. 
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Item name 

Description 

11 

PCL Font Number 

Enter the font number of the internal PCL font to be used as the default font for printing. You 
can check the font numbers and internal PCL fonts in the Internal PCL Font List. Refer to the 
Printing Guide for the font number and internal PCL fonts. 

12 

PCL Line Termination 

Select the type of the line termination. 

13 

Symbol set 

Select the symbol set that applies to a raw job. 

14 

Paper Source 

Select the paper source that applies to a raw job. 

15 

Do not Print Blank Pages 

Select whether blank pages are printed or not. 





When printing is performed using the UNIX filters or CUPS, this setting is not reflected. If you do not want to print blank pages 
in these printings, enable [Do not Print Blank Pages] in the UNIX filter command or CUPS setting. For the setting instructions, 
refer to the Software Installation Guide or Printing Guide. 

16 

Letterhead Print Mode 

Select whether the last page (odd page number) is printed on the same side as the other 
odd-number pages when printing both sides of a Raw print job whose total page number is 
odd. Select [ON] to print the last page on the same side (back) as the other odd-number 
pages. Select [OFF] to print it on the same side (front) as even-number pages. 





The Letterhead Print Mode is available only for supported models. 
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■ Print Service settings 

You can configure such print services as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and Email Print. 


Tip 

The [Print Service] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

m P.204 "Setting up Raw TCP Print" CQ P.206 "Setting up FTP Print" 

CQ P.204 "Setting up LPD Print" CQ P.206 "Setting up NetWare Print" 

CQ P.205 "Setting up IPP Print" CQ P.207 "Setting up Email Print" 

□ Setting up Raw TCP Print 

In Raw TCP Print, you can enable or disable the Raw TCP print service. 



I Raw TCP Print 


1 — 


Enable ▼ 

2 — 


9100 

3 — 


Disable ▼ 



Item name 

Description 


Enable Raw TCP 

Enable or disable Raw TCP print service. [Enable] is set as the default. 

下 

Port Number 

If enabling the Raw TCF^ enter the Raw TCP port number for the Raw TCP print. You can 
enter a value in the range from 1024 to 32767. Generally the default value "9100" is used. 

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 


Enable Raw bi-directional 

Enable or disable Raw bi-directional communication. [Disable] is set as the default. 


□ Se 村 ing up LPD Print 

In LPD Print, you can set the LPD print options to enable the LPD/LPR print service. 


LPD Print 

1 - Enable LPD 

2 - j - Port Number 

3 Banners 



Item name 

Description 

T~ 

Enable LPD 

Enable or disable LPD print service. [Enable] is set as the default. 

2 

Port Number 

Enter the port number for LPR printing. You can enter a value in the range from 1 to 65535. 
Generally the default value "515" is used. 

When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

3 

Banners 

Select whether to print a banner page for each print job using LPR printing. [OFF] is set as 
the default. 


Enable ▼ 
515 

OFF ▼ 
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□ Se 村 ing up IPP Print 

In IPP Print, you can set the IPP Print options to enable the IPP print service. 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
11 


IPP Print 

■Enable IPP 
-PorlSO Enable 
■Port Number 
■URL 

-Enable SSL 
-SSL Port Number 
-SSL URL 
■Printer Name 
■Authentication 
■User Name 
■Password 


Enable ▼ 

Disable ▼ 

的 1 

http://MFP0 7088510 :631/Print 
Disable ▼ 

443 

https://MFP0 708851 0:443/Print 
MFPO 7088510 

D に able ▼ 
userOI 



Item name 

Description 

1 

Enable IPP 

Enable or disable the IPP print service. [Enable] is set as the default. 

2 

PortSO Enable 

Enable or disable PortSO for IPP printing. Port63 i is usually used for IPP access so users 
must specify the IPP port to the URL, i.e. "http://<IP address or DNS name>:631/Print"，for 
the IPP port. When this is enabled, this equipment allows IPP access through the PortSO, 
which is the default port for the HTTP access so users do not have to specify the port 
number in the IPP port, i.e. "http://<IP address or DNS name>/Print". [Disable] is set as the 
default. 

3 

Port Number 

If enabling the IPF^ enter the IPP port number. You can enter a value in the range from 1 to 
65535. Generally the default value "631" is used. 





When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you set it by mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

4 

URL 

Display the URL for IPP printing. You cannot change the SSL URL for IPP printing. This SSL 
URL should be set as the print port when users set up the printer driver for IPP printing if the 
SSL for IPP printing is enabled. 

5 

Enable SSL 

Enable or disable SSL for IPP printing. [Disable] is set as the default. 


I Tips I 



• When the SSL is enabled, users can print to the IPP print port using the SSL. To print to the IPP print port using the SSL, 
specify the following URL for the IPP print port. 

https://<IP Address> : <SSL Port Number>/Print 

Example: https:// 192.168 .53.204:443/Print 

• Not all operating systems support SSL for all protocols. 

6 

SSL Port Number 

Enter the port number for SSL. You can enter a value in the range from 1 to 65535. 

Generally the default value "443" is used. 





When the same port number as the secondary one in the HTTP setting (SSL port number when SSL in the HTTP setting is 
enabled) is selected, you cannot access TopAccess or the e-Filing web utility. If you make a mistake, use the control panel of 
the equipment to change the HTTP setting and enter the correct port number. 

7 

SSL URL 

Display the SSL URL for IPP printing. You cannot change the SSL URL for IPP printing. This 
SSL URL should be set as the print port when users set up the printer driver for IPP printing 
if the SSL for IPP printing is enabled. 

8 

Printer Name 

Enter the printer name for IPP printing. You can enter up to127 alphanumerical characters 
and symbols other than =, : (semicolon), #, and \ (backslash). The MFP name is set as the 
default. 

9 

Authentication 

Enable or disable the authentication for creating the IPP queue on the client computers. 
When this is enabled, the dialog box to enter a user name and password will be displayed 
when a user creates the IPP print port. 

• Disable — Select this to disable the authentication. 

• Basic — Select this to enable the authentication. 





When IPP printing is used for printing from a Macintosh computer, do not enable the authentication. The Mac OS does not 
support the authentication for IPP printing. 
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Item name 

Description 

10 

User Name 

Enter the user name when the Authentication option is enabled. Users must enter this user 
name to create an IPP queue on the client computers. You can enter up to127 
alphanumerical characters and symbols. 

11 

Password 

Enter the password when the Authentication option is enabled. Users must enter this 
password to create an IPP queue on the client computers. You can enter up to127 
alphanumerical characters and symbols, "password" is set as the default. 


□ Se 村 ing up FTP Print 

In FTP Print, you can set the FTP Print options to enable the FTP print service. 


FTP Print 

1 - Enable FTP Printing Enable ▼ 

2 - j - Print User Name Print 

3 Print Password 



Item name 

Description 

1 

Enable FTP Printing 

Enable or disable FTP print service. [Enable] is set as the default. 

2 

Print User Name 

Enter the user name if you want to request the log-in user name from someone who 
attempts FTP printing. You can enter up to127 alphanumerical characters and symbols. If 
you leave this box blank, the default user name "Print" is used. 

3 

Print Password 

Enter the password if you want to request the log-in password of users who attempt FTP 
printing. You can enter up to 31 alphanumerical characters and symbols. 


□ Se 村 ing up NetWare Print 

In NetWare Print, you can set the NetWare print options to enable the Novell print service. 





NetWare Print 


1 - Print Server Name MFPO 7088510 

2 Password 

3 Print Queue Scan Rate 30 




Item name 

Description 

1 

Print Server Name 

Enter the print server name that is created in the NetWare file server. You can enter up to 47 
alphanumerical characters and symbols. The MFP name is set as the default. 

2 

Password 

Enter the password that is set to the print server, if required. You can enter up to 31 
alphanumerical characters and symbols. "Print" is set as the default. 

3 

Print Queue Scan Rate 

Enter how frequently to scan the print queues for print jobs. This should be entered in 
seconds. You can enter between 1 to 255. "30" is set as the default. 
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□ Se 村 ing up Email Print 

In Email Print, you can set how the E-mail print jobs are printed. 



Email Priirt 

1 — 


Disable ▼ 

2 — 


Enable ▼ 

3 


5 

4 


Enable ▼ 

5 — 


Disable ▼ 

6 — 



7 — 


Enable ▼ 

8 — 

- Partial Wait time 

24 

9 — 


Disable ▼ 



Item name 

Description 

1 

Enable Print Header 

Select whether to print the E-mail header when receiving E-mail print jobs. [Disable] is set 
as the default. 

2 

Enable Print Message Body 

Select whether to print the body message when receiving E-mail print jobs. [Enable] is set 
as the default. 

3 

Maximum Email Body Print 

Enter the maximum number of pages to print the body strings of the received E-mail print 
job. You can enter between 1 to 99. "5" is set as the default. 

4 

Enable Print Email Error 

Select whether to print the report when an error occurs for E-mail printing. [Enable] is set as 
the default. 

5 

Enable Email Error Forward 

Select whether to send an error message to an administrative E-mail address when E-mail 
printing cannot be completed. [Disable] is set as the default. 

6 

Email Error Transfer Address 

If enabling the Email Error Forward, enter an administrative E-mail address where the error 
message is sent. You can enter up to140 alphanumerical characters and symbols. 

7 

Enable Partial Email 

Select whether to print E-mail jobs that are partially received. [Disable] is set as the default. 

8 

Partial Wait time 

Enter how long this equipment should wait before printing a partial E-mail job. Specify within 
the range from 1 to 24 hours. "24" is set as the default. 

9 

MDN Reply 

Select whether to send an MDN message reply or not when the equipment receives an 

E-mail print job with an MDN request. [Disable] is set as the default. 
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■ にじ Profile settings 

You can set up profiles used in printing functions. 


I Tips I 

• This function is available only for supported models. 

• The [ICC Profile] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 

Cfl P.22 "Access policy mode" 
m P.140 "[Setup] Item list" 

Cfl P.208 "Setting up RGB Source Profile" 

Cfl P.208 "Se 扣 ng up CMYK Source Profile" 

Cfl R209 "Setting up Destination Profile" 

□ Se 村 ing up RGB Source Profile 

Select an input profile to be used for RGB color space conversion when you print RGB data. 


1 - Default Profile SourceRGB_v10 ▼ 

2 - - - 〔 Maintenance i 



Item name 

Description 

1 

Default Profile 

Select an RGB source profile to be displayed as a default setting of the color profile setting 
of a printer driver. You can select among the RGB source profiles already registered in this 
equipment. 

2 

[Maintenance] button 

Click this to perform maintenance of RGB source profiles. The Maintenance RGB Source 
Profile page is displayed as you click this. You can import profiles into this equipment, or 
export or delete the registered profiles. For the details, see the following: 

CQ P.243 "Importing profiles" 

CQ P.244 "Exporting profiles" 
ffl P.246 "Deleting profiles" 


□ Se 村 ing up CMYK Source Profile 

Select an input profile to be used for CMYK color space conversion when you print CMYK data. 


CMYK Source Profile 

1 - Default Profile SourceCMYK_v10 ▼ 

2 - - - •厂 Maintenance ] 



Item name 

Description 

1 

Default Profile 

Select an CMYK source profile to be displayed as a default setting of the color profile setting 
of a printer driver. You can select among CMYK source profiles already registered in this 
equipment. 

2 

[Maintenance] button 

Click this to perform maintenance of CMYK source profiles. The Maintenance CMYK Source 
Profile page is displayed as you click this. You can import profiles into this equipment, or 
export or delete the registered profiles. For the details, see the following: 

CQ P.243 "Importing profiles" 

鹽 P.244 "Exporting profiles" 
ffl P.246 "Deleting profiles" 
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□ Se 村 ing up Destination Profile 

Select an output profile to be used for color space conversion when you print color data. 


1 

2 

3 


Destiluition Profile 


■Default Profile Outp 山 CMYK_v10 ▼ 

Maintenance j 

- Rendering Intent 

© Perceptual 
今 I Relative Colorimetric 
© Saturation 
© Absolute Colorimetric 



Item name 

Description 

1 

Default Profile 

Select a destination profile to be displayed as a default setting of the color profile setting of a 
printer driver. You can select among destination profiles already registered in this 
equipment. 

2 

[Maintenance] button 

Click this to perform maintenance of destination profiles. The Maintenance Destination 

Profile page is displayed as you click this. You can import profiles into this equipment, or 
export or delete the registered profiles. For the details, see the following: 

CQ P.243 "Importing profiles" 

CQ P.244 "Exporting profiles" 
m P.246 "Deleting profiles" 

3 

Rendering Intent 

Select from [Perceptual], [Relative Colorimetric], [Saturation], and [Absolute Colorimetric] for 
the Rendering Intent of the Destination Profile. 
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■ Print Data Converter settings 

For the details of the print data converter, contact your service technician. 


Tip 

The [Print Data Converter] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 


1 

2 


Print Data Converter Setting 

I Print Data Converter Disable ▼ 

I Import New Converter 
File Name 


3 


■ Current Converter — 
I Delete |〔Export i 


jT!?Slan 


I 白 rows© … ]I Import J 


王 ite Size 



Item name 

Description 

1 

Print Data Converter 

Select whether the print data converter function is enabled or disabled. 

You cannot enable the function if the converter setting file has not been imported. 

2 

Import New Converter 

Import the converter setting file. 

Tip 

Click the [Browse...] button to select the file to import and click [Open]. 

Check the file name and click the [Import] button. 

3 

Current Converter 

Display the imported converter setting file. 
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■ Embedded Web Browser settings 

You can set the EWB (Embedded Web Browser) function to display a web page on the touch panel. 


Tip 

The [EWB] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 


Note 


The optional External Interface Enabler (GS-1020) is required to use the EWB (Embedded Web Browser) function. 


Cfl P.211 "Setting up Home Page Setting" 

Cfl P.211"Se 扣 ng up Proxy Setting" 

Cfl R212 "Setting up Server Registration Setting" 
Cfl R212 "Setting up URL List for Menu Screen" 
m P.212 "[Add New URL] screen" 


□ Se 村 ing up Home Page Setting 

You can specify the home page for the EWB function. 


Embedded Web Browser 
Home Page Setting 

Home Page: http://localhost/ 




Item name 

Description 

1 

Home Page 

Enter the URL of the home page. 


□ Se 村 ing up Proxy Se 村 ing 

You can set the proxy for the EWB function. 





Proxy Setting 


1 -- Host Name 

2 Port Number 

3 -- Exception URL 




Item name 

Description 

1 

Host Name 

Enter the host name of the proxy server. 

2 

Port Number 

Enter the port number of the proxy server. 

3 

Exception URL 

Enter URLs which do not use the proxy server delimited with a semicolon (;). 
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□ Se 村 ing up Server Registration Setting 

You can register the address of the server used for the EWB function. 


Server Registration Setting 

1 - @ 

2个„ 

3 — ~[ DeleteJ _ 



Server Address 

◎ 

192.16 8.1.1 



Item name 

Description 

1 

[Add] button 

Registers the server address entered in the entry column into the list. 

2 

Entry column 

Enter the server address. 

3 

[Delete] button 

Deletes the selected server address from the list. 

4 

Server Address list 

Lists the registered server addresses. 


□ Setting up URL List for Menu Screen 

You can register URLs to be displayed in the menu screen on the control panel. 


I 

11111 1 ist for Meiui screen 



[Add] [ Delete | 



No. 

Name 

No. 




巧 

1 

examoleOI 

http: 饥 92.168 .1.1 

巧 

2 

exampleQ2 

http:// 192.168 .10.1 

巧 

3 

exampleQ3 

http:// 192.168 .100.1 






Item name 

Description 

1 

[Add] button 

Registers a URL to be displayed on the control panel. 

CQ P.212 "[Add New URL] screen" 

2 

[Delete] button 

Deletes the selected address from the URL list. 

3 

URL list 

Lists URLs which are displayed on the control panel. 


□ [Add New URL] screen 


Add New URL 

1 - -Save 11 Cancel] 

2n - ' 

3 — j - URL Name 

4 - URL 



Item name 

Description 

1 

[Save] button 

Registers the entered URL name and URL. 

2 

[Cancel] button 

Cancels adding a URL. 

3 

URL Name 

Enter the URL name to be registered. 

4 

URL 

Enter the URL to be registered. 
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■ Off Device Customization Architecture settings 

Set ODCA (Off Device Customization Architecture) when you are linking external application software to services provided 
by this equipment. 

For details, refer to the application software manual. 


Tip 

The [ODCA] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 

Cfl P.213 "Se 扣 ng up Network" 

Cfl R213 "Setting up Configuration" 


□ Setting up Network 



Off Device Customization Architecture Setthiy 


Network 

1 


Enable ▼ 


—Port Number 

49629 



Disable ▼ 

4 ^ 


4 弛 30 



Item name 

Description 

1 

Enable Port 

Select whether the external connection is enabled or disabled. 

2 

Port Number 

Specify the port number where the external connection is enabled. 

3 

Enable SSL Port 

Select whether SSL is enabled or disabled for the external connection. 

4 

SSL Port Number 

Specify the SSL port number where the external connection is enabled. 



□ Setting up Configuration 


Coiifigration 

■ Session Timeout(60-99999) 卵 Seconds 



Item name 

Description 

1 

Session Timeout(60-99999) 

Specify the duration to maintain the connection. 
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■ Version 

Displays version information of your equipment. 


Tip 


The [Version] submenu can be accessed from the [Setup] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Setup] menu: 
ffl P.22 "Access policy mode" 

Cfl R140 "[Setup] Item list" 


I Version Inform 加 on 


- j - Printer Manufacture 

TOSHIBA 


T130SY0W0030 


130M-014 


130S-01 



Item name 

Description 

1 

Printer Manufacture 

Displays the manufacturer name of your equipment. 

2 

Copier Firmware Version 

Displays the firmware version of your equipment. 

3 

Copier Main ROM Version 

Displays the main ROM version information of your equipment. 

4 

Copier Scanner ROM Version 

Displays the copier scanner ROM version information of your equipment. 
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[Setup] How to Set and How to Operate 


This section describes how to set up the equipment using TopAccess. 
Cfl R215 "Setting up General settings" 

Cfl P.217 "Setting up Network settings" 

Cfl P.219 "SNMP V3 settings" 

Cfl P.225 "Setting up Copier settings" 

Cfl R227 "Setting up Fax settings" 

Cfl R229 "Setting up Save as file settings" 

Cfl R231 "Setting up E-mail settings" 

Cfl P.233 "Setting up InternetFax settings" 

Cfl R235 "Setting up Printer/e-Filing settings" 

Cfl P.236 "Setting up Printer settings" 

Cfl P.239 "Setting up Print Service settings" 

Cfl P.241"Se 扣 ng up にじ Profile settings" 

Cfl R248 "Setting up Print Data Converter settings" 

Cfl P.250 "Configuring the EWB function" 

Cfl R252 "Setting up Off Device Customization Architecture settings" 
Cfl R253 "Displaying version information" 


Note 


The paper size for each drawer cannot be set from TopAccess. Set from the touch panel of the equipment. For 
instructions on how to set the paper size for each drawer, refer to the Copying Guide. 


■ Se 村 ing up General se 村 ings 

You can configure general settings such as Device Information, Energy Save, Date & Time, and Web General Setting from 
the [General] submenu under the [Setup] menu. 



Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 


Setting the General settings 


1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

O Click the [Setup] menu and [General] submenu. 



The General submenu page is displayed. 
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4 In the General submenu page, set the General settings as required. 


e-Filiiui 

Log out 


Setup 

General I Network | Copier | Save as file | Email | InternetFax | Printe が e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | Version 
[save I [ Cancel ] 


General Setting 
Device Information 
Name 

Copier Model 
Serial Number 
MAC Address 

Save as File & も F 川 ng Space Available 

Fax Space Available 

Data Cloning Function 

USB Direct Print 

Location 

Contact Information 
Service Phone Number 
Administrative Message 


MFPO 7088510 

TOSHIBA e-STUDlOX) 00 a 

CLE000047 

00:80:91:6C:29:7E 

26205 MB 

977 MB 


Enable ▼ 
Enable ▼ 




You can set the following in this page, 
ffl P.141 "Setting up Device Information" 
ffl P.141 "Setting up Functions" 

CQ P.142 "Setting up e-Filing Notification Events" 

CQ P.142 "Setting up Job Skip Control" 

CQ P.142 "Setting up Restriction on Address Book Operation 
by Administrator" 

Click [Save]. 

The confirmation dialog box appears. 


ca P.143 "Setting up Energy Save" 

CQ P.144 "Setting up Date & Time" 
ca P.144 "Setting up SNTP Service" 

CQ P.145 "Setting up Daylight Savings Time Setting" 
CQ P.145 "Setting up WEB General Setting" 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Network] submenu. 


e-Filind 

Lodout 


General | 


Device | Job Status | Logs | Registration 

I Security | Maintenance | Registration 


[save I 〔 


Network | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EW0 | ODCA | Version 


な 


The Network submenu page is displayed. 

^ In the Network submenu page, click link or scroll the page to find the setting table, and 
click the button of the setting to set the network settings as required. 




You can set the following in this page. 

m P.146 "Setting up TCP/IP" 

CQ P.148 "Setting up Filtering" 
m P.150 "Setting up IPv6" 

CQ P.151 "Setting up IPX/SPX" 
ffl P.151 "Setting up AppleTalk" 

CQ P.152 "Setting up Bonjour" 

CQ P.152 "Setting up LDAP Session" 

CQ P.153 "Setting up DNS Session" 

CQ P.154 "Setting up DDNS Session" 


Ca P.160 "Setting up SMTP Client" 

Ca P.162 "Setting up SMTP Server" 

CQ P.163 "Setting up POPS Network Service" 
CQ P.164 "Setting up FTP Client" 
m P.165 "Setting up FTP Server" 
m P.166 "Setting up SLP Session" 
ca P.167 "Setting up SNMP Network Service" 
CQ P.170 "Setting up Web Services Setting" 
CQ P.171 "Setting up LLTD Session" 


■ Se 村 ing up Network se 村 ings 

You can configure TCP/IP, Filtering, IPX/SPX, AppleTalk, Bonjour, LDAP, DNS, DDNS, SMB, NetWare, HTTP, SMTP 
Client, SMTP Server, POPS, SNTP Settings, FTP Client, FTP Server, SNMP, Security Setting, and others from the 
[Network] submenu under the [Setup] menu. 

Setting the network settings 


1 2 3 
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m P.156 "Setting up SMB Session" CQ P.171 "Setting up Wake Up Setting" 

CQ P.158 "Setting up NetWare Session" CQ P.173 "Setting up IP Security" 

CQ P.159 "Setting up HTTP Network Service" 

5 Click [Save]. 

The confirmation dialog box appears. 

Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 


•Windows Internet Explorer 

画 

When this configuration is changed, the network connection will be 

disconnected. Would you like to continue? 


I OK 

じ ] I Cancel I 


This equipment starts initializing the network interface card to apply the changes. 


Note 


During the initialization of the network interface card, the network will not be available. TopAccess will display 
"Please restart after waiting a few minutes." The touch panel will display "NETWORK INITIALIZING". When this 
message disappears, TopAccess will once again be available. 
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■ SNMP V3 settings 

Cfl R219 "Registering or editing SNMP V3 user information" 
Cfl P.221 "Exporting SNMP V3 user information" 

Cfl R223 "Deleting SNMP V3 user information" 


□ Registering or editing SNMP V3 user information 


2 


Click the [SNMP Network Service] button from the [Network] submenu under the 
[Setup] menu. 

Click [New] to create new SNMP V3 user information, or click the desired user name on 
the list to edit SNMP V3 user information already registered. 


SNMP Network Service 

Selecting 'Save'in the Main Window is required to Save the new settings. 

Enable ▼ 


画 I Cancel] 


Enable SNMP V1 が 2 
Read Community 
Read Write Community 
Enable SNMP V3 


public 


private 


jNev 

Delete 

II Delete All || Export | 




[ 

若 


SNMP V3 User Information 



l^ber 

User Name 

Authentication Protocol 

Privacy Protocol 

Permissions Level 

O 

1 


HMAC-MD5 

None 

Administrator 


Enable SNMP V3 Tr が 
SNMPV3 Trap User Name 
SNMP V3 Trap Authentication Protocol 
SNMP V3 Trap Authentication Password 


HMAC-MD5 ▼ 


3 


The Create SNMP V3 User Information page is displayed. 

Specify the following items and click [Save]. 


Create SNMP V3 User Information 

I Save II Cancel | 


Corff^i ブ le 

MFP 


User Name 



Authentication Protocol 

HMAC-MD5 マ 


Authentication Password 

i 


Privacy Protocol 

None ▼ 


Privacy Password 

I I 


Permissions Level 

General User ， i 



- ^1 


You can set the following in this page. 

Cfl P.169 "[Create SNMP V3 User Information] screen" 

The Create SNMP V3 User Information page is closed and the newly created user information is registered on the 
SNMP V3 user information list. 

The confirmation dialog box appears. 


Tip 

Clicking [Save] on the [Create SNMP V3 User Information] screen instantly registers the SNMP V3 user information, 
enabling the registered user to access this equipment via SNMP over a network. 


4 Click [OK]. 

The specified or modified content is registered. 


Click [OK] to close the SNMP Network Service page. 

The confirmation dialog box appears. 


0 Click [OK]. 

The specified or modified content is registered. 
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7 Click [Save] on the Network submenu page. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 


Windows Internet Explorer 

國 

When this configuration is changed, the network connection will be 

disconnected. Would you like to continue? 


1 OK 

、 1 Cancel 1 

1 



This equipment starts initializing the network interface card to apply the changes. 


Note 


During the initialization of the network interface card, the network will not be available. Top Access will display 
"Please restart after waiting a few minutes." The touch panel will display "NETWORK INITIALIZING". When this 
message disappears, TopAccess will once again be available. 
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□ Exporting SNMP V3 user information 

1 Click the [SNMP Network Service] button from the [Network] submenu under the 
[Setup] menu. 

2 Select the check box of SNMP V3 user information that you want to export from the 
corresponding list, and then click [Export], 



Note 


When "Please save the Network settings before exporting the user information" appears, click [Save] on the 
Network submenu page, and then export. 


3 Right-click the link for the file name of user information to be exported, and then select 
[Save Target As]. 

Export SNMP V3 User Information 


File Name 




Open 

Open in New Window 
Save Target As... 

Print Target 

Cut 


Size 

0.132812 


^2 


Copy 

Copy Shortcut 
Paste 


▼を100% ▼ 


Blog with Windows Live 
包 E-mail with Windows Live 
Translate with Bing 
All Accelerators 

Add to Favorites.., 


Append Link Target to Existing PDF 
Append to Existing PDF 
Convert Link Target to Adobe PDF 
Convert to Adobe PDF 


Properties 


The [Save As] dialog box appears. 
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4 Select the file location and click [Save]. 


Save As 


回 

OO H* ' UserOO い Downloads 


▼ いホ 1 1 Search Downloaas p | 

Organize ▼ New folder 


陪 ▼ @ 1 


A Favorites 
■ Desktop 
ft Downloads 
逊 Recent Places 

目 Libraries 
團 Documents 
ぶ Music 
呂 Pictures 
S Videos 

巧 Computer 
亡 8 □-力 J レデイス- 


Date modified 

No items match your search. 


Type 


File name SNMPv3 -0001 -attribute[l] 

▼ 

Save as type |lD File 

，l 


\ Save 1 I Cancel 1 

-- - 


Close the Export SNMP V3 User Information page. 


食 http;// 157.69 .73.250/Administration/Setup/setting/SNMPV3Export.html?USER=OTHE... らコ -II . 回 ] | 




可 


Export SNMP V3 User Information 


File Name Size 

SMMPv3-QQQ1-attributefn.id 0.132812 


o Internet | Protected Mode; On ▼ み 100% ▼ 


Note 


The export operation may be unstable if administrators are accessing this equipment from multiple computers 
simultaneously in the access policy mode to export information. Be sure that the administrator accesses this 
equipment from only one computer when exporting. 
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□ Deleting SNMP V3 user information 

1 Click the [SNMP Network Service] button from the [Network] submenu under the 
[Setup] menu. 

2 Select the check box of SNMP V3 user information that you want to delete from the 
SNMP V3 user information list, and then click [Delete]. 

Click [Delete All] to delete all the SNMP V3 user information. 


SNMP Network Service 

医弓 [Cancel i Selecting 'Save'in the Main Window is required to Save the new settings. 

Enable ▼ 


Enable SNMP V1 が 2 
Read Community 
Read Write Community 
Enable SNMP V3 


public 


private 
Disable ▼ 


New I I^DeletaiJ T Delete All j[ Export j 


0 1 

Ena^f sir 




SHMP V3 User Information 


0001 


lentic 如 on Pi 
、 C-MD5 


Permissions Level 


Administrator 


|siMPV3 Trap 
SNMPV3 Trap User Name 
SNMP V3 Trap Authentication Protocol 
SNMPV3 Trap Authentication Password 
SNMP V3 Trap Privacy Protocol 


HMAC-MD5 ▼ 


The confirmation dialog box appears. 

3 Click [OK]. 


Windows Internet Explorer 


画 


か 


I I Cancel j 


The SNMP V3 user information is deleted. 


4 Click [OK] to close the SNMP Network Service page. 

The confirmation dialog box appears. 

5 Click [OK]. 

The specified or modified content is registered. 

0 Click [Save] on the Network submenu page. 

The confirmation dialog box appears. 



Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 
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7 Click [OK] to apply the changes. 



This equipment starts initializing the network interface card to apply the changes. 


Note 


During the initialization of the network interface card, the network will not be available. TopAccess will display 
"Please restart after waiting a few minutes." The touch panel will display "NETWORK INITIALIZING". When this 
message disappears, TopAccess will once again be available. 
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Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Copier] submenu. 


e-Filinq 

Logout 


Device | Job Status Logs Registration | Counter j User Management 

Security | Maintenance | Registration 


set 商 

General I S か 


Network | Copier | Save as file | Email | InternetFax | Phnte が e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | QDCA | 


I Save J じ Cancel ] 


Copier I 

% 


The Copier submenu page is displayed. 

In the Copier submenu page, set the copier settings as required. 



TopAccess 





e-Filin" 

Locioiit 

Device j Job Status | 

Logs 

I Registration 

Counter 

I User Management 



Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printe が e-Filin 日 | Printer | Print Service | にじ Profile | Print Data Converter | EWB | QDCA | Version 
[save I [ Cancel ] 


Copier Setting 


Default setting 



Original Mode for Color 
Original Mode for Black 
Exposure for Color 
Exposure for Black 
Bypass feed 
BOOK>2 
Magazine Sort 
2in1 /4in1 
Maximum Copies 
Auto 2-sided Mode 
Sort Mode Priority 


Text/Pholo ▼ 
Text/Photo 
Manual マ 
Auto ▼ 

Plain ▼ 

Open from left ▼ 
Open from left ▼ 


Write Laterally 
9999 ▼ 


You can set the following in this page. 

ffl P.183 "Setting up Default setting" 

ffl P.185 "Setting up Copy Job Enforcement Continue" 

Click [Save]. 

The confirmation dialog box appears. 


Tip 


When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


■ Se 村 ing up Copier se 村 ings 

You can configure copy operation settings from the [Copier] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

Setting the copier setting 


2 3 


4 
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0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Fax] submenu. 


TboAccess 




e-Filinq 

Logout 

Device ^ Job Status 

Security 

[ Logs 

I Maintenance 

I Registration : 

I Reaistration 

Counter 

■ 

User Management ^ 

I 


I Copier | 


Fax I Save 


as file I Email | InternetFax | Printer/e-Filin 日 | Printer | Print Service | にじ Profile | Print Data Converter | ODCA | 


I Save I [ Cancel I 

The Fax submenu page is displayed. 

In the Fax submenu page, set the fax settings as required. 



TboAccess 





e-Filin" 

Locioiit 

f Device | Job Status | 

Logs 

I Registration 

Counter 

I User Management 



Setup 

General I Network | Copier | Fax | Save as file | Email | InternetFax | Printe が e-Filinq | Printer | Print Service | ICC Profile | Print Data Converter | ODCA | Version 

I Save 11 Cancel | 

Fax Setting 




Terminal ID 

mfp-0 4998820 


Fax Number 

10000000001 1 


Une2 Number 



RingerVolume 

0 1 安 ©©©©©©© 7 


MonitorVolume 

0 © © © 1 今 ）©©©© 7 


Completion Tone Volume 

0 © の ©© み ）©©© 7 


Reception Mode 

Auto ▼ 


Remote RX 

OFF - 


Dial Type 

PB - 


DialType(Line 2) 

PB ^ 


Lin 卜 2 Mode 

Tx/Rx ， 



START 00 : 00 



END 00 : 00 


Resolution 

Standard ▼ 


Original Mode 

Text ▼ 

\3 

■… 

必 口 A の户 f の 、戸 心 心 心 公 



You can set the following in this page, 
m P.186 "Setting up Fax Setting" 

ち Click [Save]. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


■ Se 村 ing up Fax settings 

You can configure the fax device and fax operation settings from the [Fax] submenu under the [Setup] menu. 


Notes 


• Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated 
by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time period. 

• The [Fax] submenu in the [Setup] menu is available only when the optional Fax Unit is installed. 

Setting the fax settings 
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0 Click [OK] to apply the changes. 


Windows Internet Explorer 


Are you sure? 


回 


OK ^ I Cancel | 

一 ^ - 


Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Save as file] submenu. 



The Save as file submenu page is displayed. 

In the Save as file submenu page, set the Save as file settings as required. 



Setup 


General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | 互 DCA | Version 


[save I [Cancel ] 


Save as file Setting 


Local Storage Path 


Storage Path FILE_SHARE 

© Send scanned documents to a sub folder in the storage path. 

(The subfolders will be named after the associated template and will be of the format: Group Number-GroupName- 
TemplateName) 

(a) Send scanned documents directly to the storage path. 


Storage Maintenance 


© Do not delete documents automatically 1 

(を Delete documents after pO day(s) 4 

i _ 


You can set the following in this page. 

CQ P.189 "Setting up Local Storage Path" 
ffl P.190 "Setting up Storage Maintenance" 
ffl P.190 "Setting up Destination" 
ffl P.190 "Setting up Folder Name" 
m P.191 "Setting up Format" 

ffl P.191 "Setting up Single Page Data Saving Directory" 

CQ P.192 "Setting up File Composition" 

ffl P.192 "Setting up User Name and Password at User Authentication for Save as File" 
ffl P.192 "Setting up Searching Interval" 

CQ P.193 "Setting up Remote 1 and Remote 2" 
ffl P.194 "Setting up N/W-Fax Destination" 
m P.194 "Setting up N/W-Fax Folder" 


■ Se 村 ing up Save as file settings 

You can configure file saving operations and the Save as File function by the N/W-Fax driver from the [Save as file] 
submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

Setting the Save as file settings 
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5 Click [Save]. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 



Note 


When using Internet Explorer, the changes may not be reflected on the Save as file page immediately after changing 
the settings and clicking [Save]. If that happens, click the [Save as file] submenu to refresh the page. 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Email] submenu. 


e-FHing 

Logout 


Se み 1 

General | 歷ぶ れ 


I Job Status Logs Registration | Counter 

Security | Maintenance | Registration 


User Management 




■•etwork | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | 


〔Save I 〔 Cancel 1 


I Email | Intel 

下 2— 


The Email submenu page is displayed. 

In the Email submenu page, set the E-mail settings as required. 

e-Filiiui 
Logout 

Logs I Registration | Counter | User Management 

Maintenance I Rea し stratioo 



Setup 

General | Network | Copier | Save as file | Em 加 | 

I Save 11 Cancel | 

InternetFax | Printer/e-Filinq | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 


Email Setting 



From Address 




From Name 




Message Header (Inbound F 供 Routing) 

© Received from: (Sender's TSI) 




@ Received by: (Receiver's CSI) 



File Format (日 lack) 

PDF(Multi) ▼ 



File Format(Color) 

PDF(Multi) マ 



Number of Retry 

3 



Retry interval 

1 Minutes 



Fragment Message Size 

No Fragmentation ▼ 



Default Body Strings 

1 



You can set the following in this page. 
Cfl P.196 "Email settings" 

ち Click [Save]. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


■ Se 村 ing up E-mail se 村 ings 

You can configure E-mail transmission operations from the [E-mail] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

Setting the E-mail settings 
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0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [InternetFax] submenu. 


e-Filinq 


Device | Job Status Logs Registration | Counter 

Security | Maintenance | Registration 


User Management 


s が 向 

General I 131 


，ral 了 Mjtwork | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | 


[save I [ Cancel ] 


^2 


The InternetFax submenu page is displayed. 

In the InternetFax submenu page, set the Internet Fax settings as required. 



e-FIliiui 

Logout 


Logs I Registration 

Maintenance | Registration 


User Management 


Setup 

General | Network | Copier | Save as file | Email | liitenietFcix | Printer/e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | Version 
[save j [ Cancel ] 


InternetFax Setting 

From Address 
From Name 

Message Header (Inbound FAX Routing) 

Number of Retry 
Retry interval 
Fragment Message Size 
Default Body Strings 


Body String Transmission 


© Received from: (Sender's TSI) 
I み Received by: (Receiver's CSI) 
3 

1 Minutes 


No Fragmentation ▼ 


You can set the following in this page, 
m R198 "Setting up InternetFax Setting" 

Click [Save], 

The confirmation dialog box appears. 


Tip 


When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


■ Se 村 ing up InternetFax settings 

You can configure Internet Fax operations from the [InternetFax] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

Setting the Internet Fax settings 
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0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Printer/e-Filing] submenu. 


e-Filinci 

Logout 


Setu 吃 j 

General | Nfl 〔 


Job Status 
Security 


Logs 

Maintenance 


Registration 

Registration 


ork I Copier | Save as file | Email | InternetFax | Printer お - Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 


[save 11 Cancel] 


^2 



The Printer/e-Filing submenu page is displayed. 

4 In the Printer/e-Filing submenu page, set the Printer/e-Filing settings as required. 



Setup 

General | Network | Copier | Save as file | Email | InternetFax | Priiiter/e-Filing | Printer | Print Service | に 。 Profile | Print Data Converter | EWB | ODCA | Version 


I Save 11 Cancel ] 


Printer/e-Filing Setting 


Print が . e-Filing Job Eiiforceineiit Coiitiiuie 


Automatic Change Of Paper Source OFF ▼ 

Paper Of Different Direction OFF ▼ 

Enforcement Continue (Illegal Paper) OFF ▼ 

Auto Exit Tray Change にが cade Print) OFF 

Suspend Printing if Stapler Empty OFF ▼ 

Continue Printing when Punch Dust is full ON ▼ 




You can set the following in this page, 

ffl P.199 "Setting up Printer/e-Filing Job Enforcement Continue" 

ち Click [Save]. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 



■ Se 村 ing up Printer/e-Filing settings 

You can configure how to continue print jobs and e-Filing jobs from the [Printer/e-Filing] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated 
by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time period. 

Setting the Printer/e-Filing settings 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 



The Printer submenu page is displayed. 

In the Printer submenu page, set the Printer settings as required. 



Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filin 日 | Printer | Print Service | にじ Profile | Print Data Converter | EWB | QDCA | Version 


I Save I [Cancel J 


Printer Setting 


General Setting 


Period of time to save Private.Hoid.Proofand invalid Jobs 

14 Days ▼ 


LT<->A4/LD <->A3 

Enable ▼ 


WideA4 Mode (for PCL) 

Disable ▼ 


Restriction for Print Job 

None ▼ 


Def 加 rt Raw Job Setting 


Raw Jobs - Duplex Printing 

Disable ▼ 


Raw Jobs - Default Paper Size 

A4 ▼ 


Raw Jobs - Default Paper Type 

Plain - 


RawJobs- Default Orientation 

Portrait ▼ 


Raw Jobs - Default Stapling 

OFF ▼ 


RawJobs - Default Output Tray 

Receiving Tray ▼ 1^ 


PCL Form Line 

12.0 JjJ 


You can set the following in this page, 
ffl P.200 "Setting up General Setting" 

CQ P.201 "Setting up Default Raw Job Setting" 
ffl P.202 "Setting up Raw Job Setting" 


Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 

■ Se 村 ing up Printer settings 

You can configure printer operations and printer options for RAW print jobs from the [Printer] submenu under the [Setup] 
menu. 

ffl P.237 "Setting up Raw Job Setting" 

Setting the Printer settings 
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[Administration] Tab Page 


5 Click [Save]. 

The confirmation dialog box appears. 


Tip 

When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 

0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 


□ Se 村 ing up Raw Job Setting 

In Raw Job Setting, you can add up to16 LPR queue names and specify the raw job setting for each queue. These queue 
names can be used when printing without a printer driver, such as printing from UNIX workstation. You can add, edit, or 
delete an LPR queue. 

Cfl R237 "Adding or editing an LPR queue" 
m P.238 "Deleting an LPR queue" 



Adding or editing an し PR queue 


1 To add a new LPR queue, click [Add] in Raw Job Setting. 

To edit an existing し PR queue, select a radio button of a queue that you want to edit 
and click [Edit]. 



The Add New LPR Queue page is displayed. 


[Setup] How to Set and How to Operate 237 





















8 [Administration] Tab Page 


2 


Enter the following items as required. 


Add New LPR Queue 


[save il Cancel j 



You can set the following in this page. 
Cfl P.202 "Setting up Raw Job Setting" 


3 Click [Save]. 

The queue name is added to the list. 


Deleting an LPR queue 


Select a radio button of a queue that you want to delete and click [Delete]. 



The confirmation dialog box appears. 


2 Click [OK], 



The selected queue is deleted 
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[Administration] Tab Page 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Print Service] submenu. 


e-Filiiui 

Log out 


General | を 


Job Status I Logs | Registration 

Security | Maintenance | Registration 


Counter User Management 


，ぶ twork I Copier | Save as file | Email | InternetFax | Printe が e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | 


I Save] [Cancel] 

The Print Service submenu page is displayed. 

In the Print Service submenu page, set the Print Service settings as required. 



e-Filinci 

Logout 


Job Status 
I Security 


Logs I Regislrertion j Co 

I Maintenance | Registration 


Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Fiiinq_ | Printer | Print Service I ICC Profile | Print Data Converter | EWB | ODCA | Version 
[Save j r Cancel I 


Print Service Setting 


Raw TCP Print 


Enable RawTCP Enable ▼ 

Port Number 9100 

Enable Raw bi-directional Disable ▼ 


LPD Print 


Enable LPD Enable ▼ 

Port Number 515 

Banners OFF ▼ [ 



You can set the following in this page. 
m P.204 "Setting up Raw TCP Print" 
m P.204 "Setting up LPD Print" 
m P.205 "Setting up IPP Print" 

CQ P.206 "Setting up FTP Print" 
ffl P.206 "Setting up NetWare Print" 
m P.207 "Setting up Email Print" 

Click [Save]. 

The confirmation dialog box appears. 


Tip 


When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


■ Se 村 ing up Print Service settings 

You can configure print services such as Raw TCP Print, LPD Print, IPP Print, FTP Print, NetWare Print, and Email Print 
from the [Print Service] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after saving them. The settings will be updated by 
pressing the [FUNCTION CI_EAR] button on the control panel or after an Auto Clear time period. 

Setting the Print Service settings 
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0 Click [OK] to apply the changes. 


Windows Internet Explorer 

励 

When this configuration is changed, the network connection will be 

disconnected. Would you like to continue? 


ii OK . 

、 i Cancel 

^ L - - j 


Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 


240 [Setup] How to Set and How to Operate 












[Administration] Tab Page 


Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [ICC Profile] submenu. 


e-Filiiui 

Logout 


Se も , 

General | *5twork | 


Job Status j Logs | Registration 

ecurity I Maintenance I Registration 


Copier | Save as file | Email | InternetFax | Printer/e-Filin 日 | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | 


Profile I Pr 


4 


[Save I [Cancel I 

The ICC Profile submenu page is displayed. 

In the にじ Profile submenu page, set the にじ Profile settings as required. 



e-Filiiui 

Loqoiit 


Job Status 
Security 


Logs 

Maintenance 


Registration | 
R ecu strati on 


Setup 

General | Network | Copier | Save as file | Email | InternetFax | Prints が e-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 
[save] I Cancel ] [ Restore to 卜 actory Default | 


Profiles Setting 
RGB Source Profile 


CMYK Source Profile 

Default Profile 


Destination Profile 

Default Profile 


L 


SourceRGB_v10 
r Maintenance 1 


SourceCMYK_v10 ▼ 
[Maintenance 1 


0 山 p 山 CMYK_v10 ▼ 

t Maintenance 1 

Rendering Intent 
© Perceptual 
み ） Relative Colorimetric 
© Saturation 
© Absolute Colorimetric 


You can set the following in this page. 
CQ P.208 "Setting up RGB Source Profile" 
m P.208 "Setting up CMYK Source Profile" 
ffl P.209 "Setting up Destination Profile" 


■ Se 村 ing up ICC Profile settings 

You can configure profiles for printer functions from the [ICC Profile] submenu under the [Setup] menu. 

This function is available only for supported models, 
ffl P.243 "Configuring the source profile" 

Setting the にじ Profile settings 


1 2 3 
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5 Click [Save]. 

The confirmation dialog box appears. 


I Tips I 

• When you click [Cancel] before saving the setting changes, they will not be saved and will return to the 
current settings. Note that they will not be returned to the factory default by clicking [Cancel]. Click this to 
clear all the changes made and return the settings to the current ones. 

• Click [Restore to Factory Default] to return the settings to the factory default. 

0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 
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□ Configuring the source profile 

Cfl R243 "Importing profiles" 

Cfl P.244 "Exporting profiles" 

Cfl R246 "Deleting profiles" 


Importing profiles 


1 Click [Maintenance] of the desired profile. 



Logout 



Setup 

General | Network | Copier | Save as file | Email | InternetFax | 

Printer/e-Filina I Printer I Print Service I ICC Pr 饰 lei Print Data Converter I EWB I ODCA I Version 

I Save 11 Cancel 11 Restore to Factory Default | 


Profiles Setting 

RGB Source Profile 

Default Profile 

SourceRGB_v10 ▼ 


li Maintenance i| 

CMYK Source Profile Xj 

Default Profile 

Soun:eCMYK_v10 ▼ 


I Maintenan が | 

Destination Profile v 

Default Profile 

OutputCMYK_v10 ▼ 

I Maintenance | 


Rendering 

© Perceptual 

(今 1 Relative Colorimetric 

© Saturation 
© Absolute Colorimetric 



The Maintenance Profile page of the selected profile is displayed. 


2 


Click [Browse] in [Import new Profile] to select the file of the selected profile, and then 
click [Import]. 



Importing starts. 
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3 The profile is imported. Click [Previous] to close the Maintenance Profile page. 



Description 

File Name 


SourceRGB v10 

ADV SourceRGB A00Jcc 


Import new Profile 
File Name 


Current Profiles 


-[巨 mwse … 〕 I Import | 


Delete II Export | 


Description 

File Name 

◎ 

SourceRGB_v10 

ADV_SourceRGB_A00.icc 

© 

SCANPROFILE_SCX4x24_V1.02(2008.01.22) 

Sample. わ c 


The imported profile is added to the [Current Profiles] list. 

Exporting profiles 


Click [Maintenancel of the desired profile. 


e-Filiiui 

Logout 


Job Status 
Security 


Logs 

Maintenance 


Registration | 
Registration 


User Management 


Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printe が e-Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 
[Save [ Cancel i [ Restore to 卜 actory Default i 


Profiles Setting 
RGB Source Profile 


Default Profile 


CMYK Source Profile 

Default Profile 


Destination Profile 

Default Profile 


SourceRGB_v10 
y Maintenance j] 


SourceCMY い 10 
〔 Maintenance 1 


OutputCMYK_v10 ▼ 

[Maintenance 1 

Rendering 
© Perceptual 
み ) Relative Colorimetric 
© Saturation 
© Absolute Colorimetric 


The Maintenance Profile page of the selected profile is displayed. 
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2 Select the desired profile in the [Current Profiles] list, and then click [Export]. 





The Export page is displayed. 


Note 


Profiles registered as a factory default cannot be exported. 


3 Right-click the [File Name] link of a profile to be exported, and select [Save Target As]. 


I Close I 

Export 
File Name 


9 Internet | Protected Mode: On 


^2 


Open 

Open in New Window 
Save Target As... 

Print Target 

Cut 

Copy 

Copy Shortcut 
Paste 

^ Blog with Windows Live 
^ E-mail with Windows Live 
a 备 Translate with Bing 
All Accelerators 

Add to Favorites... 


Append Link Target to Existing PDF 
Append to Existing PDF 
Convert Link Target to Adobe PDF 
Convert to Adobe PDF 


Properties 


The [Save As] dialog box appears. 

4 Select the file location and click [Save]. 




Click [Close] to close the Export page. 


[igjQsd 

Export^ 

File Name 


Sample.icc 
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0 Click [Previous] to close the Maintenance Profile page. 



Description 

File Name 

Default Profile 

SourceRGB v10 

ADV SourceRGB AOO.icc 


Import new Profile 
File Name 


-[ 巨謂 se … I [import J 


Current Profiles 


Delete II Export | 


Description 

File Name 

む 

SourceRGB_v10 

ADV_SourceRGB_A00.icc 

1 を 

SCANPROFILE_SCX4x24_V1.02(2008.01.22) 

Sample Jcc 


Deleting profiles 


Click [Maintenance] of the desired profile. 



e-Filiiui 

Logout 



Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filin 日 | Printer | Print Seivice | ICC Profile | Print Data Converter | EWB | QDCA | Version 


I Save I [Cancel ] I Restore to hactory Default 


Profiles Setting 

RGB Source Profile 

Default Profile 

SourceRGB_v10 ▼ 


li Maintenance i| 

氏 

CMYK Source Profile \j 

Default Profile 

Sou に eCMYK_v10 ▼ 


I Maintenance | 

Destination Profile \3 


Default Profile OutputCMYK_v10 ▼ 


I Maintenanc 

も I 

Rendering Inh 



© Perceptual 
(み Relative Colorimetric 
© Saturation 
© Absolute Colorimetric 


The Maintenance Profile page of the selected profile is displayed. 


2 Select the desired profile in the [Current Profiles] list, and then click [Delete]. 



Note 


Profiles registered as a factory default cannot be deleted. 
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3 Click [OK], 



The Profile is deleted. 


4 Click [Previous] to close the Maintenance Profile page. 



Description 

File Name 

Default Profile^ 

SourceRGB v10 

ADV SourceRGB AOO.icc 


Import new Profile 
RIe Name 


[目 rowse... J L Import 」 


Current Profiles 


Delete || Export | 


Description 

File Name 

の 

SourceRGB_v10 

ADV_SourceRGB_A00 .icc 

(今 I 

SCANPROFILE_SCX4x24_V1.02(2008.01 22) 

Sample icc 


The profile is deleted from the [Current Profiles] list. 
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start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Print Data Converter] submenu. 


e-Filinq 

Lodoiit 


Setup^l 

General I Ne *ork 


Job Status 
Security 


Logs 

Maintenance 


Registration 

Registration 


General | 

[save 11 Cancel] 


I Copier | Save as file | Email | InternetFax | Printer • お - Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 


^2 


The Print Data Converter submenu page is displayed. 

4 In the Print Data Converter submenu page, set the Print Data Converter settings as 
required. 


e-Filiiui 

Logout 


Job Status 
Security 


Logs [ 

Maintenance 


Registration | 
I Realstration 


Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printe が e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | Version 
[save] I Cancel] 


Print Data Converter Setting 
Print Data Converter Disable ▼ 


Import New Converter 
File Name 


Current Converter 


I Browse... ] i Import | 


r Delete i [Export i 


You can set the following in this page, 
ffl P.210 "Print Data Converter settings" 

Click [Save], 

The confirmation dialog box appears. 


Tip 


When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


[Administration] Tab Page 


■ Se 村 ing up Print Data Converter se 村 ings 

For information on Print Data Converter, contact your service technician. 

You can configure Print Data Converter from the [Print Data Converter] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated 
by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time period. 

Setting the Print Data Converter settings 


1 2 3 
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[Administration] Tab Page 


0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 



[Setup] How to Set and How to Operate 249 
















8 [Administration] Tab Page 


■ Configuring the EWB function 

You can configure the EWB (Embedded Web Browser) function which displays web pages on the control panel from the 
[EWB] submenu under the [Setup] menu. 


Note 


The EWB function is available only when the External Interface Enabler (GS-1020, optional) is installed on this 
equipment. 

ffl P.250 "Registering a server" 

Cfl R251 "Deleting a server" 


□ Registering a server 


1 Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Setup] menu and [EWB] submenu. 



The EWB submenu page is displayed. 

To register a server for the EWB function, enter the server address and then click 
[Add]. 



Seiwr Registration Setting 


r. お , 



■ Server Address 

毎， 

192.16 8.1.1 


The server is registered. 

To register more than one server, repeat this procedure. 

5 Click [Save] on the に WB] submenu. 
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□ Deleting a server 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Setup] menu and [EWB] submenu. 


e-Filinci 

Logout 



The EWB submenu page is displayed. 

4 To delete a server registered for the EWB function, select the server that you want to 
delete, and then click [Delete]. 




5 Click [OK], 



The server is deleted. 


0 Click [Save] on the [EWB] submenu. 
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start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [ODCA] submenu. 


e-Filinq 

Lodout 


r ~ Device | 

Job Status 

I Logs I 

Registration | 

Counter 

I User Management I 

Administration 


Security 

I Maintenance 

I Reaistration 


_ 



"1 J 


k I Copier | Save as file | Email | InternetFax | Printer お - Filing | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA 


[save 11 Cancel] 


ODCA I Version 

飞 r 


The ODCA submenu page is displayed. 

4 In the ODCA submenu page, set the Off Device Customization Architecture settings as 
required. 


e-Filiiui 

Logout 


Job Status 
Security 


Logs I Registration | Counter ■ User Management 

Maintenance | Registration 


Setup 

General | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filina | Printer | Print Service | ICC Profile | Print Data Converter | EWB | ODCA | Version 
[save 11 Cancel] 


Off Device Customization Architecture Setting 

Network 

Enable Port 

Port Number 

Enable SS し Port 

SSL Port Number 

Coiifigration 

Session Timeo 山 (60-99999) 


Enable ▼ 
4 粥 29 




You can set the following in this page. 
Cfl R213 "Setting up Network" 

Cfl R213 "Setting up Configuration" 

Click [Save]. 

The confirmation dialog box appears. 


Tip 


When you click [Cancel] before saving the setting changes, they will not be saved and will return to the current 
settings. Note that they will not be returned to the factory default by clicking [Cancel]. This can only clear the 
changes and restore the current settings before saving the changes. 


[Administration] Tab Page 


■ Se 村 ing up Off Device Customization Architecture settings 

For the details of ODCA (Off Device Customization Architecture), contact your service technician. 

You can configure ODCA (Off Device Customization Architecture) from the [ODCA] submenu under the [Setup] menu. 


Note 


Some settings may not be reflected on the touch panel immediately after changing them. The settings will be updated 
by pressing the [FUNCTION CLEAR] button on the control panel or after an Auto Clear time period. 

Setting the Off Device Customization Architecture settings 


1 2 3 
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start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Setup] menu and [Version] submenu. 



e-Filiiid 

Logout 


General I N! が ork 


j Job Status I Logs j Registration 

Security | Maintenance | Registration 


General | nJ が ork | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | 
[save I [Cancel I 

The Version submenu page is displayed. 


Version 

で 2 


In the Version submenu page, you can confirm the version information of the system 
software. 


e-Filinq 

Lo(jout 


Setup 

General | Network 


Job Status I Logs | Registration 

Security | Maintenance | Registration 


eneral | Network | Copier | Save as file | Email | InternetFax | Printer/e-Filing | Printer | Print Service | にじ Profile | Print Data Converter | EWB | ODCA | Version 


Version Inform 加 o" 

Printer Manufacture 

TOSHIBA 

Copier Firmware Version 

T130SY0W0030 

Copier Main ROM Version 

130M-014 

Copier Scanner ROM Version 

130S-01 
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0 Click [OK] to apply the changes. 



Note 


The setting value may not be reflected on the screen even after changing the setting by clicking [Save] if you are using 
Internet Explorer; however, the new setting is properly applied. In such a case, click the submenu to refresh the screen 
and display the current setting status. 

■ Displaying version information 

You can check the system software version information of this equipment from the [Version] submenu under the [Setup] 
menu. 

Displaying the version information 


2 3 


4 
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[Administration] Tab Page 


[Security] Item list 


Tip 


Users who are granted administrator privileges in access policy mode can access the [Security] menu from the 
[Administration] tab. 

See the following pages for how to access it: 

Cfl P.22 "Access policy mode" 

Cfl P.254 "Authentication settings" 

ffl R262 "Certificate management settings" 

ffl R266 "Password Policy settings" 


■ Authentication settings 

You can restrict user operations using the authentication function of your equipment. 


Tip 


The [Authentication] submenu can be accessed from the [Security] menu on the [Administration] tab. 
See the following pages for how to access it and information on [Security] menu: 

Cfl P.22 "Access policy mode" 

Cfl P.254 ‘‘[Security] Item list" 

Cfl R255 "Setting up Department Setting" 

Cfl P.256 "Setting up User Authentication Setting" 

Cfl R258 "Setting up Email Authentication" 
ffl R260 "Setting up Email Address Setting" 
ffl R260 "Setting up Single Sign On Setting" 
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□ Setting up Department Setting 

When you want to manage the counters for every department, enable department management. If this is done, the 
department code input screen will be displayed on the computer and the touch panel when copying, scanning, faxing, 
faxing via the Internet, and operating on e-Filing to enable you to manage operations by departments. 


Note 


The following applications can access your equipment regardless of the department setting. 
- AddressBook Viewer 
- Backup/Restore Utility 
- TWAIN Driver 
- File Downloader 



Departineiit Setting 

1 — 

Department Code 

Disable ▼ 

2 — 

Invalid Department Code Print Job 

Store to invalid job list ▼] 

3 — 

Department Management (Copy) 

Enable ▼] 

4 — 

Department Management (FAX) 

Enable ▼] 

5 — 

Department Management (Print) 

Enable 

6 — 

Department Management (Scan) 

Enable ▼] 

7 — 

Department Management (List) 

Enable ▼] 




Item name 

Description 

1 

Department Code 

Select whether or not to enable department management. [Disable] is set as the default. 

2 

Invalid Department Code Print Job 

Select whether or not to print jobs without a department code or with an invalid department 
code when department management is enabled. 

• Store to invalid iob list — Select this to reaister orint iobs which failed authentication in 
the invalid job list. 

• Print — Select this to print jobs with an invalid department code. 

• Delete — Select this to delete jobs with an invalid department code. 

Tip 

If the Department Code Enforcement is set to ON and the SNMP communication is enabled in the printer driver, the user will 
be prompted to enter the correct department code if an invalid department code was entered in the printer driver. 

3 

Department Management (Copy) 

When this function is enabled, the following counters are managed in each department. 

- Number of copied sheets 
- Number of originals scanned while copying 
[Enable] is set as the default. 

4 

Department Management (FAX) 

When this function is enabled, the following counters are managed in each department. 

- Number of transmitted fax pages 

- Number of original pages scanned while transmitting faxes 
- Number of received fax pages 
- Number of received fax pages which are printed* 

[Enable] is set as the default. 

5 

Department Management (Print) 

When this function is enabled, the number of outputs in printing (for printing, received E-mail 
and Internet Fax) is managed in each department. 

[Enable] is set as the default. 

6 

Department Management (Scan) 

When this function is enabled, the number of originals scanned such as when they are 
stored in the shared folder is managed in each department. 

[Enable] is set as the default. 

7 

Department Management (List) 

When this function is enabled, the number of system page outputs is managed in each 
department. 

[Enable] is set as the default. 


* The number of outputs are only counted for received faxes, in which the department code needs to be entered, such as manual reception, 
polling reception or the printing of originals stored in the confidential mailbox and the bulletin mailbox. 
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□ Se 村 ing up User Authentication Se 村 ing 

You can configure user authentication to access your equipment. 



User Airtliei が cation Setting 


User Authentication 

Enable ▼ 


-- Authentication failed print job/Raw Print Job 

Delete ▼ 



Disable ▼ 


O Enable Guest User 




MFP Local Authentication 

▼ 



Item name 

Description 

1 

User Authentication 

Select whether or not to enable user authentication. [Disable] is set as the default. 

• You cannot configure "E-mail authentication" if you enable user authentication. 

• The No Limit Black function becomes unavailable if you enable user authentication. For details of the No Limit Black 
function, refer to the MFP Management Guide. 

2 

Authentication failed print job/Raw 
Print Job 

Select whether or not to print jobs which have failed user authentication. 

• Hold — Select this to register in the hold print job. 

• Print — Select this to print jobs which failed authentication. 

• Delete — Select this to delete iobs which failed authentication. 

3 

Auto Release on Login 

Specify whether to process private jobs and hold jobs at login. 

• Disable — Select this not to print at login. 

• Enable — Select this to print at login. 


Enable Guest User 

Enables operations by the guest user. 

5 

Authentication Type 

Select the authentication method. 

• MFP Local Authentication 

You can manage network users with the MFP local authentication of your equipment 
when you do not have a user authentication system in your environment. 

When MFP local authentication is enabled, users must enter the user name and 
password that is registered in the equipment to operate the touch panel. 

• Windows Domain Authentication 

You can manage network users with Windows domain authentication when you already 
manage your network using Windows domains. 

When Windows domain authentication is enabled, users must enter the user name and 
password that is registered in the Windows domain to operate the touch panel. 

CQ P.257 "Windows Domain Authentication" 

• LDAP Authentication 

You can manage network users with LDAP authentication when you already manage 
your network using LDAP. When LDAP authentication is enabled, users must enter the 
user name and password that is registered in the LDAP server to operate the touch 
panel. 

CQ P.258 "LDAP Authentication" 
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Windows Domain Authentication 


2 


3 


4 


5 


User Aiitlieiitication Setting 
User Authentication 


Authentication failed print job/Raw Print Job 
Auto Release on Login 
B Enable Guest User 
Authentication Type 


■ 图 Use NT Domain Server 
• Domain 1 

Domain Name deptOI 
PDC serverOI 

BDC server02 


•Domain 2 
Domain Name 
PDC 
BDC 



Enable ▼ 
Delete ▼ 
Disable ▼ 



'Coiiiiectioii Timeout 

PDC(1-180) 10 Seconds 

♦Reboot is necessary to reflect Connection Timeout. 


6 


■Role Based Access Setting 
Role Base Access using LDAP server 
LDAP Server 


Disable ▼ 

LDAP serverOI▼ 




Item name 

Description 


Use NT Domain Server 

Select this check box if you are managing the domain using the NT domain controller. 

下 

Domain 1 

Specify the domain you want to use for Windows domain authentication. 

Domain Name — Enter the domain name. 

PDC — Enter the server name or IP address of the Primary Domain Controller (PDC). You 
can enter up to128 alphanumerical characters and symbols. 

BDC — Enter the server name or IP address of the Backup Domain Controller (BDC) as 
required. You can enter up to128 alphanumerical characters and symbols. 

If the wrong primary or backup domain controller is specified, the [OK] in the user authentication screen on the touch panel is 
highlighted while this equipment searches for the primary or backup domain controller for 2 to 4 minutes. 

3 

Domain 2 

Configure when you want to register multiple domains. 

Setting items are the same as "Domain 1". 

4 

Domain 3 

5 

Connection Timeout 

Enter the timeout period for quitting communication when no response is received from the 
PDC or BDC server. Specify within the range from 1 to180 seconds. 

6 

Role Based Access Setting 

Configure role based access using an LDAP server. 

Role Base Access using LDAP server — Select whether enable or disable role based 
access. [Disable] is set as the default. 

LDAP Server — Select the LDAP server that manages the Role Based Access Control. 
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LDAP Authentication 


User Airtheiiticatioii Setting 
User Authentication 

Authentication failed print job/Raw Print Job 
Auto Release on Login 
O Enable Guest User 
Authentication Type 


Enable ▼ 
Delete ▼ 
Disable ▼ 


LDAP Authentication 


1 


2 


LDAP Server 
©Windows Server 

(を LDAP Server (Other than Windows Server) 
Attribute type of 'User Name' 

Role Based Access Setting 
Role Base Access using LDAP server 
LDAP Server 


LDAP serverOI▼ 


LDAP serverOI 


Disable ▼ 

LDAP serve の 1▼ 



Item name 

Description 

1 

LDAP Server 

Select the LDAP server you want to use for LDAP authentication. 

Windows Server — Select this when LDAP is runnina on a Windows server. 

LDAP Server (Other than Windows Server) — Select this when the LDAP is running on a 
server other than a Windows one. When this is selected, you have to specify the attribute 
type of ‘User Name’. 

2 

Role Based Access Setting 

Configure role based access using an LDAP server. 

Role Base Access using LDAP server — Select whether enable or disable role based 
access. [Disable] is set as the default. 

LDAP Server — Select the LDAP server that manages the Role Based Access Control. 


□ Se 村 ing up Email Authentication 

When E-mail authentication is enabled, users must enter the user name and password before performing Scan to Email. 


Email Airtheiiticatioii 

1 Email Authentication 


Disable ▼ 



Item name 

Description 

1 

Email Authentication 

Select whether or not to enable E-mail authentication. 

• SMTP: 

You can use SMTP authentication of the equipment to manage user authentication. 

When SMTP authentication is enabled, users must enter the user name and password 
that is registered in the SMTP server to perform Scan to Email from the touch panel. 
m P.259 "SMTP" 

• LDAP: 

You can manage network users with LDAP authentication when you already manage 
your network using LDAP. 

When LDAP authentication is enabled, users must enter the user name and password 
that is registered in the LDAP server to perform Scan to Email from the touch panel. 
m P.259 "LDAP" 





You must carry out "E-mail address setting" to use E-mail authentication. 

CQ P.260 "Setting up Email Address Setting" 
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SMTP 


Em 加 Authentication 

I Cmoil Ai • 化 o 一 i ぃ〇 tiArk IBIWB99H 1 口 

巧 Internet Fax Not Allowed 

ク SMTP Server Address 

ム I _ 

3 Authentication Plain ▼ 



Item name 

Description 

1 

Internet Fax Not Allowed 

Select this check box to prohibit Internet Fax transmissions. 

This will disable Internet Fax transmission for all users. 

2 

SMTP Server Address 

Enter the IP address or FQDN of the SMTP server used for E-mail authentication. 

3 

Authentication 

Select the authentication method. 

• Plain — Select this to access the SMTP server using the plain authentication. 

• Login — Select this to access the SMTP server using the login authentication. 

• CRAM-MD5 — Select this to access the SMTP server using the CRAM-MD5 
authentication. 

• Digest-MD5 — Select this to access the SMTP server using the Digest-MD5 
authentication. 

• Kerberos — Select this to access the SMTP server using the Kerberos authentication. 

• NTLM(IWA) — Select this to access the SMTP server using the NTLM (IWA) 
authentication. 

• Auto — Select this to access the SMTP server using the appropriate authentication that 
this equipment detects. 


LDAP 



1 

2 

3 


Email Authentication 

[M。" 化"化。一‘，。"。。 -- a Internet Fax Not Allowed 

LDAP Server LDAP serverOI▼ 

Bldap Server (Other than Windows Server) 
type 



Item name 

Description 

1 

Internet Fax Not Allowed 

Select this check box to prohibit Internet Fax transmissions. 

This will disable Internet Fax transmission for all users. 

2 

LDAP Server 

Select the LDAP server you want to use for LDAP authentication. 

3 

LDAP Server (Other than Windows 
Server) 

Select if LDAP is running on a server other than a Windows server. 

When this is selected, you have to specify the attribute type of ‘User Name’. 
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□ Se 村 ing up Email Address Setting 

You can configure the E-mail address when E-mail authentication is enabled. 


Email Address Setting _ 

1 From Address Setting From Address' of Email Setting ▼ 

From Address : 

日 From Address cannot be edited in Scan to Email. 

2 I from Name 0 Setting Name is 'Account Name of From Address + From Name of Email Setting' 

3 ——— Restriction setting for Email Destination Enable ▼ 



Item name 

Description 

1 

From Address Setting 

Specify the From Address. 

From Address of Email Se 村 ing: 

Select this to set the From Address in E-mail settings. 

User Name + @ + Mail Domain Name: 

Select this to specify the From Address in the "User Name + @ + Mail Domain Name" 
format. 

The user name entered to the touch panel for authentication is used as the "User Name". 

The domain name specified in the [Domain Name] box is used as the "Mail Domain Name". 
When this is selected, enter the domain name in the [Domain Name] box. 

User Name of LDAP: 

Select this to set the From Address as the E-mail address found in the LDAP server. 

The equipment searches the schema specified in [Attribute type of "User Name"] of the 
specified LDAP server for the user name entered from the touch panel for authentication. 

If the user name is found, this equipment sets the From Address as the E-mail address of 
the user name registered in the LDAP server. 

If the entered user name is not found in the schema, the From Address is set in the "User 
Name + ③ + Mail Domain Name" format. 

From Address cannot be edited in Scan to Email.: 

Select this check box if you do not want to allow users to edit the From Address. 

2 

From Name 

Select this check box to set the name of an E-mail sender in a format 'Account Name + 
(space) + From Name of Email Setting'. 

3 

Restriction setting for Email 
Destination 

Restricts editing of the E-mail destination. 


□ Se 村 ing up Single Sign On Setting 

Normally users are required to enter the user name and password for E-mail authentication and Scan to Email; however, 
you can enable the single sign on setting to eliminate these operations. 


Single Sign On Setting 

Single Sign On Enable ▼ 



Item name 

Description 

1 

Single Sign On 

Select whether or not to enable single sign on. [Enable] is set as the default. 
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□ Se 村 ing up Home Directory Setting 

You can configure the home directory when home directory is enabled. 


I Home Directory Setting 


— Home Directory 

I Disable ， I 

— Home Directory Server 

I LDAP serverOI▼ I 

@ Use User Authentication Server 


Use User Authentication Server(Use specific server for Card Authentication) 

Use Specific Server 




Item name 

Description 

1 

Home Directory 

Select whether or not to enable home directory. 

2 

Home Directory Server 

Specify the home directory server. 

• Use User Authentication Server — Select this to use the user authentication server as 
the home directory server. 

• Use User Authentication Server(Use specific server for Card Authentication) — 

Select this to use the user authentication server as the home directory server. However, 
use the specified server as the home directory server in the case of Card Authentication. 

• User Specific Server — Select this to specify the home directory server. 
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■ Certificate management settings 

You can manage device certificates and client certificates. 


Tip 


The [Certificate Management] submenu can be accessed from the [Security] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Security] menu: 
ffl P.22 "Access policy mode" 

Cfl R254 ‘‘[Security] Item list" 

Cfl P.262 "Setting up Device Certificate" 

Cfl P.263 "Se 扣 ng up Client Certificate" 

Cfl P.264 "Setting up Certificate Setting" 

Cfl P.265 "Setting up CA Certificate" 

Cfl P.265 "Setting up Certificate Files" 


□ Se 村 ing up Device Certificate 

You can configure the device certificate for encrypted communications using IPsec. 


2 

3 


Device Certificate 

■ 6 self-signed certificate 

■ ; Import 


SCEP(Automatic) 


Installed 

I Create [Export i 

Not Installed 

I Browse... i 

I Upload |l Delete] 

Not Installed 

CA Server Address (Primary) :10.10 70.111 

CA Server Address 朽 econdary): 10.10 70.121 

MFP's Address in Common Name in the Certificate : IP Address 

Timeout : 30 Second(s) (1-120) 

CA Challenge : 

(note: If successful adds CA certificate automatically) 

Signature Algorithm (を SHA1 
© MD5 

Poll Interval:1 Minute ▼ 

Maximum Poll Duration; 8 Hours ▼ 

I Request ][Delete ( 



Item name 

Description 

1 

self-signed certificate 

Creates a certificate for encrypted communications using IPsec on your device. 

[Create] button — Displays the [Create self-signed certificate] screen. Specify items 
necessary for the certificate to create the self-signed certificate, 
ffl P.263 ‘‘[Create self-signed certificate] screen" 

[Export] button — Exports the created self-signed certificate. 

2 

Import 

Imports the certificate for encrypted communications using IPsec. 

[Browse] button — Allows you to select the certificate file for IPsec. 

[Upload] button — Uploads the selected certificate file for IPsec. 

[Delete] button — Deletes the registered certificate file. 

3 

SCEP(Automatic) 

Automatically acquires the certificate for encrypted communications using IPsec. 

CA Server Address (Primary) — Enter the IP address of FQDN of the CA server. You can 
enter up to128 alphanumerical characters and symbols. 

CA Server Address (Secondary) — Enter the IP address of FQDN of the CA server. You 
can enter up to128 alphanumerical characters and symbols. 

MFP's Address in Common Name in the Certificate — Select whether you use the IP 
address or FQDN as the address of this equipment to be entered in the [Common Name] 
box of the certificate. [IP Address] is set as the default. 

Timeout — Enter a timeout period for quitting communication when no response is received 
from the CA server. Specify within the range from 1 to120 seconds. "10" is set as the 
default. 

CA Challenge — Enter the password for the CA challenge. You can enter up to16 
alphanumerical characters. 

Signature Algorithm — Select SHA1 or MD5 as the signature algorithm. 

Poll Interval — Specify the polling interval.[1 Minute] is set as the default. 

Maximum Poll Duration — Specify the polling duration. [8 Hours] is set as the default. 
[Request] button — Click this button to request the certificate. 

[Delete] button — Deletes the registered certificate. 
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[Create self-signed certificate] screen 




Create self-signed certificate 

1 -: Save 11 Cancel I 

2 I 

3 Coun 言が Region Name 


4 I State or Province Name 

ち Locality Name 

り Organization Name 

7 I Organizational Unit Name 

3 -- Common Name MFPO 7088510 

0 Email Address 

10 -- Validity Period 36 month(s)(1-99) 





Item name 

Description 

1 

[Save] button 

Saves the selT-signed certificate. 

2 

[Cancel] button 

Cancels creating the certificate. 

3 

Country/Region Name 

Enter the country or region name using two alphanumerical characters and symbols. 
(Example: JP) 

4 

State or Province Name 

Enter the state or province name with alphanumerical characters and symbols. You can 
enter up to128 characters. 

5 

Locality Name 

Enter the city or town name with alphanumerical characters and symbols. You can enter up 
to128 characters. 

6 

Organization Name 

Enter the organization name with alphanumerical characters and symbols. You can enter up 
to128 characters. 

7 

Organizational Unit Name 

Enter the organizational unit name with alphanumerical characters and symbols. You can 
enter up to128 characters. 

8 

Common Name 

Enter the FQDN or IP address of this equipment with alphanumerical characters and 
symbols. You can enter up to128 characters. 

9 

Email Address 

Enter the E-mail address with alphanumerical characters and symbols. You can enter up to 
128 characters. 

10 

Validity Period 

Enter the number of months in the validity period of the self-signed certificate. 



□ Se 村 ing up Client Certificate 





Client Certificate 


1 — 






Item name 

Description 

1 

Client Certificate 

Creates the client certificate. 

[Create] button — Displays the [Create Client Certificate] screen. Specify items necessary 
for the certificate to create the client certificate. 

圏 P.264 "[Create Client Certificate] screen" 
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[Create Client Certificate] screen 


Create Client Certificate 


2 

3 

4 

5 

6 - 

7 

8 

9 

10 


— Save I 「 Cancel ] 


-Country/Region Name 
-State or Province Name 
-Locality Name 
-Organization Name 
-Organizational Unit Name 
-Common Name 
-Validity Period 
-Password 



Item name 

Description 

1 

[Save] button 

Saves the Client certificate. 

2 

[Cancel] button 

Cancels creating the certificate. 

3 

Country/Region Name 

Enter the country or region name using two alphanumerical characters and symbols. 
(Example: JP) 

4 

State or Province Name 

Enter the state or province name with alphanumerical characters and symbols. You can 
enter up to128 characters. 

5 

Locality Name 

Enter the city or town name with alphanumerical characters and symbols. You can enter up 
to128 characters. 

6 

Organization Name 

Enter the organization name with alphanumerical characters and symbols. You can enter up 
to128 characters. 

7 

Organizational Unit Name 

Enter the organizational unit name with alphanumerical characters and symbols. You can 
enter up to128 characters. 

8 

Common Name 

Enter the FQDN or IP address of this equipment with alphanumerical characters and 
symbols. You can enter up to128 characters. 

9 

Validity Period 

Enter the number of months in the validity period of the self-signed certificate. 

10 

Password 

Enter the password of the certificate with alphanumerical characters and symbols. You can 
enter up to 64 characters. 


□ Se 村 ing up Certificate Setting 


1 

2 


Certificate Setting 

Signature Algorithm : SHAl 

_ Public Key : R5A 204 8 ▼ 



Item name 

Description 

1 

Signature Algorithm 

Select the signature algorithm to be used in Certificate. 

SHA1 — Select this to use SHA1. 

SHA256 — Select this to use SHA256. 

SHA384 — Select this to use SHA384. 

SHA512 — Select this to use SHA512. 

2 

Public Key 

Select the public key to be used in Certificate. 

RSA1024 — Select this to use RSA1024. 

RSA2048 — Select this to use RSA 2048 . 
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□ Se 村 ing up CA Certificate 

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POPS Network Service, FTP Client, or 
Directory Service, you must install the CA certificate. You can install up to10 CA certificates in this equipment. 


1 

2 


CA certificate 

-o' CACertificate(PEM) 「 Browse— | 

-；CA certificate (DER) |_1 「Brows 己 '. | 

I Upload I [Delete i 



Item name 

Description 

1 

CA Certificate(PEM) 

Selects the certificate in the PEM format. 

[Upload] button — Uploads the certificate. 

[Delete] button — Deletes the registered certificate. 

2 

CA certificate (DER) 

Selects the certificate in the DER format. 

[Upload] button — Uploads the certificate. 

[Delete] button — Deletes the registered certificate. 


□ Se 村 ing up Certificate Files 

You can display a list of registered certificate files. 
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■ Password Policy settings 

You can configure policies for the password to register. 


Tip 

The [Password Policy] submenu can be accessed from the [Security] menu on the [Administration] tab. 
See the following pages for how to access it and information on [Security] menu: 
ffl P.22 "Access policy mode" 

Cfl R254 ‘‘[Security] Item list" 

Cfl P.266 "Setting up Policy for Users" 

Cfl R267 "Setting up Policy for Administrator,Auditor" 

Cfl P.268 "Setting up Policy for e-Filing Boxes,Template Groups,Templates,SecurePDF, SNMPvS, Cloning" 

□ Se 村 ing up Policy for Users 

You can configure policies for user registration. 




Item name 

Description 

1 

Minimum Password Length 

Specify the minimum number of digits for the password. Specify within the range from 0 to 

64. "0" is set as the default. 

2 

Requirements to Apply 

Select [Enable] to set restrictions on the character strings that can be used in passwords. 
[Disable] is set as the default. 

Restrictions 

• The user name and password cannot be the same. 

• The same password cannot be used again. 

• A password consisting of sequences of the same characters cannot be used. 

• A password containing the characters entered in the restricted character text box cannot 
be used. 

3 

Lockout Setting 

Specify whether or not to enable the lockout setting when the user failed to supply the 
correct password. [Enable] is set as the default. 

Number of Retry — Specify the number of retries before lockout. Specify within the range 
from 0 to 30 times. "10" is set as the default. 

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to 
1440 minutes."1"is set as the default. 

4 

Available Period 

Select [Enable] to specify how long the password is valid before its expiry. [Disable] is set as 
the default. 

Expiration day(s) — Specify how long the password is valid before its expiry. Specify within 
the range from 1 to 999 days. "180" is set as the default. 
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□ Se 村 ing up Policy for Administrator,Auditor 

You can configure policies for administrator and auditor registration. 


， I 


Policy for Administrator, Auditor 
■Minimum Password Length 
Requirements to Apply 


6 (6-64) 

Disable ▼ 

Do not allow the following strings to be used as passwords: 


-Lockout Setting 

Number of Retry 
Lockout Time 
-Available Period 

Expiration day 尚 



(0-30) 

Minute(s)(1-1440) 



Item name 

Description 

1 

Minimum Password Length 

Specify the minimum number of digits for the password. Specify within the range from 0 to 

64. "6" is set as the default. 

2 

Requirements to Apply 

Select [Enable] to set restrictions on the character strings that can be used in passwords. 
[Disable] is set as the default. 

Restrictions 

• The user name and password cannot be the same. 

• The same password cannot be used again. 

• A password consisting of sequences of the same characters cannot be used. 

• A password containing the characters entered in the restricted character text box cannot 
be used. 

3 

Lockout Setting 

Specify whether or not to enable the lockout setting when the user failed to supply the 
correct password. [Enable] is set as the default. 

Number of Retry — Specify the number of retries before lockout. Specify within the range 
from 0 to 30 times. "10" is set as the default. 

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to 
1440 minutes."1"is set as the default. 

4 

Available Period 

Select [Enable] to specify how long the password is valid before its expiry. [Disable] is set as 
the default. 

Expiration day(s) — Specify how long the password is valid before its expiry. Specify within 
the range from 1 to 999 days. "180" is set as the default. 
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□ Se 村 ing up Policy for e-Filing Boxes,Template Groups,Templates,SecureP 化 
SNMPvS, Cloning 

You can configure policies for passwords for operations and applications on your equipment. 




Item name 

Description 

1 

Minimum Password Length 

Specify the minimum number of digits for the password. Specify within the range from 0 to 
64/1"0" is set as the default. 

2 

Requirements to Apply 

Select [Enable] to set restrictions on the character strings that can be used in passwords. 
[Disable] is set as the default. 

Restrictions 

• The user name and password cannot be the same. *2 

• The same password cannot be used again. 

3 

Lockout Setting つ 

Specify whether or not to enable the lockout setting when the user failed to supply the 
correct password. [Enable] is set as the default. 

Number of Retry — Specify the number of retries before lockout. Specify within the range 
from 0 to 30 times. "10" is set as the default. 

Lockout Time — Specify the duration to lock out the user. Specify within the range from 1 to 
1440 minutes."1"is set as the default. 


*1 With SNMPvS, a password of at least one character is required. 

*2 With Cloning, you can also register the same password as the file name. 
*3 The Lockout Setting is enabled only when you are using e-Filing Boxes. 
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[Security] How to Set and How to Operate 


In the Security Service page, you can install a wireless LAN certificate for authentication with the RADIUS server, install 
and export a device certificate to enable SSL and set up its SCEP (automatic installation), install CA certificate, and install 
certificates for IEEE 802.1X authentication and set up its SCEP. 

Cfl P.269 "Installing IPsec certificate" 

Cfl P.274 "Installing a device certificate" 

ffl R281 "Creating/Exporting a client certificate" 

Cfl P.283 'Installing CA certificate" 

■ Installing IPsec certificate 

You must install an IPsec certificate when you want to use it for IKE authentication of data encryption communication with 
this equipment. Install it from an authentication agency or CA server. You can also install it automatically from CA server 
using SCEP. 


Notes 


• This equipment supports CA certificate and User certificate that are in the following encoding formats. 

- CA Certificate: DER, BASE64, PKCS#7 

- User Certificate: PKCS#12 

• This equipment supports mdSRSA and sha1 RSA certificate. Make sure to use the certificate in these algorithms. 

• When enabling IPsec communication with this equipment, the IPsec Enabler GP-1080 (optional) is required. 

• IPsec Certificate setup menus on the TopAccess menu are displayed only when the IPsec function is available. 
([Administration] tab > [Setup] menu > [Network] submenu > [Security Service] > [Certificate for IPse 句） 

• When you install the User Certificate in this equipment, it is recommended to connect this equipment and a client 
computer using a crossing cable for ensuring security. 

Cfl R270 "Installing IPsec certificate" 

ffl R271 "Deleting an imported IPsec certificate" 

Cfl R272 "Installing IPsec certificate automatically" 

Cfl R273 "Deleting IPsec certificate installed automatically" 
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Logout 


Setup 


I Job Status 


Logs I 

Maintenance 


Registration 

Registration 


Security 

Authentication | Certificate Mai の ! 


[save I [Cancel I 


iui(|eineiit 

fez 


I Password Policy 


The Certificate Management page is displayed. 

Click [Browse] for [Import] under [Device Certificate] to select the certificate file for 
IPsec and then click [Upload]. 

Device Certificate 

(を self-signed certificate Installed 


© Import 


© SCEP(Automatic) 


[Create |l bxport | 

Not Installed 


F:\Users\User001\DesktQp\Client 2C I Browse" 


li Uplo 
Not In 


0 が J〔Dele む 

辟 

prvpr/^™p<ii 


ち 1 


CAServer ； .^ess(Primaiv) :10.10 .70.111 


CA Server Address (Secondary) :10.10 .70.121 

MFP's Address in Common Name in the Certificate : IP Address ▼ 

Timeout : 30 Second(s) (1-120) 

CA Challenge : 

(note: If successful adds CA certificate automatically) 

Signature Algorithm ''今'' SHA1 
© MD5 


Poll Interval:1 Minute 


Maximum Poll Duration: 8 Hours 


〔 Request ][Delete j 


The alert message dialog box appears. 

Click [OK]. 


Windows Internet Explorer 


屈 


Please input password before saving network settings 


The IPsec certificate is installed. 


Tip 


This alert message shows that you must enter a password on the control panel of this equipment after you 
installed the IPsec certificate. The certificate cannot be used unless you enter a password. 

Click [Save] on the [Certificate Management] submenu. 

You must enter a password for IPsec certificate on the control panel of this equipment 
before setting up the IPsec. 

For instructions on how to input the password, refer to the following section in the MFP Management Guide. 
Chapter 2 "SETTING ITEMS (ADMIN)" - "Setting Network Functions" - "Decrypting the user certificate" 


[Administration] Tab Page 


□ Installing IPsec certificate 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

O Click the [Security] menu and [Certificate Management] submenu. 


4 


5 


6 
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□ Deleting an imported IPsec certificate 


You cannot delete an IPsec certificate being used. 

1 Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 


2 Click the [Administration] tab. 

3 Click the [Security] menu and [Certificate Management] submenu. 


e-Filin" 

Log out 


Security 

Authentication | Cert 折 cate 
[save j I Cancel I 


Manaoeineiu 


Maintenance 


Registration 

Registration 


I Password Policy 


The Certificate Management page is displayed. 

4 Click [Delete] for [Import] under [Device Certificate]. 

Device Certificate 

© self-signed certificate Installed 


( 今 I Import 


© SCEP(Automatic) 


I Create ][ Export j 

certuserl.plx 



I Browse", i 


[upload l| 

Not Installed 


|[ Delete i 

巧 


CA Server Address (Primary) : 

CA Server Address (Secondary) : 

MFP*s Address in Common Name in the Certificate : IP Address 
Timeout :10 Second(s) (1-120) 


CA Challenge : 

(note: If successful adds CA certificate automatically) 
Signature Algorithm ( 今 • SHA1 
© MD5 


Poll Interval:1 Minute ▼ 
Maximum Poll Duration: 8 Hours 


[Request il Delete J 


The confirmation dialog box appears. 


If no IPsec certificate has been imported, you cannot delete it. 

Click [OK]. 

Windows Internet Explorer 

Are you sure? 

I I Cancel I 


The IPsec certificate is deleted. 

0 Click [Save] on the [Certificate Management] submenu. 
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□ Installing IPsec certificate automatically 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 


2 Click the [Administration] tab. 

O Click the [Security] menu and [Certificate Management] submenu. 



e-Filin(i 
Log oi け 



The Certificate Management page is displayed. 

4 Enter the following items for [SCEP (Automatic)] under [Device Certificate] and click 
[Request]. 



CA Server Address (Primary) 

Enter the IP address or FQDN of the CA server. You can enter up to128 characters. 

CA Server Address (Secondary) 

Enter the IP address or FQDN of the CA server. You can enter up to128 characters. 

MFP's Address in Common 

Name in the Certificate 

Select whether to use the IP address or FQDN as the address of this equipment to be 
entered in the [Common Name] box of the certificate. 

Timeout 

Enter a timeout period for quitting communication when no response is received from the 
CA server. 

CA Challenge 

Enter the CA challenge. 

Signature Algorithm 

Select SHA1 or MD5 as the signature algorithm. 

Poll Interval 

Specify the polling interval. 

Maximum Poll Duration 

Specify the polling duration. 


Notes 


• If FQDN is used in [CA Server address], you need to configure a DNS server and enable DNS settings. 

• If [FQDN] is selected in [MFP’s Address in Common Name in the Certificate], the IP address of this 
equipment must be registered in the DNS server. 


The IPsec certificate is installed. 

A CA certificate is installed automatically as well as an IPsec certificate. If a CA certificate is already installed, 
delete the existing one by clicking [DELETE] of SCEP in に ertificate for IP SEC]. Then click [Request] to install a 
new CA certificate 



Click [Save] on the [Certificate Management] submenu. 
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□ Deleting IPsec certificate installed automatically 


You cannot delete an IPsec certificate being used. 

1 Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Security] menu and [Certificate Management] submenu. 


e-Filin" 

Log out 


Security 

Authentication | Certificate ぶ 


[save j I Cancel I 


iiiuigeinei" 


Maintenance 


Registration 

Registration 


I Password Policy 


The Certificate Management page is displayed. 

4 Select [SCEP (Automatic)] for [Device Certificate] and click [Delete]. 


Device Certificate 
I み） self-signed certificate 
© 

© Import 


I Create |l bxport i 

Not Installed 


r Browse... 


[upload [Delete j 

certuserl.pfx 

CA Server Address (Primaiy) :192.168 .1.1 


CA Server Address (Secondary) :192.168 .10.1 

MFP's Address in Common Name in the Certificate : IP Address ， 

Timeout :10 Second(s) (1-120) 

CA Challenge : 

(note; If successful adds CA certificate automatically) 

Signature Algorithm ( さ） SHA1 
© MD5 

Poll Interval: 


1 Minute 


Maximum Poll Duration: 8 Hours 


Request jl Delel 


到 

に 


The confirmation dialog box appears. 


Notes 


• A CA certificate already installed automatically will be deleted as well as the server certificate. 

• Deleting is disabled when no server certificate has been installed automatically. 

5 Click [OK]. 



The IPsec certificate is deleted 


0 Click [Save] on the [Certificate Management] submenu. 
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■ Installing a device certificate 

To enable SSL for HTTP setting, FTP server setting, IPP Print Service and Web Services Print, you must install a device 
certificate for each. 

To install these device certificates, you need to create a self-signed certificate, install them from an authentication agency 
or the CA server. You can also install them automatically from the CA server using SCEP. 

Cfl P.275 ‘‘Creating/exporting a self-signed certificate" 

Cfl R277 "Installing an imported device certificate" 

Cfl P.278 "Deleting an imported device certificate'* 
ffl P.279 "Installing a device certificate automatically" 

Cfl P.280 "Deleting a device certificate installed automatically" 


Tip 

When you want to enable SSL for HTTP setting, FTP Server, IPP Print, and Web Service Print Service, the certificates 
required to install to the equipment and the client PC are as follows: 


Use SSL for... 

Required Certificate for this equipment 

Required Certificate for Client PC 

Device Certificate 

CA Certificate 

Self-signed 

Certificate 

Client 

Certificate 

CA 

Certificate 

Self-signed 

Certificate 

Device certificates 
installed from 
authentication agency 

1 CA server 

HTTP, FTP, IPP 

Pri が 1 

Required 

- 

- 

(Required)* 2 

- 

- 

- 

Required 

- 

- 

- 

(Required )*2 

Web Service 

Print 

- 

Required 

Required 

- 

Required 

Required 

Required 

- 

- 

Required 

- 

- 


*1 In the HTTP Network Service, FTP Server, and IPP Print, if you create a self-signed certificate for the equipment, you need to install the 
self-signed certificate to the client PC. If you select to install an imported device certificate to the equipment, also install the CA certificate 
to the client PC. 

*2 For Windows Vista/XP/ 2000, you can enable SSL by installing certificates only in the equipment. In this case, the following message 
appears when you operate the system. Select the specified item. 

"There is a problem with this website's security certificate" appears. If you are using Windows Vista, select [Continue to this website (not 
recommended)]. 

"The security certificate presented by this website was issued by a company you have not chosen to trust. Do you want to proceed?" 
appears if you are using Windows XP/2000. Select [Yes]. 

If you want to further enhance the security, install certificates also in the client PC. 

m P.283 'Installing CA certificate" 


Note 


When you install the User Certificate in this equipment, it is recommended to connect this equipment and a client 
computer using a crossing cable for ensuring security. 
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□ Creating/exporting a self-signed certificate 


2 

3 


start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Security] menu and [Certificate Management] submenu. 


Security 

Authentication | Cerlrflcate 


I Job Status 


e-Filin(i 

Logout 


Logs 

Maintenance 


Registration 

Reaistration 


User Management 


[save] I Cancel ] 


Maiuiyeineiu 

^2 


I Password Policy 


The Certificate Management page is displayed. 

4 Select [self-signed certificate] under [Device Certificate] and click [Create]. 


Device Certificate 

d certificate 


o. self-signed c 

hi 


© SCEP(A 山 omatic) 


Installed 


I Create ijl bxport ] 

NMI み 2 — 


[Browse... 


[Upload j[Delete J 

Not Installed 

CA Server Address (Primaiy) :10.10 70.111 



CA Server Address (Secondary) :10.10 .70.121 

MFP's Address in Common Name in the Certificate : IP Address ▼ 

Timeout : 30 Seconcl(s) (1-120) 

CA Challenge : 

(note: If successful adds CA certificate automatically) 

Signature Algorithm み） SHA1 
© MD5 


The Create self-signed certificate page is displayed. 

Enter the following items and click [Save]. 


Create self-signed certificate 

I Save 11 Cancel | 


Cour^F^ion Name 

JP 

State or Province Name 

Tokyo 

Locality Name 

abcdefghijkim 

Organization Name 

ABCDEFG CORPORATION 

Organizational Unit Name 

ABCDEFG Dept. 

Common Name 

10.10.70.121 

Email Address 

Use の 1 矮 example.com 

Validity Period 

3 目 month 尚 (1-99) 



You can set the following in this page. 

Cfl P.263 "[Create self-signed certificate] screen" 


0 Click [OK]. 


Windows Internet Explorer 


回 


か 


nr Cancel ] 
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7 A self-signed certificate is created. Click the [Export] button if you are exporting. 


Device Certificate 
(9) self-signed certificate 


© Import 


© SCEP(Automatic) 


Installed 
[Create ][ 


Not Installed 


Export ] 


I Browse... ^ 


I Upload il Delete I 

Not Installed 

CA Server Address (Primary) :10.10 70.111 


CA Server Address (Secondary) : 10.10.70.121 

MFP's Address in Common Name in the Certificate : IP Address 

Timeout : 30 Seconcl(s) (1-120) 


CA Challenge : 

(note: If successful adds CA certificate automatically) 
Signature Algorithm み SHA1 
© MD5 


Right-click the link for the file name of the certificate to be exported, and then select 
[Save Target As], 

Export self-signed certificate 


Device Ce けの cate(|)em format) 




Open 

Open in New Window 

Save Target As... K 

Print Target 

1^2 

Ciit 


Copy Shortcut 


Paste 


^ Blog with Windows Live 


^3? E-mail with Windows Live 


a お Translate with Bing 


All Accelerators 

► 

Add to Favorites... 


Append Link Target to Existing PDF 

Append to Existing PDF 


Convert Link Target to Adobe PDF 

Convert to Adobe PDF 


Properties 



な ▼ み 100% 


The [Save As] dialog box appears. 

Specify a directory to which the certificate is to be saved and then click [Save]. 


Save As 

《 3^1 が worl し folder ► Certificate 


画 


▼ 止 ♦ す 11 SeoK わ 


~Z\ 

逆 


Favorite Links 
■ Desktop 
祖 Recent Places 
申 Computer 
藝 Documents 
^ Pictures 
。 Music 
More » 

Folders 


Date modif... Type Size 

This folder is empty. 


Save as type [Security Certificate 
Hide Folders 


10 Click [Save] on the [Certificate Management] submenu. 


Tip 


You can improve the security level of a client computer by installing the exported certificate into the computer. 
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"Then you can enable SSL for the following network settings. 

m P.159 "Se 扣 ng up HTTP Network Service" 

a P.165 "Setting up FTP Server" 

ffl P.170 "Setting up Web Services Setting" 

Cfl P.205 "Setting up IPP Print" 


□ Installing an imported device certificate 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 


2 

3 


Click the [Administration] tab. 

Click the [Security] menu and [Certificate Management] submenu. 



The Certificate Management page is displayed. 


4 


Click [Browse] of [Import] in [Device Certificate] to select a device certificate file，and 
then click [Upload]. 


Security 

Authentication | Certificate Miiiuigeineiit | Password Policy 
[save I [Cancel J 


Device Certificate 
( 今 I self-signed certificate 


© Import 


© SCEP(Automatic) 


Installed 

I Create i[ Export ] 

Not Installed 


F:\Users\User001\Desl<top\Client_2CI Browse.. 


li Upjoai 

Notinsj 

CA Server. 

CA Server Address (Secondary) :10.10 70.121 
MFP's Address in Common Name in the Certificate : 


み ? loa み ! [Dele む 

Notlns^ 

CA Server 


も 


■ が s (Primary): 10.10 70.111 


Timeout : 30 Seconcl(s) (1-120) 

CA Challenge : 

(note: If successful adds CA certificate automatically) 
Signature Algorithm (を SHA1 
© MD5 


Poll Interval:1 Minute ▼ 
Maximum Poll Duration: 8 Hours 
I Request ][Delete | 


The alert message dialog box appears. 



Click [OK], 



The device certificate is imported. 



Tip 

This alert message shows that you must enter a password on the control panel of this equipment after you 
installed the device certificate. The certificate cannot be used unless you enter a password. 

0 Click [Save] on the [Certificate Management] submenu. 
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7 Before enabling SSL, you must input the password for the imported device certificate 
from the control panel of the equipment. 

For instructions on how to input the password, refer to the following section in the MFP Management Guide. 
Chapter 2 "SETTING ITEMS (ADMIN)" - "Setting Network Functions" - "Decrypting the user certificate'* 



Then you can enable SSL for the following network settings. 

m P.159 "Se 扣 ng up HTTP Network Service" 

Cfl R165 "Setting up FTP Server" 

ffl P.170 "Setting up Web Services Setting" 

Cfl P.205 "Setting up IPP Print" 


□ Deleting an imported device certificate 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

ク Click the [Administration] tab. 

3 Click the [Security] menu and [Certificate Management] submenu. 


e-Filiuq 

Logout 


Security 

Authentication | Ceitrficate 


t Job Status 


Logs 

Maintenance 


Registration 

Reajstration 


[save] I Cancel ] 


Maiuiueineiu 

^2 


I Password Policy 


The Certificate Management page is displayed. 

4 Click [Delete] of [Import] in [Device Certificate]. 


Device Certificate 
© self-signed certificate 


' 安 ' Import 


© SCEP(Automatic) 


I Create lltxport i 

certuserl.ptx 


I Browse". | 


[Upload 

Not Inst 


id i[ Delete ] 

ぉ lied み 


CA Server Address (Primary) : 

CA Server Address (Secondary) : 

MFP's Address in Common Name in the Certificate : 
Timeout :10 Second(s) (1-120) 


CA Challenge : 

(note: If successful adds CA certificate automatically) 
Signature Algorithm (a) SHA1 
© MD5 


Poll Interval:1 Minute 


Maximum Poll Duration: 8 Hours 


[Request jj^Deiete l 


The confirmation dialog box appears. 


Note 


If no device certificate has been imported, you cannot delete it. 

5 Click [OK]. 



The device certificate is deleted 


Click [Save] on the [Certificate Management] submenu. 
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□ Installing a device certificate automatically 


2 

3 


start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Security] menu and [Certificate Management] submenu. 


e-Filin(i 

Logout 


Security 

Authentication | Cerlrflcate 


I Job Status 


Logs 

Maintenance 


Registration 

Reaistration 


User Management 


[save] I Cancel ] 


Mqiuiyeineiii 

お2 


I Password Policy 


4 


The Certificate Management page is displayed. 

Enter the following items in [SCEP(Automatic)] of [Device Certificate], and then click 
[Request]. 

Device Certificate 
(み self-signed certificate 


© Import 


© SCEP(Automatic) 


[Create ^[Export j 

Not Installed 


I Browse... | 


[Upload j[ Delete i 

Not Installed 



CA Server Address (Primary) :10.10 70.111 


CA Server Address (Secondary) :10.10 .70.121 
MFP's Address in Common Name in the Certificate : 
Timeout : 30 Second ( 句 （ 1-120) 

CA Challenge : 

(note: If successful adds CA certificate automatically) 
Signature Algorithm み SHA1 
© MD5 

Poll Interval:1 Minute ▼ 


IP Address ▼ 


1 ； Reg 

ijest ij [Delete J ベ j 

H2 

CA Server Address (Primary) 

Enter the IP address or FQDN of the CA server. You can enter up to128 characters. 

CA Server Address (Secondary) 

Enter the IP address or FQDN of the CA server. You can enter up to128 characters. 

MFP's Address in Common 

Name in the Certificate 

Select whether to use the IP address or FQDN as the address of this equipment to be 
entered in the [Common Name] box of the certificate. 

Timeout 

Enter a timeout period for quitting communication when no response is received from the 
CA server. 

CA Challenge 

Enter the CA challenge. 

Signature Algorithm 

Select SHA1 or MD5 as the signature algorithm. 

Poll Interval 

Specify the polling interval. 

Maximum Poll Duration 

Specify the polling duration. 


Notes 


• If FQDN is used in [CA Server address], you need to configure a DNS server and enable DNS settings. 

• If [FQDN] is selected in [MFP’s Address in Common Name in the Certificate], the IP address of this 
equipment must be registered in the DNS server. 

A device certificate is installed. 


Note 


A CA certificate is installed automatically as well as a device certificate. If a CA certificate is already installed, 
delete the existing one by clicking [DELETE] of SCEP in [Device Certificate]. Then click [Request] to install a 
new CA certificate. 

5 Click [Save] on the [Certificate Management] submenu. 
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Then you can enable SSL for the following network settings. 

m P.152 "Setting up LDAP Session" 

Cfl P.159 "Se 扣 ng up HTTP Network Service" 
m R160 "Setting up SMTP Client" 

Cfl P.163 "Setting up POPS Network Service" 

Cfl R165 "Setting up FTP Server" 

Cfl P.170 "Setting up Web Services Setting" 

Cfl R205 "Setting up IPP Print" 


□ Deleting a device certificate installed automatically 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

9 Click the [Administration] tab. 

3 Click the [Security] menu and [Certificate Management] submenu. 


e-Filinq 

Logout 


Security 

Authentication | Certificate 


[save] I Cancel ] 


r •— 一〜 M が iigemeii 产 


Logs 

Maintenance 


Registration 

Registration 


User Management 


I Password Policy 


The Certificate Management page is displayed. 

4 Select [SCEP(Automatic)] in [Device Certificate], and then click [Delete]. 


Device Certificate 
(み self-signed certificate 
© 

© Import 


;SCEP(Automatic) 


[Create J[Export J 

Not Installed 


I Browse... 


[Upload j〔Delete I 

certuserl.ptx 

CA Server Address (Primary) :192.168 .1.1 


CA Server Address (Secondary) :192.168 .10.1 

MFP's Address in Common Name in the Certificate : IP Address 

Timeout :10 Second(s) (1-120) 


CA Challenge : 

(note; If successful adds CA certificate automatically) 
Signature Algorithm (a) SHA1 
© MD5 


Poll Interval:1 Minute ， 
Maximum Poll Duration: 8 Hours 
[Request |[ Delet 


The confirmation dialog box appears. 


Notes 


• A CA certificate already installed automatically will be deleted as well as the device certificate. 

• Deleting is disabled when no device certificate has been installed automatically. 


5 Click [OK], 



The device certificate is deleted 


6 


Click [Save] on the [Certificate Management] submenu. 
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■ Creating/Exporting a client certificate 


2 

3 


start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Security] menu and [Certificate Management] submenu. 


e-Filin(i 

Logout 


Security 

Authentication | Cerlrflcati 


[Save 11 Cancel 



Logs 

Maintenance 


Registration 

Reaistration 


User Management 


ij Password Policy 


The Certificate Management page is displayed. 

4 Click [Create] under [Client Certificate]. 


Client Certificate 

Not Created [ 。う 

知 

Certificate Setting 1 



Public Key : RSA1024 ▼ 


The Create Client Certificate page is displayed. 

Enter the following items and click [Save]. 


Create Client Certificate 


[Sa^ [ Cancel ] 

CoumA/^aion Ns 


む ion Name 
State or Province Name 
Locality Name 
Organization Name 
Organizational Unit Name 
Common Name 
Validity Period 
Password 


Tokyo 


abcdefghijkim 


ABCDEFG CORPORATION 


ABCDEFG Dept. 


10.1070.121 

36 month(s)(1-99) 


も 


You can set the following in this page, 
ffl P.264 "[Create Client Certificate] screen" 


0 Click [OK]. 


Windows Internet Explorer 



OK Cancel | 

— へ 
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7 Right-click the link for the file name of the certificate to be exported, and then select 
[Save Target As]. 


Security 

Authentication I Certificate Man か leineiit I Password Po 

Open 

Open in New Tab 

Open in New Window 



1 Save 11 Cancel | 

Save Target As... 、 

Print Target 

© SCEP(Automatic) Not Ins ね 

ut 

Copy 


CA Serve 

Copy Shortcut 


CA Serve 

Paste 


MFP's Ad 

專 Blog with Windows Live 

P Address ▼ 

Timeout 

巧 E-mail with Windows Live 


CA Chalk 

a 若 Translate with Bing 


(note: If s 

All Accelerators ► 


Signature 

Add to Favorites... 


Poll Inten 

Append Link Target to Existing PDF 



Append to Existing PDF 


Maximurr 

Convert Link Target to Adobe PDF 


1 Reques 

Convert to Adobe PDF 


Client Certificate 



; K 

Properties 



雨 


The [Save As] dialog box appears. 


Tip 

If you have not installed a client certificate, enter the password in [Password] and click [Create] to create a 
certificate. 


Specify a directory to which the certificate is to be saved and then click [Save]. 




Click [Save] on the [Certificate Management] submenu. 


Tip 

You can improve the security level of a client computer by installing the exported certificate into the computer. 
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■ Installing CA certificate 

When you want to enable SSL and verify with a CA certificate for the SMTP Client, POPS Network Service, FTP Client, or 
Directory Service, you must install the CA certificate. You can install up to10 CA certificates in this equipment. 

Cfl R283 "Installing CA certificate" 

Cfl P.284 "Deleting CA certificate" 


Tips I 

• You can follow the same procedure to install the CA certificate for IEEE 802.1X authentication with a RADIUS 
server through a wired LAN or the optional wireless module (GN-1060). 

• A CA certificate installed using SCEP for device certificates or IPsec certificates will not be counted into the number 
of registrations. They can be registered separately. 


□ Installing CA certificate 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Security] menu and [Certificate Management] submenu. 


e-Filinq 

Logout 


Security 

Authentication | Certific< 


[save 11 Cancel 



Logs 

Maintenance 


Registration 

Reajstration 



sikTi Password Policy 


The Certificate Management page is displayed. 

A Select the encryption of CA certificate and click [Browse] to select a CA certificate file. 
Then click [Upload], 


6 


CA certificate 

■毎 1 CACertificate(PEM) 

1© CA certificate (DER) 

F:\Users\Use 伽 1\Desk 化 p\157 .煎. 7: 卜 Browse ： T^Li 

I II 日瞧 e …け 

Certificate Files 

li 卵棉 a il [ Delete | ■ 

I も 2 


The CA certificate is installed. 

Click [Save] on the [Certificate management] submenu. 

Then you can enable SSL by selecting [Verify with imported CA cert け ication(s)] for the 
following network settings. 

a P.160 "Setting up SMTP Client" 

Cfl P.163 "Setting up POPS Network Service" 
m P.164 "Setting up FTP Client" 

Cfl P.293 "Directory Service settings" 
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□ Deleting CA certificate 


2 

3 


start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Security] menu and [Certificate Management] submenu. 


e-Filin(i 

Logout 


Security 

Authentication | Cerlrflcati 


[Save 11 Cancel 



Logs 

Maintenance 


Registration 

Reaistration 


I Password Policy 


The Certificate Management page is displayed. 

A Select the CA certificate file that you want to delete in the [Certificate Files] list, and 
click [Delete]. 


CA certificate 
(を CACertificate(PEM) 
© CA certificate (DER) 

Certificate Files 


I Browse... j 


」に Browse...] 


[upload I |Del|1 


I % ' 


Tl57.69.73.250.crt 


% 


The confirmation dialog box appears. 

Click [OK]. 


Windows Internet Explorer 

Are you sure? 


画 


r 0Kr Cancel i 


The CA certificate is deleted. 

0 Click [Save] on the [Certificate Management] submenu. 
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[Maintenance] Item list 


Tip 


Users who are granted administrator privileges in access policy mode can access the [Maintenance] menu from the 

[Administration] tab. 

See the following pages for how to access it: 

Cfl P.22 "Access policy mode" 

Cfl P.285 "Upload Software settings" 
ffl R286 "Remove Software settings" 

Cfl R286 "Create Clone File settings" 

Cfl P.288 "Ins ね II Clone File settings" 

Cfl P.289 "Import settings" 
m R291 "Export settings" 

Cfl P.292 "Delete Files settings" 

Cfl P.293 "Directory Service settings" 

Cfl R295 "Notification settings" 

Cfl R298 "Languages settings" 

Cfl P.300 "System Updates settings" 

Cfl P.300 "Reboot settings" 


■ Upload Software settings 

You can update client software embedded in your equipment. Users can download client software on their computers 
using the TopAccess [Install Software] link. 


Tip 

The [Upload Software] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 

Cfl P.22 "Access policy mode" 

Cfl P.285 "[Maintenance] Item list" 



1 

2 

3 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | 
You can upload e-STUDIO 655 Oc Series client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom of the TopAccess page. 

-Upload Files Driver Files ▼ [0K| 

The following are the required files. 

■I Upload ] 


InstallClientI .exe I Browse... I 



Item name 

Description 

1 

Upload Files 

Select the software you want to upload to the equipment. 

• Driver Files — Select this to upload the setup files. 

• Macintosh PPD Files — Select this to upload the PPD file which is used by Mac OS X 
10.4 or later. In addition, select this to upload the plug-in files used for Mac OS X 10.4 or 
later. 

• Unix Filters — Select this to upload the tar files that contain filters for each UNIX 
workstation. 

• Point And Print — Select this to upload the printer driver which is installed when the 
print queue of this equipment is double-clicked. 

[OK] button — Confirms the selected software. 

2 

[Upload] button 

Uploads the browsed setting file. 

3 

lnstallClient1.exe browse box 

Browses the setting file to be uploaded. 
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■ Remove Software settings 

You can delete the software uploaded to the equipment. 


Tip 

The [Remove Software] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Ser/ice | 
1 - f Delete I 



Files 

Size 

曰 

Driver Files 

0(KB) 

巧 

Unix Filte 。 

0(KB) 

巧 

Macintosh PPD Files 

0(KB) 



Item name 

Description 

1 

[Delete] button 

Select the language of the software you are uploading. 

2 

Software list 

Displays a list of software uploaded to your equipment. 

Select the software files you want to delete. 


■ Create Clone File settings 

You can create a clone file of the environment on your equipment. 

You can implement a cloned environment by installing the created clone file on another equipment. 


Tip 

The [Create Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 

Cfl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 

Cfl P.287 "Se 扣 ng up Clone File" 

Cfl P.287 "Setting up Category Setting" 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service 

You can create Clone File to configure other Machine with same settings. 

To create Clone File, select data category and press "Create" button 

I し Create I 



Item name 

Description 

1 

[Create] button 

Creates the clone file of the category selected in the category setting. 

When you click this button, a screen is displayed to set a password on the clone file. 
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□ Se 村 ing up Clone File 


Clone File 

1 - Device Name Not Created 

2 - 1 - Copier Model 

3 I Version 

4 - ： - Date Created 



Item name 

Description 

1 

Device Name 

Displays the device name of the created clone file. 

Click the device name to download the clone file. 

2 

Copier Model 

Displays the copier model of the created clone file. 

3 

Version 

Displays the system ROM version of the created clone file. 

4 

Date Created 

Displays the created date of the clone file. 


□ Se 村 ing up Category Setting 

Select the category for the clone file. 



Item name 

Description 

1 

Security 

Includes security level, secure erase, self test, encryption, and authentication settings in the 
clone file. 

2 

Default Settings 

Includes the general, copy, scan, fax, ifax, E-mail, save as file, printer, notification, log 
settings, and EWB settings in the clone file. 

3 

User Management 

Includes the user, group, role, quota, department code, and my menu with tern pi ate/ad dress 
book in the clone file. 

4 

Network/Print Service 

Includes network settings, print service, wireless LAN, Bluetooth, and directory service 
settings in the clone file. 

5 

Address Book 

Includes the address book in the clone file. 

6 

Address Book + Template + Mail 
Boxes 

Includes the address book, template, and mail boxes in the clone file. 


I Category Setting 

1 - 团 Security 

(Security Level, Secure Erase, SelfTest, Encryption, Authentication) 

2 I 3 Default Settiiigs 

(General, Copy, Scan, Fax, iFax, Email, Save as File, Printer, Not 讯 cartion. Log Settings, EWB Settings) 

3 3 User Miiiiageineiit 

(User, Group, Role, Quota, Department Code, Menu with Template/Ad か ess Book) 

4 I 3 Network Prill! Service 

(Network Settings, Print Service, WirelessLAN, Bluetooth, Directory Service) 

5 I □ Address Book 

G I 5] Address Book + Template + Mail Boxes 
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■ Install Clone File settings 

You can install the created clone file. 

You can implement a cloned environment by installing the clone file created on another equipment. 


Tip 

The [Install Clone File] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 

Cfl P.22 "Access policy mode" 
ffl P.285 ‘‘[Maintenance] Item list" 

Cfl P.288 "Se 扣 ng up File Upload" 

Cfl R288 "Setting up Clone File Information" 

Cfl P.289 "Setting up Setting data included in Clone File" 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service 

You can reconfigure Machine setting by installing Clone File. 

To install Clone File, you need to upload Clone File at first. 


■I Install I 



Item name 

Description 

1 

[Install] button 

Installs the selected clone file. 

When you click this button, a dialog box is displayed to prompt you to enter the password 
you specified when creating the clone file. 


□ Se 村 ing up File Upload 


1 

2 


]I Upload ] 



Item name 

Description 

1 

[Browse] button 

Select a clone file. 

2 

[Upload] button 

Displays information on the selected clone file and what is included in the clone file. 


□ Se 村 ing up Clone File Information 




Item name 

Description 

1 

Device Name 

Displays the device name of the created clone file. 

2 

Copier Model 

Displays the copier model of the created clone file. 

3 

Version 

Displays the system ROM version of the created clone file. 

4 

Date Created 

Displays the created date of the clone file. 
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□ Se 村 ing up Setting data included in Clone File 


Import settings 

You can import address book data and department code information exported from another equipment. 



The [Import] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 
ffl P.285 ‘‘[Maintenance] Item list" 

Cfl P.289 "Setting up Address Book" 

Cfl P.290 "Se 扣 ng up MaHBoxes" 

Cfl P.290 "Setting up Template" 

Cfl P.290 "Setting up Combined(Template + Address Book + Mai I Boxes)" 


Before importing data, check that there are no jobs being processed, and there are no private jobs, scheduled jobs, or 
test print jobs. You cannot import data if there are these jobs. If import is taking too long, try importing data after your 
equipment has entered sleep mode. 


□ Se 村 ing up Address Book 


Tip 


Address Book 

1 — j - Import Method: ©Addition (a) Overwrite 

2 — j - File Name I Browse … | [Import | 



Item name 

Description 

1 

Import Method 

Specify the import method of the address book. 

Addition — Select this to append the imported information to the existing data. 

Overwrite — Select this to reolace the existina data with the imoorted information. 

2 

File Name 

Select the address book file to be imported. 

[Browse] button — Allows you to select the address book file. 

[Import] button — Imports the selected address book file. 



Item name 

Description 

1 

Security 

Displays if security level, secure erase, self test, encryption, and authentication settings are 
included. 

2 

Default Settings 

Displays if the general, copy, scan, fax, ifax, E-mail, save as file, printer, notification, log 
settings, and EWB settings are included. 

3 

User Management 

Displays if the user, group, role, quota, department code, and my menu with template/ 
address book are included. 

4 

Network/Print Service 

Displays if network settings, print service, wireless LAN, Bluetooth, and directory service 
settings are included. 

5 

Address Book 

Displays if the address book is included. 

6 

Address Book + Template + Mail 
Boxes 

Displays if the address book, template, and MailBox are included. 


Note 
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□ Se 村 ing up MailBoxes 


MailBoxes 

1 - File Name "[Browse— ]l Import | 



Item name 

Description 

1 

File Name 

Select the mailbox file to be imported. 

[Browse] button — Allows you to select the mailbox file. 

[Import] button — Imports the selected mailbox file. 


□ Se 村 ing up Template 


Tenipliite 

1 - Import Method : ©Addition (®) Overwrite 

2 -- File Name [Browse... 11 Import | 



Item name 

Description 

1 

Import Method 

Specify the import method of the template. 

Addition — Select this to append the imported information to the existing data. 

Overwrite — Select this to reolace the existina data with the imoorted information. 

2 

File Name 

Select the template file to be imported. 

[Browse] button — Allows you to select the template file. 

[Import] button — Imports the selected template file. 


□ Se 村 ing up Combined(Template + Address Book + MailBoxes) 


Coml)ine(l(Tem|)late + Address Book + MailBoxes) 

1 - File Name [Browse …] I Import | 



Item name 

Description 

1 

File Name 

Select the combined (template + address book + mailboxes) file to be imported. 

[Browse] button — Allows you to select the combined file. 

[Import] button — Imports the selected combined file. 
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■ Export settings 

You can export the address book, mailboxes, templates and so on. 


Tip 


The [Export] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 

Cfl P.291"Se 扣 ng up Address Book" 

Cfl P.291 "Se 扣 ng up MaHBoxes" 

Cfl P.292 "Setting up Template" 

Cfl R292 "Setting up Combined(Template + Address Book + Mai I Boxes)" 


□ Se 村 ing up Address Book 




Address Book 

1 - File Name ADDR 110118 xsv 

2 -- File Size 1575 

3 Date Created TUE JAN 1818:43:14 2011 

4 - j - Export Data Format (a) CSV © XML 






Item name 

Description 

1 

File Name 

Displays the file name of the created export files. 

Click a file name to download. 

2 

File Size 

Displays the file size of the created export files. 

3 

Date Created 

Displays the created date of the export files. 

4 

Export Data Format 

Select the file format of the export file. 

CSV — Select this to create the file in the CSV format. 

XML — Select this to create the file in the XML format. 

5 

[Create New File] button 

Creates the export file. 


□ Se 村 ing up MailBoxes 


I MailBoxes 

1 I File Name Not Created 

2 -- File Size 

3 - j - Date Created 

4 - j - し Create New File ] 



Item name 

Description 

1 

File Name 

Displays the file name of the created export files. 

Click a file name to download. 

2 

File Size 

Displays the file size of the created export files. 

3 

Date Created 

Displays the created date of the export files. 

4 

[Create New File] button 

Creates the export file. 
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□ Se 村 ing up Template 


I Template 

1 - j - RIe Name Not Created 

Z File Size 

3 - j - Date Created 

4 - j - 1 Create New File ] 



Item name 

Description 

1 

File Name 

Displays the file name of the created export files. 

Click a file name to download. 

2 

File Size 

Displays the file size of the created export files. 

3 

Date Created 

Displays the created date of the export files. 

4 

[Create New File] button 

Creates the export file. 


□ Se 村 ing up Combined(Template + Address Book + MailBoxes) 


I Coml)ine(l(Teinplate + Address Book + MailBoxes) 

1 . File Name Not Created 

2 — ! - File Size 

3 - ! - Date Created 

4 - 1 -: Create New File i 



Item name 

Description 

1 

File Name 

Displays the file name of the created export files. 

Click a file name to download. 

2 

File Size 

Displays the file size of the created export files. 

3 

Date Created 

Displays the created date of the export files. 

4 

[Create New File] button 

Creates the export file. 


■ Delete Files settings 

You can delete information such as scanned data, transmission data, and reception data that are stored in the local folder 
using the Save as file function. It is recommended to delete the stored data periodically to maintain the hard disk. 


Tip 

The [Delete Files] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 

Cfl P.22 "Access policy mode" 

Cfl P.285 "[Maintenance] Item list" 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | 
I Delete Files | 


I Stored Data 

F- 

Data Type 

Data Size 

Remarks 

し 

I 

回 

Shared File 

0(KB) 



回 

Shared File 

0(KB) 


I 

-Reception 

图 

Shared File 

0(KB) 




Item name 

Description 

1 

Scan 

Deletes all scan data stored in the shared folder. 

2 

Transmission 

Deletes all fax/ifax transmission data stored in the shared folder. 

3 

Reception 

Deletes all fax/ifax reception data and mailbox/fax/ifax forwarding data in the shared folder. 
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■ Directory Service se 忱 ngs 

You can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) server. When a new 
directory service is added, the users can search destinations using the LDAP server. 


Tip 


The [Directory Service] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 

Cfl P.22 "Access policy mode" 
ffl P.285 ‘‘[Maintenance] Item list" 





Item name 

Description 

1 

[New] button 

Registers the LDAP server that provides a directory service, 
ffl P.293 "[Directory Service Properties] screen" 

2 

Directory Service List 

Displays a list of registered LDAP servers. 

You can edit the registered details by clicking a directory service name. 

CQ P.293 "[Directory Service Properties] screen" 


□ [Directory Service Properties] screen 

You can display this screen by clicking a directory service name in the directly service list or the [New] button. 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 


Directory Service Properties Directory Service List 
画 [Reset ] [Delete I 


*Required 

■ で irectory Service Name 

■ ^Server IP Address 

■ *Poi1 Number 

■ Authentication 

■ Search Base 

■ User Name 

■ Password 

■ Search Timeout 

■ Enable SSL 

■ SSL Port Number 


LDAP server0l| 
192.168 .1.1 
389 

Auto ▼ 


Disable 
的目 



Item name 

Description 

1 

Directory Service Name 

Enter the directory service name to identify the directory service. You can enter up to 64 
alphanumerical characters and symbols. 

2 

Server IP Address 

Enter the IP address or FQDN of the LDAP server. You can enter up to128 alphanumerical 
characters and symbols. 

3 

Port Number 

Enter the port number to access the LDAP server. You can enter a value in the range from 1 
to 65535. Generally the default value "389" is used to access the LDAP server without SSL. 
When the SSL is required, generally the "636" port is used to access the LDAP server. 
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Item name 

Description 

4 

Authentication 

Select the SASL authentication protocol. If you do not know the authentication type, select 
[Auto]. 

• Auto — Select this to access the LDAP server usina the aoDrooriate authentication that 
this equipment detects. 

• Kerberos — Select this to access the LDAP server using the Kerberos authentication. 

• Digest-MD5 — Select this to access the LDAP server using the Diges 卜 MD5 
authentication. 

• CRAM-MD5 — Select this to access the LDAP server using the CRAM-MD5 
authentication. 

• Login — Select this to access the LDAP server using the login authentication. 

• Plain — Select this to access the LDAP server using the plain authentication. 

• Simple Bind — Select this to access the LDAP server using the Simple Bind 
authentication. 

5 

Search Base 

Enter the search base. When you configure the Active Directory in Windows server, make 
sure to enter this option. You can enter up to140 alphanumerical characters and symbols. 

6 

User Name 

Enter the log-in user name if a user name is required to access the directory service. You 
can enter up to140 alphanumerical characters and symbols. 

7 

Password 

Enter the password if required to access the directory service. You can enter up to 32 
alphanumerical characters and symbols. 

8 

Search Timeout 

Select the timeout period for quitting communication when no response is received from the 
LDAP server. Specify within the range from 1 to 5."1"is set as the default. 

9 

Enable SSL 

Select whether the SSL (Secure Sockets Layer) is enabled or disabled for communicating 
the LDAP directory service. 

• Disable — Select this to disable the SSL for communicatina the LDAP directory service. 

• Verify with imported CA cert げ ication(s) — Select this to enable the SSL using the 
imported CA certificate. 

• Accept all certificates without CA — Select this to enable the SSL without using 
imported CA certificate. 

• When [Verify with imported CA cert げ ication(s)] is selected, you must import the CA certificate in this equipment. 

CQ P.269 "[Security] How to Set and How to Operate" 

• If at least one of the registered LDAP directory services requires the SSL, you must enable the [Enable SSL] option. When 
the [Enable SSL] option is enabled, this equipment will connect the registered LDAP directory services using SSL first. 
Then if the connection fails using SSL, this will connect to the registered LDAP directory service without using SSL. 
Therefore, even if you enable the [Enable SSL] option, this equipment can also connect to an LDAP directory service that 
does not require the SSL. 

• Not all operating systems support SSL for all protocols. 

10 

SSL Port Number 

Enter the port number to access the LDAP server using SSL. You can enter a value in the 
range from 1 to 65535. Generally the default value "636" is used. 
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Notification Setting 
Email Setting 

■日 Notify administrator at Email Address 1 
■日 Noti か administrator at Email Address 2 
■i_ZI Notify administrator at Email Address 3 


Notification settings 

You can receive information on your equipment by E-mail. 


The [Notification] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 

Cfl P.295 "Se 扣 ng up Email Se 扣 ng" 

Cfl R296 "Setting up System Message Notification Events" 

Cfl P.297 "Setting up Job Notification Events" 



□ Se 村 ing up Email Setting 


Tip 



Item name 

Description 

1 

[Save] button 

Stores settings for transmitting the report to the registered E-mail address. 



Item name 

Description 

1 

Notify administrator at Email 

Address 1 

Register E-mail addresses for administrators who receive the notification. 

The notification is sent to the selected administrators by E-mail. 

2 

Notify administrator at Email 

Address 2 

3 

Notify administrator at Email 

Address 3 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification 
1 - [save I 


Notification Setting 
Em 加 Setting 

回 Notify administrator at Email Address 1 
O Notily administrator at Email Address 2 
O Nolily administrator at Email Address 3 
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12 3 
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□ Setting up System Message Notification Events 


2 


3 

4 

5 

6 
7 


System Message Notification Bs/eiits 
Device 

□ Paper Jam 

□ Drawer Out of Paper 

□ Door/Drawer Open 

□ Print Needs Attention 

□ Toner Empty 

□ Used toner container is Full 

□ Power Status 

□ H か V Option Attachment History 
Maintenance 

□ change Settings 

□ Maintenance User Data 

□ Expo が Import 

□ cloning 

□ System Updates 

□ Factory Default 

□ Log Full 
Network 

□ Error 
Security 

□ Error 

□ warning 

□ information 
Received FaxMernetFax 

□ Error 

LJ Warning 

□ Information 
Scan 

□ Warning 

□ Information 
e-Filing 

□ Warning 

□ Information 


You can select the events to be notified o1^ 



Item name 

Description 

1 

Device 

Paper Jam — Select this to be notified of paper jams. 

Drawer Out of Paper — Select this to be notified when you are out of paper. 

Door/Drawer Open — Select this to be notified when a cover or drawer is open. 

Print Needs A 村 ention — Select this to be notified when a job is printed. 

Toner Empty — Select this to be notified when a toner is empty. 

Used toner container is Full — Select this to be notified when the waste toner box is full. 
Power Status — Select this to be notified when the power source status changes such as a 
power cut. 

H/W Option Attachment History — Select this to be notified when a hardware option is 
installed. 

2 

Maintenance 

Change Settings — Select this to be notified of setting changes. 

Maintenance User Data — Select this to be notified when user information is edited. 
Export/Import — Select this to be notified of an export or import. 

Cloning — Select this to be notified when a clone is made. 

System Updates — Select this to be notified of system updates. 

Factory Default — Select this to be notified when the equipment is restored with the factory 
default. 

Log Full — Select this to be notified when the log has reached the maximum size. 

3 

Network 

Error — Select this to be notified of network errors. 

4 

Security 

Error — Select this to be notified of security errors. 

Warning — Select tnis to be notified of security warnings. 

Information — Select this to be notified of security information. 

5 

Received Fax/InternetFax 

Error — Select this to be notified of fax/Internet Fax reception errors. 

Warning — Select this to be notified of the periodical deletion of received faxes and Internet 
Faxes is successfully completed. 

Information — Select this to be notified of the deletion of received faxes and Internet Faxes 
by the [Delete Files] function under the [Maintenance] menu is successfully completed. 

6 

Scan 

Warning — Select tnis to be notified of the periodical deletion of scanned files is 
successfully completed. 

Information — Select this to be notified of the deletion of scanned files by the [Delete Files] 
function under the [Maintenance] menu is successfully completed. 
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Item name 

Description 

7 

e-Filing 

Warning — Select tn 旧 to be notified when the available space in the e-Filing box is low or 
the preservation period of documents in the e-Filing box is expiring soon. 

Information — Select this to be notified when the e-Filing box is initialized. 

Tip 

Use the e-Filing box web utility and speciry in the property screen for each box if you want to notify whether e-Filing box 
operations are successfully completed. For information on how to set, see the e-Filing Guide. 


□ Se 村 ing up Job Notification Events 


1 

2 

3 

4 


Job Notification Events 

□ Send Email when an error occurs 

□ Send Email when job is completed 
I Received Fax.liiternetFax 

□ Send Email when an error occurs 

□ Send Email when job is completed 
Fax Received Forward 

□ Send Email when an error occurs 

□ Send Email when job is completed 
I liiternetFAX Received Forward 

□ Send Email when an error occurs 

□ Send Email when Job is completed 



You can select jobs to be notified. 



Item name 

Description 

1 

Scan 

Send E-mail when an error occurs 

Send E-mail when job is completed 

2 

Received Fax/InternetFax 

Send E-mail when an error occurs 

Send E-mail when job is completed 

3 

Fax Received Forward 

Send E-mail when an error occurs 

Send E-mail when job is completed 

4 

InternetFAX Received Forward 

Send E-mail when an error occurs 

Send E-mail when job is completed 
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■ Languages settings 

You can specify the language for the touch panel of your equipment. 


Tip 


The [Languages] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 

Cfl R298 "Setting up Install Language Pack" 

Cfl R299 "Setting up Current Language Pack List" 

Cfl P.299 "Setting up Default Setting for PanelUl" 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | L 加がの ges 
1 - 1 Save] 



Item name 

Description 

1 

[Save] button 

Saves the registered language. 


□ Setting up Install Language Pack 


Install Language Pack 


1 File Name 


I Browse.., ] i Import j 



Item name 

Description 

1 

File Name 

Select the language pack file to be installed. 

[Browse] button — Allows you to select the language pack file. 

[Import] button — Imports the selected language pack file. 
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□ Setting up Current Language Pack List 

Displays a list of installed language packs. You can delete unnecessary language packs. 




Item name 

Description 

1 

[Delete] button 

Select unnecessary language packs and click the [Delete] button to delete them. 

Tip 

You cannot delete [English(US)] or the language selected in [PanelUl Language]. 

2 

Name 

Displays the name of the language pack. 

3 

Version 

Displays the version of the language pack. 

4 

Date 

Displays the installed date of the language pack. 



□ Se 村 ing up Default Se 村 ing for PanelUl 

Select the display language for the touch panel. 


Default Setting for PanelUl 

1 I PanelUl Language 

2 I PanelUl Keyboard Layout 


[English(US) 0 

[QWERTY 日 



Item name 

Description 

1 

PanelUl Language 

Select the display language for the touch panel. 

2 

PanelUl Keyboard Layout 

Select the panel keyboard layout displayed on the touch panel. 
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8 [Administration] Tab Page 


■ System Updates settings 

You can update the system on your equipment. 


Tip 


The [System Updates] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 

Cfl P.285 ‘‘[Maintenance] Item list" 

Cfl P.300 "Setting up Install Software Package" 

Cfl R 300 "Setting up Current Software List" 


□ Se 村 ing up Install Software Package 



Install Software Package 

■File Name [巨 rowse... 一 11 InstallJ 



Item name 

Description 

1 

File Name 

Select the software pack file to be installed. 

[Browse] button — Allows you to select the software pack file. 

[Install] button — Installs the selected software pack file. 


□ Se 村 ing up Current Software List 

Displays a list of installed System Firmware. 



Current Software List 

n 





Marne [version 

Dale Cr 

eated 

)ateln 

stalled 


n 30SFQHM3020 h-1 SF0W0030 



2010-1 

-28 


[n30HDOW0020 |t1 30HD0W0030 






|T130MVWV.03 KXXXXXXXXX I 

1 - 





…… レ …，，，… 

ハ " ハ nnn 




430DFVWV.085 




"30FVWV^3 

XXXXXXXXXX 








Item name 

Description 

1 

Name 

Displays the name of the System Firmware. 

2 

Version 

Displays the version of the System i-irmware. 

3 

Date Created 

Displays the Created date of the System Firmware. 

4 

Date Installed 

Displays the installed date of the System Firmware. 


■ Reboot settings 

You can reboot your equipment. 


Tip 

The [Reboot] submenu can be accessed from the [Maintenance] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Maintenance] menu: 
ffl P.22 "Access policy mode" 
ffl P.285 ‘‘[Maintenance] Item list" 
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[Maintenance] How to Set and How to Operate 


This section details procedures for maintaining this equipment. It covers backing up and restoring files, deleting files 
stored in this equipment, and updating the software on TopAccess. 

Cfl R301 "About the maintenance functions" 

Cfl R302 "Uploading the client software" 

Cfl P.304 "Removing the client software" 
ffl R305 "Deleting the data from local folder" 
ffl R306 "Managing directory service" 
ffl R308 "Setting up notification" 

Cfl R310 "Importing and exporting" 

Cfl R314 "Rebooting the equipment" 

■ About the maintenance functions 

You can carry out the following maintenance tasks in the [Maintenance] menu of the TopAccess access policy mode. 

• Uploading the client software 

An administrator can upload client software that allows users to download to their computers from TopAccess. This 
maintenance feature is used to upload new versions of software in TopAccess. 

Cfl P.302 "Uploading the client software" 

• Removing the client software 

An administrator can remove client software that restricts users from downloading software from TopAccess. This 
maintenance feature is used to disable specific software in TopAccess. 

Cfl P.304 "Removing the client software" 

• Backing up data in the hard disk 

An administrator can create backup files of the address book, mailboxes, and templates in the hard disk. This 
maintenance feature is used to create backup files before updating the system software or hard disk replacement, etc. 
m R291 "Export settings" 

• Restoring data from backup files 

An administrator can restore the address book, mailboxes, and templates data from the backup files. This 
maintenance feature is used to restore the data after updating the system software or hard disk replacement, etc. 
m R289 "Import settings" 

• Deleting files stored in the hard disk 

An administrator can delete scanned data, transmission data, and reception data in the hard disk. This maintenance 
feature must be operated periodically to maintain hard disk space for future operation, 
ffl P.305 "Deleting the data from local folder" 

• Registering directory service 

An administrator can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) 
server. 

Cfl P.306 "Managing directory service" 

• Setting up notification 

An administrator can enable the E-mail notification function. The administrator can also specify which events to be 
notified o1^ 

Cfl P.308 "Setting up notification" 

• Importing or exporting address book data 

An administrator can import address book data in a CSV file or XML file created by different applications. An 
administrator can also export address book data in a CSV file or XML file for other applications. 

Cfl P.310 "Importing and exporting" 

• Rebooting the equipment 

An administrator can reboot the equipment. 

Cfl P.314 "Rebooting the equipment" 
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start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and the [Upload Software] submenu. 


e-Filinq 

Lodout 


Registration | 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | N 加 fication | Languages | System Updates | Reboot 
You can upL^ e-STUDIO6550c Series client software to the controller. This allows end-users to install the software into 
theirsysterrl ぺ ^， 3 TopAccess "Install Software" link, located at the bottom of the TopAccess page. 


Upload Files Driver Files 

The following are the required files. 


T 画 


[upload 1 


The Upload Software submenu page is displayed. 

4 Select the software that you are going to upload in the [Upload Files] box. 

Upload Files 
The following are the re 
I Upload I 


Driver Files 

Uploads the client software installer files. 

Macintosh PPD Files 

Upload PD files for Mac OS X 10.2.4 - 10.3.x and Mac OS X 10.4 and later. In addition, 
select this to upload the plug-in files used for Mac OS X 10.4 or later. 

Unix Filters 

Uploads tar files for unit workstations. 

Point And Print 

Uploads the printer driver which is installed when the print queue of this equipment is 
double-clicked. 


ち Click [OK]. 

The bottom section in the page will be changed for selected software. 


Driver Files ▼ 

||OK| 



Macintosh PPD Filed\ 
Unix Filters kW 

Point And Print 


[Administration] Tab Page 


■ Uploading the client software 

An administrator can upload client software embedded in this equipment. Users can download the software on their 
computers using the TopAccess [Install Software] link. 

• Installer (Setup files) for Client Utilities CD-ROM 

• Macintosh PPD Files 

• UNIX Filters 

• Printer Driver files for Point and Print 


Note 


Uploading new software overwrites the old version of software that had been uploaded. 

Uploading new versions of client software in TopAccess 


1 2 3 
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6 


In each box displayed, click [Browse] to locate the setup files to be uploaded. 



e-Filin(i 

Log out 



Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | ^ 
You can upload e-STUDIO 655 Oc Series client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom oftheTopAccess page. 

Upload Files Driver Files ▼ [QK| 

The following are the required files. 

[Upload J 



Note 


At the left of each box, the file name will be displayed. Be sure to specify the same file for each box. 


Tip 

The files for uploading are provided for each client software. 

- Driver Files — Contact your dealer for information about obtaining these files. 

- Macintosh PPD Files — These files are stored in the "Client\MacPPD\OSX\10_2-10_3" and 
"Client\MacPPD\OSX\10_4-" folders in the Client Utilities CD-ROM. ~ ~ 

- Unix Filters — Provided in the Client Utilities CD-ROM. 

- Point And Print — Contact your dealer for information about obtaining these files. 

y Click [Upload]. 

Specified files are uploaded in this equipment. 
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Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Remove Software] submenu. 


e-Filiiui 

Lodout 


Job Status 
Security 


Registration | 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 
You can upload e-STUDIO 655 Oc slSjes client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "I レを与 ftware" link, located at the bottom of the TopAccess page. 


T 画 


The following are the required files. 


[upload 1 


The Remove Software submenu page is displayed. 

4 Select the check box of the software which you are going to remove and click [Delete]. 


e-Filiiui 

Logout 


Device | Job Status 

Setup I Security 


Logs 厂 


Registration | Counter 

ReaLstration 



Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


墨 


m 

b - 

Size 

回 

iver Files 

0(KB) 

回 

lix Filters 

0(K 日） 


acintosh PPD Files 

0(KB) 


The selected software is deleted from this equipment. 


■ Removing the client software 

You can remove client software from TopAccess so that it can no longer be installed from TopAccess. 


Note 


The printer drivers for Point and Print that had been uploaded cannot be deleted. However, you can upload new printer 
drivers to overwrite them. 

Removing the software from TopAccess 


1 2 3 
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Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Delete Files] submenu. 


e-Filin<i 

Lodout 


Job Status 
Security 


Registration | 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 
You can upload e-STUDIO 655 Oc Series client software to the controller. This allows end-users to install the sol 
their system from the TopAccess "Install Software" link, located at the bottom of the TopAccess page. 


Upload Files Driver Files 

The following are the required files. 


T 画 


iff^are into 


[upload I 




The Delete Files submenu page is displayed. 

4 Select the check box of data that you want to delete and click [Delete Files], 


e-Filinq 

Logout 


Job Status 
Security 


Logs I 


Registration | Counter 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


[Delete 


奪 


stored Data 

ら 

Data Type 

Data Size 

Remarks 

Scan 

回 

hared File 

0(KB) 


Transmission 

回 

hared File 

0(KB) 


Reception 


hared File 

0(KB) 



You can set the following in this page, 
m P.292 "Delete Files settings" 

The data are deleted. 


■ Deleting the data from local folder 

An administrator can delete information such as scanned data, transmission data, and reception data that are stored in the 
local folder using the Save as file function. It is recommended to delete the stored data periodically to maintain the hard 
disk. 

Deleting data 


1 2 3 
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start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Directory Service] submenu. 


e-Filiiui 

Log out 


Job Status 
Security 


Registration | 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 
You can upload e-STUDIO 655 Oc Series client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom of the TopAccess page. 


Upload Files Driver Files 

The following are the required files. 


T 画 


^2 


[upload I 


The Directory Service submenu page is displayed. 

4 Click [New] to add a new directory service, or click a directory service name to edit an 
existing directory service. 



e-Filiiui 

Logout 



Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


「Nevj J 


Default Server 

Directory Service Name 

Server IP Address 

Search Base 

© 

MFP LOCAL 

localhost 

DC^oshiba-adclressbook.DC=com 

み 

LDAP serverOI 


192.16 8.1.1 


© 

LDAP serverO: 

み 

192.1 的 .10.1 


の 

LDAP serverOS 

192.168 .100.1 



The Directory Service Properties page is displayed. 
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■ Managing directory service 

An administrator can register the directory service properties of the LDAP (Lightweight Directory Access Protocol) server 
using TopAccess. When a new directory service is added, the users can search destinations using the LDAP server. 

Setting up the directory service 


1 2 3 
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Enter the following items as required. 


e-Filin" 

Log out 


Job Status 
Security 


I Logs j Regi 


jgistration | 
Registration 


Directory Service Prooerties Director service しが 

|0K| I Reset 11 Delete | 



^Required 



^Directory Service Name 

LDAP serverOl| i 


^Server IP Address 

192.1 郎 .1.1 


*Porl Number 

3 的 


Authentication 

Auto ▼ 


Search Base 



User Name 



Password 



Search Timeout 

T ▼ 


Enable SSL 

Disable ▼ 


SSL Port Number 

636 



You can set the following in this page. 

Cfl P.293 "[Directory Service Properties] screen" 


Notes 


• If you use FQDN to specify the LDAP server, you must configure the DNS server and enable the DNS in the 
DNS Session. 

• Specify a user who is a member of the Domain Admin or Account Operator group in the Windows Server 
when you are enabling user management settings and performing role based access to the Windows 
Server. 



Tips I 

• You can clear the entered values by clicking [Reset]. 

• You can delete the Directory Service by clicking [Delete] when you edit the Directory Service. 


6 

7 


Click [OK]. 

The entered Service Directory is added to the Directory Service List. 

Select a radio button of the directory service that you want to set as default server. 



Logout 


Device | Job Status | _ Logs j Registration | Counter 

Setup I Security | Registration 

Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 



[New I 



Tip 

The default server will be used for an LDAP search from the control panel. If you select this equipment as the 
default server, no default server will be set. 
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Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Notification] submenu. 


e-Filiiui 

Log out 


「Logs I 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | N 加 fication | Languages | System Updates | Reboot 
You can upload e-STUDIO 655 Oc Series client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom of the TopAccess page. 


Upload Files Driver Files 

The following are the required files. 


T 画 


[upload I 


The Notification submenu page is displayed. 

4 In Email Setting, select the check box [Notify administrator at Email Address 1 to 3] to 
enable the notifications, and enter the administrator’s E-mail address where the 
notifications are to be sent. 


Device | Job Status | _ Logs _ | Registration | Counter | User Management 

Setup I Security | Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Sen/ice | Notific 加 on | 


e-Filin" 

Logout 


: I System Updates | f 


[save I 


Notification Setting 


^^I^Setting 

■图 ntily administn 
I O ntnyadministri 
I QrEtiiyadminjstn 


Illustrator at Email Address 1 


rator at Email Address 2 


administrator at Email Address 3 


administrator@example.com 




■ Setting up notification 

An administrator can configure notification to receive E-mail (mobile terminal can also be used) notifications when an error 
occurred or a job is complete. 


Note 


To enable the E-mail notification, the E-mail settings in the [Setup] menu page must be configured correctly. 
Cfl P.231 "Setting up E-mail settings" 

Setting up the notifications of system errors and events 


1 2 3 
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Select the check boxes of events you want to be notified in [System Message 
Notification Events] or [Job Notification Events]. 


e-Filiiui 

Lodoiit 


Device 

Setup 


Job Status 
Security 


Logs T 


Registration | Counter 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | NotificaUon | Languages | System Updates | Reboot 
[save I 

ILJ vvciiiiiiiy 

B Information 
Recerved Fax.liitenietFax 
B Error 
回 Warning 
B Information 
Scan 

O Warning 
回 Information 
e-Filing 

B Warning 
B Information 


善 


O Send Email when an error occurs 
回 Send Email when job is completed 
Received FaxliitenietFax 

回 Send Email when an error occurs 
s Send Email when job is completed 
Fax Received Forward 

回 Send Email when an error occurs 
回 Send Email when job is completed 
liiternetFAX Received Forward 

日 Send Email when an error occurs 
日 Send Email when Job is completed 




See the following for details of each event: 

Cfl P.296 "Setting up System Message Notification Events" 
ffl P.297 "Setting up Job Notification Events" 


0 Click [Save]. 
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Click the [Administration] tab. 

Click the [Maintenance] menu and [Import] submenu. 


Logs I 

kt 


e-Filinci 

Logout 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 
You can upload e-STUDIO6550c Series client software to the controller. This allows encN^ers to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom oftheTop/i 


Upload Files Driver Files 

The following are the required files. 


:画 


jncNsers to in 

ザ gt 


[upload I 


The Import submenu page is displayed. 


[Administration] Tab Page 


■ Importing and exporting 

You can import and export Address Book, MailBoxes, Template, and Combined (Template + Address Book + MailBoxes). 
This section describes how to import and export Address Book. You can follow the same procedure to import and export 
MailBoxes, Template, and Combined (Template + Address Book + MailBoxes) except where you specify the file format of 
the export data. 

Cfl P.310 "Importing the address book data" 

Cfl P.312 "Exporting the address book data" 

□ Importing the address book data 

You can import address information exported from an address book on another equipment or a different address book 
program in the CSV or XML format. 

The importing method of address book data is either adding imported data to the address book already registered in this 
equipment or deleting all the address book data already registered and replacing them with the imported data. 

It is recommended that you export an address book in the CSV or XML format and edit it when creating address book 
data. 


Note 


You cannot import an address book when it exceeds the number of characters specified on each item. 
Invalid characters are replaced with 
- Last Name: 64 characters 
- First Name: 64 characters 
- Email Address:192 alphanumerical characters 
- Phone Number:128 numbers 
- Tel Number 2:128 numbers 
- Company:128 characters 
- Department:128 characters 


Tip 

The group data are not included in the imported address book data. 

Importing address book data in the CSV/XML format 


Note 


Before importing the address book data, confirm that there is no waiting print job, scan job, or fax job. The address 
book data cannot be imported if there are any jobs that have not been processed. If importing the address book data 
takes a long time, restore the data after the equipment turns into the Sleep/Auto Shut Off mode. 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 


2 3 
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4 Select the import method in the Address Book area. 


e-Filiiui 

Logout 


Job Status 
Security 


Logs I Registration | Counter 

Reqistration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


REFRESH 


■ import Method: (う 

Addition © Overwrite I 

File Name | 

[ Browse... | [Import | 


Addition — Select this to add the imported address book data into the address book already registered in this 
equipment. 

Overwrite — Select this to delete all the address book data registered in this equipment and replace them with the 
imported address book data. 

The Import Method page is closed. 

Click [Browse] in the Address Book area. 


e-Filiiui 

Lo<joiit 


Job Status 
Security 


Logs 丫 


Registration | Counter 

I Registration 



Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


REFRESH 


Address Book 

Import Method: • 多 Addition © Overwrite 

File Name | 日 rowse …. 

nl Import I 


& 

MdilBoxes * 


File Name [ Browse... 

~l I Import I 


The Choose file dialog box appears. 

0 Select the CSV/XML file that contains address book data and click [Open]. 


衫 Choose file 

OO [E 


► Admin ► Documents 


▼ レ d [ Search 


國 


Favorite Links 
瞧 Documents 
。 Music 
^ Pictures 
ぶ Public 

ぶ Recently Changed 
P Searches 
ち I Recent Places 
■ Desktop 
:， Computer 


Name Date modified Type 

■.ADDR.CSVO 81122 cs 


Size Tags 


File name: ADDR.CSVO 81122 .csv 


回 ! Files 口 


[Cancel | 
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start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Export] submenu. 


e-Filin" 

Logout 


Device | Job Status 

Setup I Security 


Registration | Counter | User Management 

I Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 




The Export submenu page is displayed. 

4 Select the file format of the address book. 

CSV 一 Select this to create the file in the CSV format 
XML — Select this to create the file in the XML format. 


7 Click [Import]. 


e-FiliiMi 

Logout 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Notification | Languages | System Updates | 挺 


REFRESH 


Address Book 
Import Method: 
File Name 

MailBoxes 

File Name 


©Addition @ Overwrite 


F:\Users\User001\Desktop\ADDRJ10l Browse... |1L 喊 だけ ! I 


II Browse … 1 「 Import | 


The data are imported to the address book. 

□ Exporting the address book data 

You can export address information for use in another TopAccess address book or another address book program. 


Tip 


The group data are not included in the exported address book data. 


Exporting address book data in the CSV/XML format 


1 2 3 
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Click [Create New File] in the Address Book area. 


e-Filin(i 

Log out 


Device 

Setup 


Job Status 
Security 


I Logs I Regi 


ミが str 如 on I Counter 

Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | import | Export I Delete Files | Directory Service | Notification | Languages | System Updates | Reboot 


Click the button below to create the CSV file or XML file. 


File Size 
Date Created 


REFRESH 


Address Book 

RIe Name 

ADDR 110118 .CSV 


File Size 

Date Created 

1575 

TUEJAN 1818:43:14 2011 


Export Data Format 

(を CSV ©XML 




I Create New File | 

M 加 Boxes X 

File Name 

Not Created 



[Create New File i 


The exported file information is displayed. 


Tip 


If you previously exported address book data, the exported file link and information are displayed in the 
Address Book area. You can click the link to save the previously exported file. 


0 Right-click the [File Name] link and select [Save Target As]. 


e-Filiu" 

Logout 


Device 

Setup 


Job Status 
Security 


つ ’ L 。 が r 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export I Delete Files | Directory Service | Notification | Languaaes | System Updates | Reboot 


Click the button below to create the CSV file or XML file. 


Address Book 
RIe Name 
File Size 
Date Created 
Export Data Format 

MailBoxes 
File Name 
File 窃 ze 
Date Created 


Open 

Open in NewTab 
Open in New Window 
Save Target As... 

Print Target 

Cut 

Copy 

Copy Shortcut 


^2 


REFRESH 


r Create New hie | 


Create New File j 


The [Save As] dialog box appears. 

y Select the file location and select [All Files] in the [Save as type] box. 


國 


([£-) > Admin ► Documents 


' 卜 ， I I i>earch 


巡 


Favorite し inks 
匯 Desktop 
沮 Recent Places 
巧 Computer 
瞧 Documents 
£ Pictures 
。 Music 
More » 


Name Date modified Type Size Tags 

This folder is empty. 


Filename: ■ か 'i が " W 

Save as type: I CSV File 


A Hide Folders 


〔 Save 


接 


Click [Save]. 

The CSV/XML file that contains the address book data is saved in the selected location. 
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start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

Click the [Administration] tab. 

Click the [Maintenance] menu and [Reboot] submenu. 



Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | N 加 fication | Languages | System Updates | I 
You can upload e-STUDIO6550c Series client software to the controller. This allows end-users to install the software into 
their system from the TopAccess "Install Software" link, located at the bottom of the TopAccess page. 


Upload Files Driver Files 

The following are the required files. 


T 画 


[upload I 


The Reboot submenu page is displayed. 

Click [Reboot] to reboot the equipment. 


e-FiliiHi 

Logout 


Device 

Setup 


Job Status 
Security 


I Logs I 


Registration j 
1 Registration 


Maintenance 

Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | DirectorvService | Notification | Languages | System Updates | Rehoot 
Press the "Reboof button to restart the equipment. 


REFRESH 


[Reboot I 


The confirmation dialog box appears. 

Click [OK]. 


Message from webpage 


回 


m 


つ Vhen there are jobs in progress, they are canceled and the Reboot is 
executed. 

Is it OK? 


OK j 「 Cancel | 

- 


The equipment is restarted. 


While the equipment is being restarted, the network will not be available. TopAccess will display "Please restart 
after waiting a few minutes.". The touch panel will display "NETWORK INITIAUZING". When this "NETWORK 
INITIALIZING" message disappears, TopAccess will once again be available. 


[Administration] Tab Page 


■ Rebooting the equipment 

An administrator can reboot the equipment. 

Rebooting the equipment 


2 3 


4 
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[Administration] Tab Page 


[Registration] ([Administration] tab) Item list 


Tip 

Users who are granted administrator privileges in access policy mode can access the [Registration] menu from the 
[Administration] tab. 

See the following pages for how to access it: 

Cfl P.22 "Access policy mode" 

Cfl R315 "Public Template settings" 

Cfl P.317 "Public Menu" 

Cfl R320 "Fax Received Forward and InternetFAX Received Forward settings" 

Cfl P.328 "Extended Field Definition" 

Cfl P.332 "XML Format File" 

■ Public Template settings 

You can edit panel settings and destination settings from the [Public Template] submenu page under the [Registration] 
menu. 

Instructions on how to set up for public templates are the same for setting for private templates. 


Tip 

The [Public Template] submenu can be accessed from the [Registration] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Registration] menu: 


Cfl P.22 "Access policy mode" 

Cfl P.315 "[Registration] ([Administration] tab) Item list" 

ffl P.315 "Setting up Panel Setting (Public template)" 

CQ P.315 "Setting up Destination Setting (Public template)" 

CQ P.315 "Setting up InternetFax Setting (Public template)" 

CQ P.315 "Setting up Fax Setting (Public template)" 

Cfl P.316 "Setting up Email Setting (Public template)" 


CQ P.316 "Setting up Save as file Setting (Public template)" 

CQ P.316 "Setting up Box Setting (Public template)" 

CQ P.316 "Setting up Store to USB Device Setting (Public template)" 
CQ P.316 "Setting up Scan Setting (Public template)" 

CQ P.316 "Setting up Extended Field Settings" 



□ Se 村 ing up Panel Se 村 ing (Public template) 

You can specify how the template icons are displayed on the touch panel in the panel setting page. You can also configure 
the template notification function. 

Cfl R57 "Panel Setting (Private template)" 

□ Se 村 ing up Destination Setting (Public template) 

In the Recipient List page, you can specify the destinations to which the fax, Internet Fax, or Scan to Email document will 
be sent. 

When you are setting destinations for an E-mail agent, you can only specify the E-mail addresses for the destinations. 
When you are setting destinations for a Fax/Internet Fax agent, you can specify both fax numbers and E-mail addresses 
for the destinations. 


Note 


However, the optional Fax Unit must be installed in this equipment to specify the fax numbers for the destinations. 

You can specify the destinations by entering their E-mail addresses or fax numbers manually, selecting destinations from 
the address book, selecting destination groups from the address book, or searching for destinations in the LDAP server. 
Cfl P.58 "Destination Setting (Private template)" 

□ Se 村 ing up InternetFax Setting (Public template) 

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent. 

Cfl R63 "InternetFax Setting (Private template)" 


□ Se 村 ing up Fax Se 村 ing (Public template) 

In the Fax Setting page, you can specify how the fax will be sent. 
Cfl R64 "Fax Setting (Private template)" 
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□ Setting up Email Setting (Public template) 

In the Email Setting page, you can specify the content of the Scan to Email document to be sent. 

Cfl R66 "Email Setting (Private template)" 

□ Setting up Save as file Setting (Public template) 

In the Save as file Setting page, you can specify how and where a scanned file will be stored. 

Cfl R68 "Save as file Setting (Private template)" 

□ Se 村 ing up Box Se 村 ing (Public template) 

In the Box Setting page, you can specify how scanned images will be stored in the Box. 

Cfl R71"Box Setting (Private template)" 

□ Setting up Store to USB Device Setting (Public template) 

On the Store to USB Device Setting page, you can set the method for saving templates in USB media. 

Cfl R71"Store to USB Device Setting (Private template)" 

□ Se 村 ing up Scan Setting (Public template) 

In the Scan Setting page, you can specify how originals are scanned for the Save as file, Email, and Store to e-Filing 
agent. 

Cfl R73 "Scan Setting (Private template)" 

□ Se 村 ing up Extended Field Se 村 ings 

Cfl R75 "Extended Field settings" 
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■ Public Menu 

In the public menu, you can set the menu screen that is displayed when you press the [Menu] button. 

You can register frequently used templates and template groups, and External Interface Enabler shortcuts. 


Tip 


The [Public Menu] submenu can be accessed from the [Registration] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Registration] menu: 

Cfl P.22 "Access policy mode" 

ffl P.315 "[Registration] ([Administration] tab) Item list" 

Cfl R318 "[Select Menu Type] screen" 

Cfl P.318 "[Select Template Group] screen" 

Cfl P.319 "[Select Template] screen" 
m P.319 "[Select URL] screen" 





Item name 

Description 

1 

[Cancel] button 

Cancels the operation. 

2 

[Delete] button 

Deletes the selected public menu. 

3 

No. 

The public menu number is displayed. 

Tip 

5ter 64 types. 

In the public menu, you can regi: 

4 

Name 

The templates registered in the public menu or the registered names of the External 

Interface Enabler are displayed. 

Click a registered name to check and edit a registered public menu, 
ffl P.318 "[Select Template Group] screen" 
m P.319 "[Select URL] screen" 

Click [Undefined] to register a new public menu. 

圏 P.318 "[Select Menu Type] screen" 

5 

Type 

The public menu type is displayed. 
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8 [Administration] Tab Page 


□ [Select Menu Type] screen 

Select a menu type to add to the public menu. 



Select Menu Type 


Please select a menu type. 

1 - 

-| Template || Extension | 

2 - 

I 



Item name 

Description 

1 

[Template] button 

Adds a template to the public menu. 

CQ P.318 "[Select Template Group] screen" 

2 

[Extension] button 

Adds an External Interface Enabler URL to the public menu. 

CQ P.319 "[Select URL] screen" 


□ [Select Template Group] screen 

Displays a list of templates that can be selected in the public menu. 




Item name 

Description 

1 

[Save] button 

Registers the selected template group. 

2 

[Cancel] button 

Cancels registration of the template group. 

3 

No. 

The numbers of the template groups that can be selected are displayed. 

4 

Name 

The names of the template groups are displayed. 

Click a name to display the Select Template screen. If templates can be selected, a list of 
templates that can be selected is displayed, 
ffl P.319 "[Select Template] screen" 

5 

User Name 

The user names of the template groups are displayed. 
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□ [Select Template] screen 


1 

2 


3 


Select Template SelectTem り late Group ► 


Group Information _ 

No. Name User Name 

001 TempleteOOl UserNameOOl 


Jump to 

M 7i12 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 


-Templates 1-6 


の 

1 


IDc が d Copy 

の 

2 


2in1 S-S 


ACS 

の 

3 


ACS APS 

の 

4 


Twin Color 

Mixed Org 

Black a Red 

の 

5 

A 
h り 

StoFS Text 

の 

6 

b お 

StoFD Text 

Color sPDF 

Color sPDF 


Goto top of this page 


Templates 7-12 


の 

7 

を 苗 

StoFS Tap 

© 

8 

請 

StoBS Text 

Bk 400 PDF 

ACS 300 

© 

9 

c| 

Cto 日 

◎ 

10 

で 1 

Cto 日 

ACS T 这 P S-S 

ACS T&P D-S 

の 

11 

c| 

Cto 日 & Copy 

© 

12 

で 1 

DualPAGEtoB 

ACS T&P S-D 

ACS Tap S-S 


Goto too of this paae 


「 Save]「Ca n cel I 




Item name 

Description 

1 

[Save] button 

Registers the selected template. 

2 

[Cancel] button 

Cancels registration of the template. 

3 

Template list 

A list of the templates that can be selected is displayed. 

Select a template to use. 


□ [Select URL] screen 

Select a URL registered in [URL List for Menu Screen], 
m P.212 "Se 扣 ng up URL List for Menu Screen" 


Select URL 


1 - j - |_Save][ Cancel l 



Goto top of this paae 



Item name 

Description 

1 

[Save] button 

Registers the selected URL. 

2 

[Cancel] button 

Cancels registration of the URL. 

3 

Name 

The registered URL name is displayed. 

4 

URL 

The registered URL is displayed. 
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8 [Administration] Tab Page 


■ Fax Received Forward and InternetFAX Received Forward settings 


Tip 

The [Fax Received Forward]/[lnternetFAX Received Forward] submenu can be accessed from the [Registration] menu 
on the [Administration] tab. 

See the following pages for how to access it and information on the [Registration] menu: 
ffl P.22 "Access policy mode" 

Cfl P.315 "[Registration] ([Administration] tab) Item list" 


Note 


[Fax Received Forward] is available only when the optional Fax Unit is installed on this equipment. 

Cfl R320 "Setting up Document Print (Fax/InternetFax Received Forward)" 

Cfl R321 "Setting up Destination Setting (Fax/Internet Fax Received Forward)" 

Cfl R322 "Setting up I nternetFax Setting (Fax/Internet Fax Received Forward)" 

Cfl R323 "Setting up Save as file Setting (Fax/InternetFAX Received Forward)" 

Cfl R326 "Setting up Email Setting (Fax/InternetFAX Received Forward)" 

Cfl R327 "Setting up Box Setting (Fax/InternetFAX Received Forward)" 


□ Setting up Document Print (Fax/InternetFax Received Forward) 

You can configure printing of forwarded documents. 


1 I Document Print F ON ERROR ▼ 



Item name 

Description 

1 

Document Print 

• Always — Select this to always print forwarded document. 

• ON ERROR — Select this to orint the received document when an error occurred on all 
forwarding destinations. (For example, the document is not printed when the E-mail 
transmission only failed in a combined setting of Save as File and E-mail.) 
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□ Setting up Destination Setting (Fax/Internet Fax Received Forward) 

You can specify the destinations to which the received faxes or Internet Faxes are forwarded. You can only specify E-mail 
addresses as the destination. 

You can specify the destination when you have selected [InternetFax] as the forwarding agent. 

Recipient List 


1 2 3 4 5 6 7 








: ipient 

-ist 






[Savel[Cancel 11 New 11 Address Book I [ Address Group 11 Search i [Delete 1 


Ld ▼Name Destination 


8 9 



Item name 

Description 

1 

[Save] button 

Saves recipient settings. 

2 

[Cancel] button 

Cancels the settings. 

3 

[New] button 

Displays a screen where you can register an E-mail address as the recipient. 

CQ P.77 "[Contact Property] screen" 

4 

[Address Book] button 

Allows you to select a recipient from the address book. 

5 

[Address Group] button 

Allows you to select an address book group as a destination. 

6 

[Search] button 

Allows you to search a recipient from the address book. 

CQ P.79 "[Search Contact] screen" 

7 

[Delete] button 

Deletes the selected recipient. 

8 

Name 

Displays the names registered to the address book. 

9 

Destination 

Displays the E-mail addresses. 


[Contact Property] screen 

You can specify an E-mail address as the recipient. 



3 4 






Conta 

tProi 

erty 

_ 

|0K|| Cancel || Reset | 

巧 squired 

iDestination I I 





Item name 

Description 

1 

Destination 

Enter the E-mail address. 

2 

[OK] button 

Saves the recipient. 

3 

[Cancel] button 

Cancels the settings. 

4 

[Reset] button 

Deletes the entered E-mail address. 
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8 [Administration] Tab Page 


□ Setting up InternetFax Setting (Fax/Internet Fax Received Forward) 

In the InternetFax Setting page, you can specify the content of the Internet Fax to be sent. 

You can specify the destination when you have selected [InternetFax] as the forwarding agent. 


InternetFax Setting 

I Save j r Cancel ] 


*Req 山 red 


i 

1 

1 

毎 ' Scanned from (Device Name)((Template Name)](DateXTime) 

1 


Subject 

© 1 (Dale) 

2- 


•From Address 

Use 嚼 example.com 

3 — 


From Name 

UserOl| 

4 — 


Body 


5 — 

1 

'File Format 

TIFF-S ▼ 

6 

1 

1 1 

'Fragment Page Size 

No Fragmentation 



Item name 

Description 

1 

Subject 

This sets the subject of the Internet Faxes. Select [Scanned from (Device Name) [(Template 
Name)] (Date) (Time)] to automatically apply the subject, or enter the desired subject in the 
box. If you manually enter the subject, the subject will be "(Subject) (Date)" by automatically 
adding the date. 

2 

From Address 

Enter the E-mail address of the sender. When the recipient replies to a received document, 
the message will be sent to this E-mail address. 

3 

From Name 

Enter the sender name of the Internet Fax. 

4 

Body 

Enter the body message of the Internet Fax. You can enter up to 1000 characters (including 
spaces). 

5 

File Format 

Select the file format of the scanned image. Only [TIFF-S] (TIFF-FX (Profile S)) format can 
be selected. 

6 

Fragment Page Size 

Select the size of the message fragmentation. 
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□ Setting up Save as file Se 扣 ng (Fax/InternetFAX Received Forward) 

In the Save as file Se 扣 ng page, you can specify how and where a received document will be stored. 
You can specify the destination when you have selected [InternetFax] as the forwarding agent. 


3 

4 


Save as file Setting 

[Save 11 Cancel ] 


TIFF(Multi) 


□ Encryption 
User Password 


Master Password 



Retype Password | 
Retype Password I 


Encryption Level 1128-bit AES 
Authority 


□ Printing 

□ Change of Documents 

□ Content Copying or Extraction 

□ Content Extraction for accessibility 


Select following 2 items 
■ 忍 ] Use local folder 

Storage Path: WMFPO 708851 0\FILE_SHARE\ 

-□ Remote 1 

@ Use Administrator Setting 
Protocol: 

Network Path : 

Use User Setting 

Protocol @ SMB FTP j FTPS j NetWare IPX^SPX j NetWare TCP/IP 

Server Name 

Port Number(Command) 

Network Path | 



Login User Name 
Password 
Remote 2 

@ Use Administrator Se 扣 ng 
Protocol : 

Network Path : 


、 FTPS 


Use User Setting 
Protocol ® SMB _ FTP 
Server Name I 
Port Number に ommand) I 
Network Path 
Login User Name 
Password Retype Password | 


NetWare IPX/SPX 


NetWare TCP/IP 



(Sencler)-NNN (NNN is a sequent が number) 




Item name 

Description 

1 

File Format 

Select the file format to which the received document will be saved. 

• TIFF (Multi) 一 Select this to save scanned imaaes as a Multi-oaae TIFF file. 

• TIFF (Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF (Multi) 一 Select this to save scanned images as a Multi-page PDF file. 

• PDF (Single) — Select this to save scanned images separately as Single-page PDF 
files. 

• XPS (Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS (Single) — Select this to save scanned images separately as Single-page XPS 
files. 

Tips I 

• If the Forced Encryption setting is enabled, only PDF (Multi) and PDF (Single) are selectable for a file format. For the 
Forced Encryption function, refer to the MFP Management Guide. 

• Files saved in XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1, or Windows XP SP2/ 
Windows Server 2003 SP1or later versions with Net Framework 3.0 installed. 
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2 Encryption 


Item name 


Description 

Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the File 
Format setting. 

Encryption 

Select this if you want to encrypt PDF files. 

User Password 

Enter a password for opening encrypted PDF files. 

Master Password 

Enter a password for changing the Encrypt PDF setting. 

Encryption Level 

Select the desired encryption level. 

• 40-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 3.0, 


PDF V1.1. 


•128-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 5.0, 
PDF V1.4. 


•128-bit AES — Select this to set an encryption level to one compatible with Acrobat 7.0, 
PDF V1.6. 


Authority 

Select the desired types of authority for Encrypt PDF. 

• Printing — Select this to authorize users to print documents. 

• Change of Documents — Select this to authorize users to change documents. 

• Content Copying or Extraction — Select this to authorize users to copy and extract 
the contents of documents. 

• Content Extraction for accessibility — Select this to enable the accessibility feature. 

Tips I 


• If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption 
function, refer to the MFP Management Guide. 

• The user password and the master password are not set at the factory shipment. 

• Passwords must be from 1 to 32 one-byte alphanumerical characters. 

• The user password must differ from the master password. 


Note 


3 


These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level] 
box and the [Authority] box if they are not authorized to change the master password. For the details of the encryption setting, 
refer to the MFP Management Guide. Ask the administrator for resetting these passwords. 

Destination — Use local folder Select this to save a received document to the "FILE_SHARE" folder. 
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Item name 

Description 

4 

Destination — Remote 1 

Select this check box to save a received document to Remote 1.How you can set this item 
depends on how you have set Remote 1 up in the [Save as file] submenu under the [Setup] 
menu. 

If you have selected [Allow the following network folder to be used as a destination], you can 
only select [Use Administrator Setting]. The protocol and the network path are displayed 
below this item. 

If you have selected [Allow user to select network folder to be used as a destination], select 
[Use User Setting] and enter the following items to configure the destination to save files. 

Protocol 

Select the protocol to be used for uploading a received document to the network folder. 

• SMB — Select this to send a received document to the network folder using the SMB 
protocol. 

• FTP — Select this to send a received document to the FTP server. 

• FTPS — Select this to send a scanned file to the FTP server using FTP over SSL. 

• NetWare IPX/SPX — Select this to send a scanned file to the NetWare file server using 
the IPX/SPX protocol. 

• NetWare TCP/IP — Select this to send a scanned file to the NetWare file server using 
the TCP/IP protocol. 

Server Name 

When you select [FTP] as the protocol, enter the FTP server name or IP address to which a 
received document will be sent. For example, to send a received document to the "ftp:// 
192.168 .1.1/user/scanned" FTP folder in the FTP server, enter "192.168.1.1"in this box. 
When you select [NetWare IPX/SPX] as the protocol, enter the NetWare file server name or 
Tree/Context name (when NDS is available). 

When you select [NetWare TCP/IP] as the protocol, enter the IP address of the NetWare file 
server. 

Port Number(Command) 

Enter the port number to be used for controls if you select [FTP] as the protocol. Generally 
"is entered for the control port. When is entered, the default port number, that is set for 
FTP Client by an administrator, will be used. If you do not know the default port number for 
FTP Client, ask your administrator and change this option if you want to use another port 
number. 

Network Path 

When you select [SMB] as the protocol, enter the network path to the network folder. For 
example, to specify the "users/scanned" folder in the computer named "Clientor, enter 
‘‘\\Client01\use 「 s\scanned’’. 

When you select [FTP] as the protocol, enter the directory in the specified FTP server. For 
example, to specify the "ftp:// 192.168 .1.1/user/scanned" FTP folder in the FTP server, enter 
"user/scanned". 

When you select [NetWare IPX/SPX] or [NetWare TCP/IP] as the protocol, enter the folder 
path in the NetWare file server. For example, to specify the "sys\scan" folder in the NetWare 
file server, enter "\sys\scan". 

Login User Name 

Enter the login user name to access an SMB server, an FTP server, or a NetWare server, if 
required. When you select [FTP] as the protocol, an anonymous login is assumed if you 
leave this box blank. 

Password 

Enter the password to access an SMB server, an FTP server, or a NetWare server, if 
required. 

Retype Password 

Enter the same password again for a confirmation. 

5 

Destination — Remote 2 

Select this check box to save a received document to Remote 2. How you can set this item 
depends on how the 2nd Folder has been set up in the [Save as file] submenu in the [Setup] 
menu. If Remote 2 does not allow you to specify a network folder, you can only select [Use 
Administrator Settings]. The protocol and the network path are displayed below this item. If 
the Remote 2 allows you to specify a network folder, you can specify the network folder 
settings. See the description of the Remote 1option for each item. 

6 

File Name 

Display how the received document will be named. You cannot change the file name. 

Tip 

The display of the file name when setting Fax Received Forward or Internet Fax Received Forward differs depending on the 
setting conditions as follows: 

• The name registered in the address book is displayed when the number registered in the address book and the recipient's 
number are the same. 

• The recipient's number is displayed when the name is not registered in the address book and the recipient has registered 
its fax number. 

• DOC and the date are displayed when the name is not registered and the recipient has not registered its fax number. 
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Note 


Up to 999 files that are sent from the same sender can be stored in the same destination. If 999 files that are sent from 
the same sender have already been stored in the specified destination, this equipment will print the received document 
from the same sender instead of storing them as files. 


□ Se 村 ing up Email Se 村 ing (Fax/InternetFAX Received Forward) 

In the Email Setting page, you can specify the content of the E-mail document to be sent. 

You can specify the destination when you have selected [InternetFax] as the forwarding agent. 


Email Setting 

[Save 11 Cancel] 

*Req 山 red 


■-*FrorTt Address 


-File Name 
-Fragment Mi 


I 妥 I Scanned from (Device Name)[(Template Name)](Date)(Time) 


© r 


PDF(Multi) - 


图 Entryp お on 
User Password \mi 


Master Password「•■■■■■■■■■■" 
Encryption Level 128-bit AES ▼ 
Authority 


Retype Password ド , 
Re か pe Password ド 


O Printing 

B Change of Documents 
O Content Copying or Extraction 
O Content Extraction for accessibility 


(Sender)-NNN (NIMN is a sequential number) 


No Fragmentation 



Item name 

Description 

1 

Subject 

This sets the subject of the E-mail documents. Select [Scanned from (Device Name) 
[(Template Name)](Date)(Time)] to automatically apply the subject, or enter the desired 
subject in the box. If you manually enter the subject, the subject will be "(Subject) (Date)" by 
automatically adding the date. 

2 

From Address 

Enter the E-mail address of the sender. When the recipient replies, the message will be sent 
to this E-mail address. 

3 

From Name 

Enter the sender name of the E-mail document. 

4 

Body 

Enter the body message of the E-mail document. You can enter up to 1000 characters 
(including spaces). 

5 

File Format 

Select the file format to which the received document will be converted. 

• TIFF (Multi) 一 Select this to save scanned images as a Multi-page TIFF file. 

• TIFF (Single) — Select this to save scanned images separately as Single-page TIFF 
files. 

• PDF (Multi) 一 Select this to save scanned imaaes as a Multi-oaae PDF file. 

• PDF (Single) — Select this to save scanned images separately as Single-page PDF 
files. 

• XPS (Multi) 一 Select this to save scanned images as a Multi-page XPS file. 

• XPS (Single) — Select this to save scanned images separately as Single-page XPS 
files. 

Tips I 

• If the Forced Encryption setting is enabled, only the PDF (Multi) and the PDF (Single) are selectable for a file format. For 
the Forced Encryption function, refer to the MFP Management Guide. 

• Files saved in an XPS format can be used in Windows Vista/Windows 7/Windows Server 2008 SP1, or Windows XP SP2/ 
Windows Server 2003 SP1or later versions with Net Framework 3.0 installed. 
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6 Encryption 


Item name 


Description 

Set this to encrypt PDF files if you have selected [PDF (Multi)] or [PDF (Single)] in the File 
Format setting. 

Encryption 

Select this if you want to encrypt PDF files. 

User Password 

Enter a password for opening encrypted PDF files. 

Master Password 

Enter a password for changing the Encrypt PDF setting. 

Encryption Level 

Select the desired encryption level. 

• 40-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 3.0, 


PDF V1.1. 


•128-bit RC4 — Select this to set an encryption level to one compatible with Acrobat 5.0, 
PDF V1.4. 


•128-bit AES — Select this to set an encryption level to one compatible with Acrobat 7.0, 
PDF V1.6. 


Authority 

Select the desired types of authority for Encrypt PDF. 

• Printing — Select this to authorize users to print documents. 

• Change of Documents — Select this to authorize users to change documents. 

• Content Copying or Extraction — Select this to authorize users to copy and extract 
the contents of documents. 

• Content Extraction for accessibility — Select this to enable the accessibility feature. 

Tips I 


• If the Forced Encryption setting is enabled, you cannot clear the [Encryption] check box. For the Forced Encryption 
function, refer to the MFP Management Guide. 

• The user password and the master password are not set at the factory shipment. 

• Passwords must be from 1 to 32 one-byte alphanumerical characters. 

• The user password must differ from the master password. 


Note 


8 


These passwords can be re-entered only by an authorized user. Users cannot change the settings of the [Encryption Level] 
box and the [Authority] box if they are not authorized to change the master password. For the details of the encryption setting, 
refer to the MFP Management Guide. Ask the administrator for resetting these passwords. 

File Name Display how a received document will be named. You cannot change the file name. If the 

sender is registered to the sender numbers or address book, the registered name will be 
displayed in [(Sender)]. 

Fragment Message Size Select the size of the message fragmentation. 



□ Se 村 ing up Box Se 村 ing (Fax/InternetFAX Received Forward) 

In the Box Setting page, you can specify how a received document will be stored in the Box. 

You can specify the destination when you have selected [InternetFax] as the forwarding agent. 




Item name 

Description 

1 

Destination 

Specify the destination box number for e-Filing. 

Box Number 

Enter the Box number where a received document will be stored. 

Password 

Enter the password if the specified Box number requires a password. 

Retype Password 

Enter the same password again for a confirmation. 

2 

Folder Name 

Enter the name of the folder where a received document will be stored. 

3 

Document Name 

Display how the received document will be named. You cannot change the document name. 
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■ Extended Field Definition 

You can set meta data which is attached to images scanned with the Meta Scan function. 
You can register up to 100 extended field definitions. 


Tip 

The [Extended Field Definition] submenu can be accessed from the [Registration] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Registration] menu: 

Cfl P.22 "Access policy mode" 

ffl P.315 "[Registration] ([Administration] tab) Item list" 


Note 


The Meta Scan Enabler (GS-1010) is required to use the Meta Scan function. For the details, contact your distributor 
or service technician. 

Cfl P.329 "[Extended Fields] screen" 

Cfl R329 "Setting up Definition Information" 

Cfl R329 "Setting up Extended Field settings" 

Cfl R330 "[Extended Fields Properties] screen" 

Cfl R331 "[Definition Properties] screen" 


1 

2 


Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAK Received Forward | Extended Field Definition | 


No. 

Name 

001 

te: 1001 


-^002 

003 

Undefined 

004 

Undefined 

005 

Undefined 

006 

Undefined 

007 

Undefined 

008 

Undefined 

009 

Undefined 

010 

Undefined 

011 

Undefined 

012 

Undefined 

013 

Undefined 

014 

Undefined 

015 

Undefined 

016 

Undefined 

017 

Undefined 

018 

Undefined 

019 

Undefined 

020 

Undefined 

021 

Undefined 

022 

Undefined 

023 

Undefined 

024 

Undefined 

025 

Undefined 





Item name 

Description 

1 

No. 

Displays the extended field definition number. 

2 

Name 

Displays the extended field definition name. 

Click a registered name to check and edit the existing extended field definition. 

CQ P.329 "[Extended Fields] screen" 

Click [Undefined] to register a new extended field definition, 
ffl P.331 "[Definition Properties] screen" 
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□ [Extended Fields] screen 

You can set the information entered from the control panel when using meta scan. 
Cfl P.360 "Registering Extended Field Definition" 

□ Se 村 ing up Definition Information 


I 

Dilpinition Information 


[Edit] [Reset] 



1 001 t« 

3 ： 001 

I 



Item name 

Description 

1 

[Edit] button 

Allows you to edit the extended field definition. 

CQ P.331 "[Definition Properties] screen" 

2 

[Reset] button 

Allows you to delete the extended field definition. 

3 

No. 

Displays the extended field derinition number. 

4 

Name 

Displays the extended field definition name. 


□ Setting up Extended Field settings 



Extended Field settings 

こ New) 



Field I* 

Jumber 

Field I 

的 me 

Display Name 

Mandate 

iry Input 

Hidden イ 

J^ttribute 

Input b 

ethod 

Minimun 

1 Value 

Maximu 

T\ Value 

Default 

Value 

Da 

e 


1 


Fieldl 

ame1 

Dispk 

Name2 

Yes 


No 


Nume 

油 

3 


256 





2 


Fieldl 

ame2 

Dispk 

Name2 

Yes 


No 


Nume 

: al 

125 


256 





3 


Fieldl 

ame3 

Dispk 

Names 

No 


No 


Text 









4 


Fieldl 

ame4 

Dispk 

Name4 

Yes 


No 


List 









5 


Fieldl 

ameS 

Dispk 

Names 

Yes 


No 


Pass\ 

Drd 





龍 *"' 




Go じ 

OP of this t: 






















2 3 4 5 6 78 9 1011 




Item name 

Description 

1 

[New] button 

Allows you to add a extended field property. 

CQ P.330 "[Extended Fields Properties] screen" 

2 

Field Number 

Displays the extended field property number. 

3 

Field Name 

Displays the extended field property name. 

4 

Display Name 

Displays the caption of the extended field property for the display on the control panel. 

5 

Mandatory Input 

Displays whether the extended field property is a mandatory entry or not. 

6 

Hidden Attribute 

Displays whether the extended field property is a hidden item on the control panel. 

7 

Input Method 

Displays the type of the extended field property. 

8 

Minimum Value 

Displays the minimum value for the extended field property. 

9 

Maximum Value 

Displays the maximum value for the extended field property. 

10 

Default Value 

Displays the default value for the extended field property. 

11 

Date 

Displays the default date for the extended field property. 
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Extended Field Properties 

T Save I [Cancel JI Delete] 


-Field Name 



Name 


を ] Mandatory Input D Hidden Attribute 

Input Method 

I 妾 I Numerical © Decimal ©Text ©List © Address © Password © Date 

List Items 



Move Up 11 Move Down 11 Delete | 

Name | | 

Value I I [Add | 


I 


I 

I 

j*Minimum Value 

3 

-^Maximum Value 

I - 

256 

jDefault Value 

I Delete | 


I 

^Date 

|-| |-| l(YYYY-MM-DD) 


^Required 


□ [Extended Fields Properties] screen 

You can register up to 25 extended field properties. 

Cfl R363 "Registering templates for Meta Scan" 



Item name 

Description 

1 

[Save] button 

Creates an extended field property with the entered data. 

2 

[Cancel] button 

Cancels the settings. 

3 

Field Name 

Specify the extended field name. 

4 

Display 

Specify how to display the extended field on the control panel. 

Name 

Enter the caption of the extended field name for the display on the control panel. You can 
enter up to 256 characters. Enter the Box number where a received document will be 
stored. 

Mandatory Input 

Select this check box if the extended field is a mandatory entry item. 

Hidden Attribute 

Select this check box if the extended field is a hidden item on the control panel. 

5 

Input Method * 

Select the type of an extended field. 

• Numerical — Select this to create an extended field as an integer value. 

• Decimal — Select this to create an extended field as a decimal value. 

• Text — Select this to create an extended field as a character string. 

• List — Select this to create an extended field as a list selection. 

• Address — Select this to create an extended field as an address. 

• Password — Select this to create an extended field as a password. 

• Date — Select this to create an extended field as a date. 

6 

List Items 

Specify list items to be selected for the extended field. The registered list items are listed in 
the List items. When you register a list item, enter [Name] and [Value], and then click [Add]. 

If you select an item and click [Move Up], the selected item moves up in the list. Click [Move 
Down] to move it down. Select an item and click [Delete] to delete an unnecessary item from 
the list. 

Name 

Enter the name of the item. 

Value 

Enter a value or text to be applied for the selected item. 





• You cannot exceed the total number of characters displayable in the List Items (127). 

• You cannot use a semicolon in [Name] or [Value]. 

7 

Minimum Length 

Specify the minimum number of characters that can be entered in the extended field if the 
field is a character string. 


0 12 3 

1111 
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Item name 

Description 

8 

Maximum Length 

Specify the maximum number of characters that can be entered in the extended field if the 
field is a character string. 

9 

Minimum Value 

Specify the minimum numerical value that can be entered in the extended field if the field is 
a numerical value. 

10 

Maximum Value 

Specify the maximum numerical value that can be entered in the extended field if the field is 
a numerical value. 

11 

Default Value 

Specify the default value for the extended field. 

12 

Password 

Specify the default password for the extended field if the field is a password. 

13 

Date 

Specify the default date for the extended field if the field is a date. 


The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory setting items. 


Input method 
(Extended field type) 

Mandatory setting items 

Optional setting items 

Numerical value 

[Maximum Value], [Minimum Value] 

Settable value: -999, 999,999,999 to 999,999,999,999 

[Default Value] 

Decimal value 

[Maximum Value], [Minimum Value] 

Settable value: -999, 999,999,999.999 999 to 

999,999,999,999.999999 

Contact your service technician if you want to input a value 
with more than two decimal places. 

[Default Value] 

Text 

[Maximum Length], [Minimum Length] 

Settable value: 0 to 256 

[Default Value] 

List 

[List Items] 

You can register up to 256 [List Items]. 

You can set from 1 to126 characters in [Name]. 

You can set from 1 to126 characters in [Value]. 

However, the total number of characters set in [Name] and 
[Value] must be from 2 to 127. 

[Default Value] 

Select from the registered selection 
items. 

Address 

None 

[Default Value] 

Password 

None 

Settable value: 0 to 256 

[Default Value] 

Date 

None 

[Default Value] 



□ [Definition Properties] screen 


Definition Properties 


Definition Information 




No. Name 

001 testOOl 


I 


II 

f^ave] I Cancel] 

^Required 

I 

Number 

001 



Name 




XML Format File 

defaultFormS.xml ▼ 



Item name 

Description 

1 

[Save] button 

Creates an extended field definition with the entered data. 

2 

[Cancel] button 

Cancels adding new. 

3 

Number 

Displays the extended field definition number. 

4 

Name 

Specify the extended field definition name. 

5 

XML Format File 

Select the XML format file for meta data. 

CQ P.332 "XML Format File" 
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■ XML Format File 

Meta data, which is attached to images scanned with the Meta Scan function, is defined in an "XML format file". 

You can register "XML format files", which are customized to be processed by a workflow server or some other means. 


Tip 


The [XML Format File] submenu can be accessed from the [Registration] menu on the [Administration] tab. 
See the following pages for how to access it and information on the [Registration] menu: 

Cfl P.22 "Access policy mode" 

ffl P.315 "[Registration] ([Administration] tab) Item list" 

Cfl P.332 "Setting up Import XML Format File" 

Cfl P.332 "Se 扣 ng up Delete XML Format File" 


□ Se 村 ing up Import XML Format File 


Import XML Format File 
1 - File Name 


'(^Browse … ][Import | 



Item name 

Description 

1 

File Name 

Select the XML format file to be imported. 

[Browse] button — Allows you to select the XML format file. 

[Import] button — Imports the selected the XML format file. 


□ Se 村 ing up Delete XML Format File 


Delete XML Format File 

I Delete | 

r jFileWame ^ile Size pate 


1 2 3 



Item name 

Description 

1 

File Name 

Select the XML format file to be deleted. 

2 

File Size 

Displays the file size of the XML format file. 

3 

Date 

Displays the imported date of the XML format file. 
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[Registration] ([Administration] tab) How to Set and How to Operate 


You can register public templates, and relay transmissions of received faxes/Internet Faxes in the [Registration] menu in 
the TopAccess access policy mode. 

• Public Template 

An administrator can create public templates to register to the public template group. This template group can be 
accessed by all users in the network, 
ffl P.333 "Registering public templates" 

• Fax Received Forward, Internet Fax Received Forward 

An administrator can register an agent which forwards all received faxes/Internet Faxes to a specified destination. This 
enables the administrator to check all faxes received by this equipment. 

Cfl P.339 "Registering Fax and Internet Fax received forward" 


Note 


The Fax Received Forward can be registered only when the optional Fax Unit is installed. 

• Extended Field Definition 

m P.328 "Extended Field Definition" 

• XML format file 

Cfl P.355 "Editing XML format file" 

Cfl R359 "Registering XML format file" 


■ Registering public templates 


An administrator can create and maintain public templates and manage the public template group. Users can display and 
use public templates but cannot modify them. 

The public group can contain up to 60 public templates. Typically, these are general-purpose templates available to all 
users. 

An administrator can perform the following public template management operations in TopAccess access policy mode. 

Cfl R333 "Creating or editing public templates" 

Cfl R336 "Resetting public templates" 



□ Creating or editing public templates 

Use the Templates page to create or modify templates. 

Creating or editing public templates 


Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 


2 

3 


Click the [Administration] tab. 

Click the [Registration] menu and [Public Template] submenu. 

e-Filin" 
Lo goi け 


Job Status 
Security 


Logs I Registration 

Maintenance | 


User Management 


Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | XML Format File 


誓 


The Public Template submenu page is displayed. 
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4 Display in the Panel View. Click an undefined blank icon to create a new template, or 
click a defined icon with an image to edit an existing template. 



• If the templates list is displayed in the List view, click the [Undefined] template name to register a new template. 
Click the defined template name to edit an existing template. 

• If you click an icon that has not been defined, the Template Properties page to select agents is displayed. Skip 
to step 6. 

• If you click a defined icon, the Template Properties page is displayed. Go to the next step. 


Tips I 

• You can change the template list view by clicking on either [Panel View] or [List View]. 

• If you know which public template you want to define or edit, click the number of the public template in the 
[Jump to] links. 


When you select a defined template icon, the Template Properties will be displayed. 
Click [Edit]. 



Template Properties 


j Logs 

I Maintenance 
Public Template ► 


Registration 


Registration 


e-Filind 

Log out 



Group Information 


No. 


Name 

User Name 

Public 


Public Template Groups 


Template Information 



Change Password 11 Reset Template 

1 



Name 

User Name 

1004 


SCAN TO FILE 



Panel 

ん SCAN TO 

b み FILE 

Notification 


Automatic Start 

Disable 

Agent 

Save as file 

Scanner 

1 问一问 1 

OFF. Single, 0=!_ 1~H 

Black. 200dpi. Text. Auto. Auto. 0.0.0.0. (0,0,0). OFF. OFF 


The Template Properties page to select agents is displayed. 
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0 Select agents to be combined, and click [Select Agent]. 


e-Filiiui 

Logout 


Template Properties 

[save] I Cancel | 

r Select Agent • 


Public Temojate ► 


UCopy 巧。 

□ Email 

□ Fax/ lnternetFax^il9 

图 Save as file 

图 Scan 1 

O store to も Filing 

□ Meta Scan M 

OSave to USB Media 




You can select one of the following templates: 


Copy 

Creates a copy agent. This agent can copy documents. Usually, this is selected to print 
copies as well as sending originals to other destinations. This agent can also be 
combined with the Save as file agent or Store to e-Filing agent. 

Fax / InternetFax 

You can create a template for fax or Internet Fax transmission. This agent can be 
combined with the Save as file agent. 

Scan 

Create a scan template by combining the E-mail, Save as file, Store to e-Filing, or 

Save to USB Media agents. When you select this, select the agent from [Email], [Save 
as file], [Store to e-Filing], or [Save to USB Media]. You can specify up to two agents 
for a scan template. 

Meta Scan 

You can create a template for the meta scan option. 

Refer to the document provided by the vendor of the application which supports the 
meta scan option for details. 



7 Click each button displayed in the page to specify or edit the associated template 
properties. 


[Panel Setting] 

Specify the icon settings of the template. 

CQ P.315 "Setting up Panel Setting (Public template)" 

[Destination Setting] 

Specify the destination. This can be set only when creating a Fax/Internet Fax agent or 
Email agent. 

CQ P.315 "Setting up Destination Setting (Public template)" 

[InternetFax Setting] 

Specify how the Internet Fax is transmitted. This can be set only when creating a Fax/ 
Internet Fax agent. 

CQ P.315 "Setting up InternetFax Setting (Public template)" 

[Fax Setting] 

Specify how the documents are faxed. This can be set only when creating a Fax/Internet 
Fax agent. 

ffl P.315 "Setting up Fax Setting (Public template)" 

[Email Setting] 

Specify how the documents are transmitted as E-mail messages. This can be set only 

when registering the Email agent. 

ffl P.316 "Setting up Email Setting (Public template)" 

[Save as file Setting] 

Specify how documents are saved in a local hard disk, USB media, or a network folder. 
This can be set only when registering the Received to File agent. 

固 P.316 "Setting up Save as file Setting (Public template)" 

[Box Setting] 

Specify how the documents are saved in e-Filing. This can be set only when registering 
the Store to e-Filing agent. 

CQ P.316 "Setting up Box Setting (Public template)" 

[Store to USB Setting] 

Specify how the document is saved in USB media. 

[Scan Setting] 

Specify how the documents are scanned. This can be set only when creating a Save as 
file agent, Email agent, or Store to e-Filing agent. 

CQ P.316 "Setting up Scan Setting (Public template)" 

[Extended Field settings] 

Specify extended field definition information and extended field settings. 

CQ P.316 "Setting up Extended Field Settings" 

[Password Setting] 

Specify the password to the template if it is newly created. 


0 After configuring the desired template properties, click [Save]. 

The template properties are registered. 
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□ Resetting public templates 

You can reset a public template that you have registered. 

You can reset a public template that you selected, or you can reset all public templates that are registered in the public 
template groups. 

ffl R336 "Resetting a public template" 

Cfl P.338 "Resetting all public templates" 


Resetting a public template 


To reset an unnecessary public template, perform the following procedure. 


Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 


2 Click the [Administration] tab. 

3 Click the [Registration] menu and [Public Template] submenu. 

e-Filiiui 
Log oi け 



Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAXReceh 


c Template | I 

^2 


ived Forward 


I Extended Field Definition | XML Format File 


The Public Template submenu page is displayed. 


4 From the templates list, click the template icon that you want to reset. 

Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | XMLForr 


I Reset ] 


No. 

Name 

User Name 

Public 

Public Template Groups 



Panel View | List view 
Please click a template picture to edit. 
Jump to 




• If the templates list is displayed in the List view, click the template name that you want to reset. 

• The Template Properties page is displayed. 


Tips I 

• You can change the template list view by clicking on either [Panel View] or [List View]. 

• If you know which public template you want to define or edit, click the number of the public template in the 
[Jump to] links. 
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[Administration] Tab Page 


5 Click [Reset Template]. 



0 Click [OK]. 

Message from webpage 


參 


Do You really want to Reset? 


「 OK 、 I 「 Cancel | 

^ - 


The template setting is reset and the template will be returned to an undefined one. 
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Resetting all public templates 


To reset all public templates, perform the following procedure. 


1 Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Registration] menu and [Public Template] submenu. 


e-Filin" 

Lo gout 


Device 

Setup 


Job Status 
Security 


Logs 
Maintenance 


Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received 


巧 d Forward 


I Extended Field Definition | XML Format File 


The Public Template submenu page is displayed. 


4 Click [Reset]. 

Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | XMLForr 




No. 



Name 

User Name 

Public 



Public Template Groups 



Panel View | List view 

Please click a template picture to edit. 

Jump to 

M Zdl13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 


Templates 1-6 


1 ® 

COPY MODE 

’圖 

FAX MODE 



3 皆 回 

SCAN TO 


SCAN TO 

E-MAIL 

FILE 

s 討 

SCAN TO 

‘盆 

SCAN TO 

E-FILING 

FILE&E-MAIL 


Goto tOD of this page 


The confirmation dialog box appears. 


5 Click [OK], 



All public templates are reset. 
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■ Registering Fax and Internet Fax received forward 

You can forward received faxes and Internet Faxes to a specified address using fax received forward and Internet Fax 
received forward functions. You can check all faxes and Internet Faxes received by this equipment using these functions. 
Cfl R339 "Registering the Fax or Internet Fax received forward" 

Cfl R341 "Setting up Destination Setting (Fax/Internet Fax Received Forward)" 


Notes 


• You can also forward using the F-code communications function on this equipment when communicating with a fax 
which supports the F-code communications function. You need to create a mailbox in advance. Also, you can use 
the TSI (sender information) forwarding function by making the counterpart fax number as a box number and 
forwarding documents in the box (mailbox) to a specified saving location. 

ffl P.100 "Managing mailboxes" 

• The Fax Received Forward can be registered only when the optional Fax Unit is installed. 

• When the 2nd line board is installed, the received faxes are forwarded to the specified destinations according to the 
Fax Received Forward setting regardless of whether the faxes are received through line 1or line 2. 

The received fax and Internet Faxes can be transmitted to the following destinations: 

• Other Internet Fax devices 

• Local folder in this equipment or network folders 

• E-mail addresses 

• Box in this equipment 


□ Registering the Fax or Internet Fax received forward 


Tip 

The procedures to register the Fax Received Forward and Internet Fax Received Forward are almost the same. This 
section describes how to register in both cases. 



1 Start TopAccess access policy mode. 

ffl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Registration] menu. Click the [Fax Received Forward] submenu to register 
the Fax Received forward, or click the [InternetFAX Received Forward] submenu to 
register the Internet Fax Received forward. 



Registration レ ^ 1 


Public Template | Public Menu た ax Received Forward | InternetFAX Received Forward J Extended Field Definition | XML Format File 

民 2 

• When you click the [Fax Received Forward] submenu, the Fax Received Forward submenu page is displayed. 

• When you click the [InternetFax Received Forward] submenu, the Internet Fax Received Forward submenu 
page is displayed. 
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4 Select the [Forward] check box, select the desired agents, and click [Select Agent]. 


Tip 

To disable the Fax Received Forward or Internet Fax Received Forward, clear the [Forward] check box and 
click [Select Agent], and then click [Save]. 


e-Filin" 

Log out 


Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | XML Format File 
[save] 


r Select Agent 

n Forward 

お 1 


も 3 


□ InternetFax 
USave as file 

□ Email 

lJ Store to e-Filing 


を 2: 


InternetFax 

Forwards received faxes or received Internet Faxes to another Internet Fax device. 

This agent can be combined with the Save as file agent or Store to e-Filing agent. 

Save as file 

Forwards received faxes or received Internet Faxes to a shared folder on the 
equipment or a network folder. This agent can be combined with another agent. 

Email 

Forwards received faxes to an E-mail address. This agent can be combined with the 
Save as file agent or Store to e-Filing one. 

Store to e-Filing 

Forwards received faxes to e-Filing on the equipment. This agent can be combined 
with another one. 


Note 


The image quality of the file that is stored by Save as file, E-mail, and Store to e-Filing is different from the 
output of the received fax when it is printed. 



Select whether or not to print the forwarded documents in the [Document Print] box. 



Device 



Job Status 



Logs 

Maintenance 


Registration I Counter 


Registration 



Registration 

Public Template I Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | XML Format File 


e-Filin(i 

Logout 


[save I 


I Select Aqent i 
图 Forward 


图 InternetFax 
图 Save as file 
B Email 

B Store to e-Filing 


bocumert Print 

ON ERROR - 

1 


Always 


I Save as file Setting I 




Always 

Select this always to print forwarded documents. 

ON ERROR 

Select this to print the received document when an error has occurred on all 
forwarding destinations. (For example, the document is not printed when E-mail 
transmission only failed in a combined setting of save as file and E-mail.) 
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Click each button displayed in the page to specify or edit the associated properties. 


[Destination Setting] 

[TO: Destination Setting] 

[CC: Destination Setting] 

[BCC: Destination Setting] 

Specify the destination. This can be set only when registering the Internet Fax, or Email 
agent. 

圏 P.341 "Setting up Destination Setting (Fax/Internet Fax Received Forward)" 

[InternetFax Setting] 

Specify how the Internet Fax is transmitted. This can be set only when registering the 
Internet Fax agent. 

ffl P.322 "Setting up InternetFax Setting (Fax/Internet Fax Received Forward)" 

[Email Setting] 

Specify how the documents are transmitted as E-mail messages. This can be set only 
when registering the Email agent. 

鹽 P.326 "Setting up Email Setting (Fax/InternetFAX Received Forward)" 

[Save as file Setting] 

Specify how the documents are saved in a shared folder on this equipment or a network 
folder. This can be set only when registering the Received to File agent. 

CQ P.323 "Setting up Save as file Setting (Fax/InternetFAX Received Forward)" 

[Box Setting] 

Specify how the documents are saved in e-Filing. This can be set only when registering 
the Store to e-Filing agent. 

CQ P.327 "Setting up Box Setting (Fax/InternetFAX Received Forward)" 



7 After configuring the desired properties, click [Save]. 

The Fax or Internet Fax Received Forward properties are registered. 


□ Setting up Destination Setting (Fax/Internet Fax Received Forward) 

In the Recipient List page, you can specify the destinations to which the received faxes or Internet Faxes will be 
transmitted. You can only specify an E-mail address as the destination. 

You can specify the destinations by entering E-mail addresses manually, selecting destinations from the address book, 
selecting destination groups from the address book, or searching for destinations in the LDAP server. 

Cfl P.341 "Entering the destinations manually" 

Cfl P.342 "Selecting the destinations from the address book" 

Cfl P.343 "Selecting the groups from the address book" 
ffl P.344 "Searching for destinations in the LDAP server" 
ffl R345 "Removing the destinations from the Recipient List" 



Entering the destinations manually 


Using this method, you can add a destination manually to the Recipient List. 


1 Click [Destination Setting] to open the Recipient List page. 

2 Click [New]. 


Recipient List 

I Save 11 Cancel 11 Ne、 

が 11 Address Book || Address Group || Search 11 Delete | 


\ 

Ijdl^Name 

lOestination I 



The Contact Property page is displayed. 


3 


Enter the E-mail address of the destination, in the [Destination] box. 


Contact Property 

画 [Cancel ] [Reset ] 


User01@example.com k 


4 Click [OK]. 

Entered destination is added to the Recipient List page. 

ち Repeat step 2 to 4 to add all destinations you require. 

Tip 

You can remove destinations that you have added to the Recipient List before saving the destination settings. 
Cfl P.345 "Removing the destinations from the Recipient List" 
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0 Click [Save]. 


Recipient List 

I Save 11 Cancel ||New|| Address Book || Address Group || Search || Delete | 

ド 


巧 iame 

Destination 

B 


UserOI ©example .com 



The contacts are added as destinations. 


Selecting the destinations from the address book 


By this method, you can select destinations from the address book. 


1 Click [Destination Setting] to open the Recipient List page. 

2 Click [Address Book]. 



The Address Book page is displayed. 


3 


Select the [Email] check boxes of users you want to add as the destinations. 

Address Book 


Group All Groups 
lAdd j I Cancel i 



▼Name 

Email Address 

可 

FirstNamel 0 LastNamel 0 

User10@exampte.com 


FirstName09 LastName09 

User09@example com 

o 


FirstNameOS LastNameOS 

User08@example com 

巧 


FirstNameOZ LastNameOZ 

User07@example .com 

巧 


FirstNameOe LastName06 

User06@example .com 

巧 


FirstNameOS LastNameOS 

User05@example .com 

巧 


FirstName04 LastName04 

User04@example .com 

巧 


FirstNameOS LastNameOS 

User03@example com 

巧 


FirslName02 LastNdme02 

User02@example com 

□ 


FirslNameOI LastNameOI 

UserOI @exampie.com 


top of this page 


Tip 

If you want to sort the Recipient List by a specific group, select the desired group name in the [Group] box. 

4 Click [Add], 

The selected destinations are added to the Recipient List page. 


Tip 

You can remove destinations that you have added to the Recipient List before saving the destination settings. 
Cfl P.345 "Removing the destinations from the Recipient List" 
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5 Click [Save]. 


Recipient List 


|Sav 

e II Cancel ||New|| Address Book || Address Group || Search || Delete | 


\ _ 

立 

巧 ame 

Destination 

巧 

FirstNamel0 LastNamel0 

User10@example.com 

曰 

FirstName09 LdstName09 

User09@example .com 

曰 

FirstNameOS LastNameOS 

User08@example .com 

巧 

FirstName07 LastName07 

User07@example .com 

巧 


UserOI ©example .com 


The contacts are added as destinations. 


Selecting the groups from the address book 


By this method, you can select groups from the address book. 


1 Click [Destination Setting] to open the Recipient List page. 

2 Click [Address Group]. 

Recipient List 

[ Save I [ Cancel i [New 11 Address Book I Address Group 

pdl^Name [Destination 



The Address Group page is displayed. 


3 


Select the [Group] check boxes that contain the desired destinations. 

Address Group 

lAddj I Cancel i 


jGroup 

、 ▼Group Name 

司 

GroupNameOS 

巧 

^roupName04 

巧 

6roupName03 

巧 

GroupName02 

回 

GroupNameOI 

雨 

00 of this oaae 



4 Click [Add]. 

All destinations in the selected groups are added to the Recipient List page. 


Tip 

You can remove destinations that you have added to the Recipient List before saving the destination settings, 
ffl P.345 "Removing the destinations from the Recipient List" 



Click [Save]. 


1 

1 

Recipient List 

Sav 

1 11 Cancel || New|| Address Book 11 Address Group 11 Search || Delete | 

网 



り !^ ame 

Destination 

巧 

GroupNameOI 

Group 

巧 

FirstNamel0 LastNamel0 

User10@example.com 

0 

FirstName09 LastName09 

User09@example .com 

0 

FirstNameOS LastName08 

User08@example .com 

0 

FirstNameO? LastNameO? 

User07@example.com 

巧 


UserOI ©example .com 




The contacts are added as destinations. 
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Searching for destinations in the LDAP server 


You can search for destinations in the registered LDAP server. You can also search for destinations in the address book 
on this equipment. 

1 Click [Destination Setting] to open the Recipient List page. 

2 Click [Search]. 

Recipient List 

[save I [Cancel 11 NewJ i Address Book | 〔 Address Group 1 1 Search 

Ldl^Name Destination 

The Search Contact page is displayed. 

3 Select the directory service name that you want to search for in the [Directory Service 
Name] box, and enter the search terms in the boxes that you want to search. 

Search Contact 

[search i [Cancel ] 

Enter a partial name or Email address to search for a contact. 

Directory Service Nam 
First Name 
Last Name 
Email Address 
Fax Number 
Company 
Department 


心 


LDAP serverOI▼ 



Note 


Enter a search string in [Email Address] or [Fax Number] to search a destination using an LDAP server. A 
search will not be carried out correctly if you enter a search string in other columns. 


Tips I 

• If you select the model name of this equipment at the [Directory Service Name] box, you can search for 
destinations in the address book of this equipment. 

• TopAccess will search for destinations which match the entries. 

• Leaving the box blank allows wild-card searching. (However, you must specify at least one.) 


4 Click [Search]. 

A search for the destination using the LDAP server starts. When the search is complete, the Search Address List 
page will display the results. 



Select the [Email] check boxes of users you want to add. 

Search Address List 


I Add] [ Cancel j 



Note 


The value of [company] and [department] will depend on the settings determined by the administrator. 
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0 Click [Add]. 

The selected destinations are added to the Recipient List page. 


Tip 

You can remove destinations that you have added to the Recipient List before saving the destination settings. 
Cfl P.345 "Removing the destinations from the Recipient List" 


7 Click [Save]. 


Recipient List 


固 [New I [ Address Book j[ Address Group j [Search 11 Delete i 


心 


Destination 

B 

FirstName10LastName10 

Useri 0@example.com 


The contacts are added as destinations. 


Removing the destinations from the Recipient List 


1 Select the check boxes of the destinations that you want to remove from the Recipient 
List, and click [Delete]. 



The selected destinations are removed from the Recipient List. 


2 Click [Save]. 
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[My Account] Tab Page 


Using TopAccess, end users can display their own account information 

[My Account] Tab Page Overview.348 

[My Account] Item list.348 




e-Filiiui 

Log out 


丄 
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User Management 


Administration 


My Account 

— rSave] i Cancel 1[Change Password i [Menu i 


-User Name 
—Domain Name 


-Role Assignment 


Administrator 

[ ミ ] 

I Confirm Permission | 

AccountManager 

CopyOperator 


ScanOpe 巧 tor 




-Group Assignment 

-Department Number 
-PanelUl Language 
-PanelUl Keyboard Layout 
-Color Quota Setting 
Color Quota 
Default Color Quota 
■ 日 lack Quota Setting 
Black Quota 
Default Black Quota 


居 nglish(US) ]▼ 

[qwerty 13 

OFF 


■Total Counter 



Full Color 

Twin Color 

Black 

Total 

Copy 

2 

0 

0 

2 

Fax 



0 

0 


[My Account] Tab Page Overview 


The [My Account] tab is displayed if [User Authentication] is enabled in the [Administration] tab under [Security] - 
[Authentication] - [User Authentication Setting]. 

It displays the account information of the user who is accessing Top Access. Also, you can change the display language 
and keyboard layout on the control panel. 

Cfl P.348 "[My Account] Item list" 


[My Account] Item list 

Cfl R349 "[Change Password] screen" 

Cfl R350 "[Menu Setting] screen" 

Cfl R350 "[Select Menu Type] screen" 

Cfl R351 "[Select Template Group] screen" 
Cfl P.351 "[Select Template] screen" 

Cfl P.352 "[Select URL] screen" 

Cfl R352 "[Confirm Permission] screen" 



Item name 

Description 

1 

[Save] button 

Saves the content of the account. 

2 

[Cancel] button 

Cancels the operation. 

3 

[Change Password] button 

Changes the password of the user who is accessing TopAccess. 

CQ P.349 ‘‘[Change Password] screen" 

4 

[Menu] button 

Click the [Menu] button on the control panel and perform the settings on the menu 
screen. In the [My Account] tab, set the menu screen of the user who is accessing 
TopAccess. 

CO P.350 "[Menu Setting] screen" 

5 

User Name 

Displays the name of the user who is accessing TopAccess. 

6 

Domain Name 

Displays the domain name of the user who is accessing TopAccess. 

7 

Role Assignment 

Displays the role assigned to the user who is accessing TopAccess. 

Click the [Confirm Permission] button to display the [Confirm Permission] screen and 
check the detailed role information. 

CQ P.352 "[Confirm Permission] screen" 

8 

Group Assignment 

Displays the group assigned to the user who is accessing TopAccess. 

9 

Department Number 

Displays the department number registered by the user who is accessing TopAccess. 


9 [My Account] Tab Pag 
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[My Account] Tab Page 



Item name 

Description 

10 

PanelUl Language 

Select the display language for the control panel. 

11 

PanelUI Keyboard Layout 

Select the keyboard layout on the control panel. 

12 

Color Quota Setting 

Displays the color output restriction settings of the user who is accessing TopAccess. 



Color Quota 

If the Color Quota Setting is ON, the remaining number that can be output in color is 
displayed. 



Default Color Quota 

If the Color Quota Setting is ON, the assigned default value is displayed. 

13 

Black Quota Setting 

Displays the monochrome output restriction settings of the user who is accessing 
TopAccess. 



Black Quota 

If the Black Quota Setting is ON, the remaining number that can be output in 
monochrome is displayed. 



Default Black Quota 

If the Black Quota Setting is ON, the assigned default value is displayed. 

14 

Total Counter 

Displays the total counter of the user who is accessing TopAccess. 


□ [Change Password] screen 

Changes the password of the user who is accessing TopAccess. 


Change Password 

1 - ； - ；Save j| Cancel | 

叫 - ■ 

3 - j - Old Password 

4 I New Password 

5 Retype Password 




Item name 

Description 

1 

[Save] button 

Saves the password changes. 

2 

[Cancel] button 

Cancels the operation. 

3 

Old Password 

Enter the current password. 

4 

New Password 

Enter the new password. 

5 

Retype Password 

Enter the same password again for a confirmation. 
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Menu Setting 

1 - ； -- Close ]f Delete ] 

2 - 1 

Jump to 
1 H 33 49 


□ [Menu Setting] screen 

You can set the menu screen of the user who is accessing TopAccess. 

The menu screen is displayed by pressing the [Menu] button on the control panel. You can register frequently used 
templates and template groups, and External Interface Enabler shortcuts. 


□ [Select Menu Type] screen 

Select a menu type to add to the menu screen. 



Select Menu Type 


Please select a menu type. 

1 — 

H Template || Extension I 

2 — 

I ' - - 1 - * 

1 



Item name 

Description 

1 

[Template] button 

Adds a template to the menu. 

ffl P.351 "[Select Template Group] screen" 

2 

[Extension] button 

Adds an External Interface Enabler URL to the menu. 
m P.352 "[Select URL] screen" 



Item name 

Description 

1 

[Close] button 

Closes the [Menu Setting] screen. 

2 

[Delete] button 

Deletes the selected menu settings. 

3 

No. 

The numbers of the menu setting are displayed. 

Tip 

gister 64 types. 

In the menu settings, you can re! 

4 

Name 

The templates registered in the menu settings or the registered names of the External 
Interface Enabler are displayed. 

Click a registered name to check and edit a registered menu setting. 

Ca P.351 ‘‘[Select Template Group] screen" 

CQ P.352 ‘‘[Select URL] screen" 

Click [Undefined] to register a new menu setting, 
ffl P.350 "[Select Menu Type] screen" 

5 

Type 

The menu setting type is displayed. 
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□ [Select Template Group] screen 

Displays a list of Template Group that can be selected on the [Menu Setting] screen. 


Select Template Group 
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Item name 

Description 

1 

[Save] button 

Registers the selected template group. 

2 

[Cancel] button 

Cancels registration of the template group. 

3 

No. 

The numbers of the template group that can be selected are displayed. 

4 

Name 

The names of the template groups are displayed. 

Click a name to display the [Select Template] screen. If templates can be selected, a list of 
templates that can be selected is displayed, 
ffl P.351 "[Select Template] screen" 

5 

User Name 

The user names of the template groups are displayed. 



Item name 

Description 

1 

[Save] button 

Registers the selected template. 

2 

[Cancel] button 

Cancels registration of the template. 

3 

Template list 

A list of the templates that can be selected is displayed. 

Select a template to use. 


□ [Select Template] screen 

You can select which template to use by clicking the template group name in the [Select Template Group] screen. 



Select Template SelectTemplate Group » 


■[save I Cancel | 


Group Information 


No. 


Name 

User Name I 

000 


Public Template Group 

I 


Jump to 

M Ml 13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 


-Templates 1-6 


12 3 4 5 
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□ [Select URL] screen 

Select a URL registered in [URL List for Menu Screen]. 
Cfl P.212 "Se 扣 ng up URL List for Menu Screen" 


Select URL 



Item name 

Description 

1 

[Save] button 

Registers the selected URL. 

2 

[Cancel] button 

Cancels registration of the URL. 

3 

Name 

The registered URL name is displayed. 

4 

URL 

The registered URL is displayed. 


□ [Confirm Permission] screen 

You can display granted permissions of the user who is accessing Top Access. 


Confirm Permission 



f OK I 



i u へ J 



Copy Function 


Copy Job 

Enable 

Color Copy 

Enable 

Store to Local File Share 

Enable 

Store to Remote Server 

Enable 

Store to e-Filing 

Enable 


Print Function 


Print Job 

Enable 

Color Print 

Enable 

Store to e-Filing 

Enable 

Print Management 

Enable 


Scan Function 


Store to Local File Share 

Enable 

Store to Remote Server 

Enable 

Send Email 

Enable 

Store to e-Filing 

Enable 

RemoteScanA/VSScan(Pull) 

Enable 


Fax/iFax Function 


Internet Fax Transmission 

Enable 

Fax Transmission 

Enable 

Fax Received Print 

Enable 

Store to Local File Share 

Enable 

Store to Remote Server 

Enable 


Output Setting 

[Color Print [Enable 


Local File Share _ 

[Storeto Local Storage lEnable ] 



Item name 

Description 

1 

[OK] button 

Closes the [Confirm Permission] screen. 

2 

Role Information 

The role information assigned to the user who is accessing TopAccess is displayed. 




II — ■ —— 




極 


应 


—2 3 4 
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Functional Setups 

This chapter contains the following contents. 

Setting up Meta Scan Function.354 

Procedure for using Meta Scan.354 

Checking Meta Scan Enabler (optional).354 

Editing XML format file.355 

Registering XML format file.359 

Registering Extended Field Definition.360 

Registering templates for Meta Scan.363 

Meta Scan.366 

Checking logs of Meta Scan.366 
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Setting up Meta Scan Function 


The Meta Scan is a function to attach information (meta data) generated within the device to scanned images. The 
attached meta data can be processed by workflow servers or other means to supplement the scanned image. 

To use Meta Scan, select [E-MAIL], [Save as file] and [Save to USB Media] agents of Meta Scan for templates and register 
them. 

Meta data is managed by an XML file which defines the scheme to store the information. 

This section describes the data structure using the XML file <defaultForm3.xml> registered as the default as an example. 
The default XML file consists of two data areas; the "basic data area" and "extended data area". 

The "basic data area" records device information, scan parameters, and user information, while the "extended data area" 
records information entered by the user on the control panel (maximum 25 items) when running Meta Scan. 

The user can create fields in "extended data area" to store information entered from the control panel under [Extended 
Field Definition] - [Extended Field Properties]. 

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML 
format file and the extended field. 

ffl P.354 "Procedure for using Meta Scan" 

Cfl R354 "Checking Meta Scan Enabler (optional)" 

Cfl P.355 "Editing XML format file" 

Cfl P.359 "Registering XML format file" 

Cfl P.360 "Registering Extended Field Definition" 

Cfl P.363 "Registering templates for Meta Scan" 

Cfl P.366 "Me ね Scan" 

Cfl R366 "Checking logs of Meta Scan" 


■ Procedure for using Meta Scan 

Setup 



Operation 

Description 

Reference 

1 

Checking the Meta Scan option 

Check whether the Meta Scan option 
can be used with your equipment. 

CQ P.354 "Checking Meta Scan Enabler 
(optional)" 

2 

Editing the XML format file 

If necessary, edit the XML format file 
for meta data. 

鹽 P.355 "Editing XML format file" 

3 

Registering an XML format file 

Register an XML format file for meta 
data. 

CQ P.359 "Registering XML format file" 

4 

Registering an extended field 
definition 

If necessary, register an extended 
field definition. 

CQ P.360 "Registering Extended Field Definition" 

5 

Registering a template for Meta Scan 

Register a template for Meta Scan. 

鹽 P.363 "Registering templates for Meta Scan" 


Operation 



Operation 

Description 

Reference 

1 

Meta Scan 

Perform a meta scan using a template 
for Meta Scan. 

CQScanning Guide "Using Scan Templates" 

2 

Checking Meta Scan logs 

Check the scan log to confirm if meta 
data has been correctly created. 

CQScanning Guide "Viewing the Scan Job Status 
and Log" 


■ Checking Meta Scan Enabler (optional) 

The Meta Scan Enabler (GS-1010) is required to use the Meta Scan function. For the details, contact your distributor or 
service technician. 

You can check whether the Meta Scan option is set on your equipment as follows. 

Meta Scan function is available if [Meta scan enabler] is registered under [ADMIN] - [GENERAL] - [LICENSE 
MANAGEMENT]. 
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■ Editing XML format file 

Edit XML format files in accordance with the applications that interact with Meta Scan. You can define variables in the XML 
format file and the variables are replaced with the corresponding information (meta scan) during the Meta Scan operation. 


Tip 

Enter variables in XML format files using the ${variable name} format. 

□ Variables of XML format files 

Variables that can be defined in XML format files are shown below. 


Tip 

You can use variables for the subject of E-mail, the file name of Meta Scan image files, and the file name of meta data. 


Variable (${variable name}) 

Data to be stored 

Value 

${MANUFACT} 

Manufacturer name 

TOSHIBA 

${MODEL} 

Model name 

string 

${FWVER} 

Firmware version 

string 

${SERIAL} 

Serial number for machine 

string 

${LOCATION} 

Location set from TopAccess 

string 

${CONTACT} 

Contact information set from TopAccess 

string 

${CONTACTTEL} 

Contact telephone number set from TopAccess 

string 

${IP} 

IP address 

string 

${IPV6} 

IPV6 address 

string 

${NETBIOSNAME} 

NetBIOS name 

string 

${FQDN} 

Fully Qualified Domain Name 

string 

${RESOLUTION} 

Scan resolution 

HHHxVVVdpi 

${FILEFORMAT} 

File format 

MultipleTIFF 

singleTIFF 

MultiplePDF 

singlePDF 

MultipleSLIMPDF 

singleSLIMPDF 

MultipleXPS 

singleXPS 

JPEG 

${COLORMODE} 

Color mode 

BLACK 

GRAY SCALE 
FULLCOLOR 
AUTOCOLOR 

${NUMFILE} 

Number of image files 

string 

${PAGES} 

Number of pages 

string 

${PATH} *1 *2 

Save path of the image file 

string 

${FILE}*2 

Image file name 

string 

${MYEMAIL} 

Sender email address 

string 

${DAT 。 

Scanned date 

YYYY-MM-DD 

${YEAR} 

Scanned year 

YYYY 

${MONTH} 

Scanned month 

MM 

${DAY} 

Scanned day 

DD 

${TIME} 

Scanned time 

HH:MM:DD.mmmTZD *3 

${USER} 

Login user name 

string 

${DOMAIN} 

Login user's domain name 

string 

${DEPTCODE} 

Login department code 

string 

${DEPTNAME} 

Login department name 

string 

${TEMPGROUPNO} 

Template group number 

string 
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Variable (${variable name}) 

Data to be stored 

Value 

${TEMPGROUPNAME} 

Template group name 

string 

${TEMPGROUPUSER} 

Template group user 

string 

${TEMPNO} 

Template number 

string 

${TEMPNAME} 

Template name 

string 

${TEMPUSER} 

Template user 

string 

${FIELDNAMEn} *4 

Extended field name 

string 

${FIELDNAMEn} *4 

Extended field name 

string 


*1 It cannot be used for the subject of E-mail. 

*2 It cannot be used for the file name of image files or the file name of meta data. 
*3 TZD is Time zone. 

*4 A field number (from 1 to 25) comes at "n". For details, refer to the next chapter. 
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□ Default XML file format 

Contents of the default XML format file <defaultForm3.xml> registered in this equipment are shown below. XML format 
files must be in the UTF-8 XML format. During the Meta Scan operation, the equipment stores information corresponding 
to the variable in each field of the XML format file and attaches it as meta data in the XML format. 


<?xml ve 「 sion="1.0" encoding="UTF-8"?> 

<!- metadata version 3.1-> 

<mfp_metadata> 

<metadata_version> 

<majo 「 >3</major> 

<minor>1</minor> 

</metadata_version> 

<device_info> 

<ip_address>${IP ド / ip_address> 

<ipv6_address>${IPV6}</ipv6_address> 

<fqdn>${FQDN}</fqdn> - 
<netbios_name>${NETBIOSNAME ド / netbios_name> 
<location>${LOCATION}</location> 

<contact>${CONTACT ド / contact 〉 

<contac し tel>${CONTACTTEL ド / contac し tel> 

<FW_version>${FWVER}</FW_version> 

<manufacture>${MANUFACT}</manufacture> 

<model>${MODEL}</model> 

<serial>${SERIAL}</serial> 

<!- deprecated tag start -> 

<hos し nam い ${NETBIOSNAME ド / hos し name> 

<temp し file_ver>1.0</temp し file_ver> 

<!- deprecated tag end -> 

</device_info> 

<scan_info> 
template > 

<template_group_no>${TEMPGROUPNO}</template_group_no> 
<template_group_name>${TEMPGROUPNAME ド / template_group_name> 
<template_group_user>${TEMPGROUPUSER}</template_group_user> 
<template_no>${TEMPNO ド / template_no> 
<template_name>${TEMPNAME}</template_name> 
<template_user>${TEMPUSER}</template_user> 

</template > 

<scanned_date>${YEAR}-${MONTH}-${DAY}</scanned_date> 

<scanned_tim い ${DATE}T${TIME ド / scanned_time> 

<c 010 r_mod い ${COLORMODE}</color_mode> 

< 「 esolution>${RESOLUTION ド ; resolution 〉 
<file_format>${FILEFORMAT}</file_format> 

<no_o し files>${NUMFILE ド / no_o し files 〉 
<no_of_pages>${PAGES}</no_of_pages> 

<filelpath>${PATH}</file_path> 

<file—name> お FI し E ド / file—name> 

<sende し email>${M 丫 EMAIL ド / sende し email> 

<!- deprecated tag start -> 

<workflow>${TEMPGROUPNAME} ${TEMPNAME ド / workflow 〉 

<!- deprecated tag end -> 

</scan_info> 

<user_info> 

<user_id>${USER}</user_id> 

<use し domain>${DOMAIN}</use し domain 〉 

<dep し code>${DEPTCODE ド / dep し code> 

<dep し name>${DEPTNAM 口 </dep し name> 

<!- deprecated tag start -> 

<use し email>${M 丫 EMAIL}</use し email> 

<!- deprecated tag end -> 

</user_info> 

<user_input> 

<field1 name="${FIELDNAME1}">${VALUE1 ド / field1> 

<field2 name="${FIELDNAME2}">${VALUE2 ド / field2> 

<field3 name="${FIELDNAME3}">${VALUE3 ド / field3> 
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<field4 name="${FIELDNAME4}">${VALUE4 ド / field4> 
<field5 name="${FIELDNAME5}">${VALUE5 ド / field5> 
<field6 name="${FIELDNAME6}">${VALUE6 ド / field6> 
<field7 name="${FIELDNAME7}">${VALUE7 ド / field7> 
<field8 name="${FIELDNAME8}">${VALUE8 ド / field8> 
<field9 name="${FIELDNAME9}">${VALUE9 ド / field9> 
<field10 name="${FIELDNAME10}">${VALUE10 ド / field 10> 
<field 11 name="${FIELDNAME11}">${VALUE11 ド / field 11 > 
<field12 name="${FIELDNAME12}">${VALUE12 ド / field12> 
<field13 name="${FIELDNAME13}">${VALUE13}</field 13> 
<field14 name="${FIELDNAME14}">${VALUE14 ド / field14> 
<field15 name="${FIELDNAME15}">${VALUE15}</field15> 
<field16 name="${FIELDNAME16}">${VALUE16}</field16> 
<field17 name="${FIELDNAME17}">${VALUE17}</field17> 
<field18 name="${FIELDNAME18}">${VALUE18}</field 18> 
<field19 name="${FIELDNAME19}">${VALUE19}</field 19> 
<field20 name="${FIELDNAME20}">${VALUE20 ド / field20> 
<field21 name="${FIELDNAME21}">${VALUE21 ド / field21> 
<field22 name="${FIELDNAME22}">${VALUE22 ド / field22> 
<field23 name="${FIELDNAME23}">${VALUE23 ド / field23> 
<field24 name="${FIELDNAME24}">${VALUE24 ド / field24> 
<field25 name="${FIELDNAME25}">${VALUE25 ド / field25> 
</user_input> 

</mfp metadata 〉 


□ Se 村 ing for saving meta data 


You can specify the location to save meta data and the file name by adding the following elements to the XML file. 

Specifying the location to save meta data 


Protocol 

Format 

SMB 

<nnetadata_file_path>file://server name/path/</metadata_file_path> 

FTP 

<nnetadata_file_path>ftp://server name/path/</metadata_file_path> 

FTPS 

<metadata_file_path>ftps://server name/path/</metadata_file_path> 

NetWare (Binary mode) 

<nnetadata_file_path>server name/path/</metadata_file_path> 

NetWare (NDS mode) 

<metadata_file_path>Tree/Context/file_share/</metadata_file_path> 


Example: 

Protocol: SMB 

External server: 192.168 .1.1 


Save folder: metadata 

Format: <metadata_file_path>file:// 192.168 .1.1/metadata/</metadata_file_path> 


Note 


Ensure that the protocol is the same as the protocol for saving the Meta Scan image file. 

You can check the protocol for saving the Meta Scan image file in [Destination] of Save as file Setting, which is set for 
the template. 

Specifying a meta data file name 

<metadata file name>file name.xml</metadata file name> 


Example: 

File name: Sample—MetaData.xml 

Format: <metadata file name>Sample_MetaData.xml《/metadata file name> 


Tip 


You can use an XML format file variable for the file name of the meta data. 
Example using the date variables (${DATE}): 

<metadata_file_name>Sample_MetaData_${DATE}.xml </metadata_file_name> 
For more information on variables, see the following: 
a P.355 "Variables of XML format files" 
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■ Registering XML format file 

This section describes how to register a XML format file. 

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML 
format file and the extended field. 


Tip 

You can register up to 99 XML format files. 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 

2 Click the [Administration] tab. 

3 Click the [Registration] menu and [XML Format File] submenu. 



Registration l^| 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Field Definition | 州化 For り at File 
_ ^2. 


4 Click the [Browse] button under Import XML Format File. 

Select the XML format file you want to register from the displayed dialog box. 

ち Click the [Import] button to register. 

The XML format file is registered. 

Tip 

Select an XML format file and click the [Delete] button to delete the registered XML format file. 
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Click the [Administration] tab. 

Click the [Registration] menu and [Extended Field Definition] submenu. 


e-Filiiui 

Lodoiit 


Security 


Logs 

Maintenance 


User Management 


Registration l^| 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Extended Fh 


I2 - 


I XML Format File 


■ Registering Extended Field Definition 

You can register up to 100 "extended field definitions", select an "XML format file" for each of them, and set "extended field 
properties" as necessary. 

When using applications that interact with Meta Scan, follow the instructions of the application vendor to set the XML 
format file and the extended field. 

1 Start TopAccess access policy mode. 

Cfl P.22 "Access policy mode" 


4 Click [Undefined] to register an extended field definition. 


Registration 

Public Template | Public Menu | Fax Received Forward | InternetFAX Received Forward | Ext 州 (led Field Definition | XMLF 


Click a registered extended field name to display the edit screen for the extended field. 

Skip to step 6. 

Enter the field name, select an XML format file, and click the [Save] button. 

Select a registered XML format file when you want to use a customized XML format file. Select "defaultFormS.xml" 
if you do not have any customized XML format file. 


Definition Properties 

Definition Information 



003 

*Name 

tes 伽 3 


XML Format File 

defaultFormS.xml NJ 

み 1 


2 3 
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0 Click the [New] button under Extended Field settings when setting extended field 
properties. 

Click [Extended Field Definitions] in the upper part of the screen if you are not setting extended field properties. 



7 Set the extended field properties. 

Extended Field Properties 


[save] I Cancel j 


Field Name 

1 

^Display 

Name 


0 Mandatory Input E Hidden Attribute 

Input Method 

'を Numerical © Decimal © Text © List © Address © Password © Date 

List Items 


Move Up 11 Move Down 11 Delete | 


Name | | 

Value 1 ||Add| 

Minimum Length 

1 1 

Maximum Length 

1 1 

•Minimum Value 


♦Maximum Value 


Default Value 

[Delete | 

Password 

1 1 

Date 

1 |-| |-| l(YYYY-MM-DD) , 


■"■Required 



Field Name 

Specify the extended field name. 

Display 

Specify how to display the extended field on the control panel. 

Name 

Enter the caption of the extended field name for the display on the control panel. You can 
enter up to 256 characters. Enter the Box number where a received document will be 
stored. 

Mandatory Input 

Select this check box if the extended field is a mandatory entry item. 

Hidden Attribute 

Select this check box if the extended field is a hidden item on the control panel. 

Input Method * 

Select the type of an extended field. 

• Numerical — Select this to create an extended field as an integer value. 

• Decimal — Select this to create an extended field as a decimal value. 

• Text — Select this to create an extended field as a character string. 

• List — Select this to create an extended field as a list selection. 

• Address — Select this to create an extended field as an address. 

• Password — Select this to create an extended field as a password. 

• Date — Select this to create an extended field as a date. 

List Items 

Specify list items to be selected for the extended field. The registered list items are listed 
in the List Items. When you register a list item, enter [Name] and [Value], and then click 
[Add]. If you select an item and click [Move Up], the selected item moves up in the list. 
Click [Move Down] to move it down. Select an item and click [Delete] to delete an 
unnecessary item from the list. 

Name 

Enter the name of the item. 

Value 

Enter a value or text to be applied for the selected item. 
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• You cannot exceed the total number of characters displayable in the List Items (127). 

• You cannot use a semicolon in [Name] or [Value]. 

Minimum Length 

Specify the minimum number of characters that can be entered in the extended field if 
the field is a character string. 

Maximum Length 

Specify the maximum number of characters that can be entered in the extended field if 
the field is a character string. 

Minimum Value 

Specify the minimum numerical value that can be entered in the extended field if the field 
is a numerical value. 

Maximum Value 

Specify the maximum numerical value that can be entered in the extended field if the field 
is a numerical value. 

Default Value 

Specify the default value for the extended field. 

Password 

Specify the default password for the extended field if the field is a password. 

Date 

Specify the default date for the extended field if the field is a date. 


* The following shows the types and settable items of an extended field for each [Input Method]. (*) is displayed for mandatory setting 
items. 


Input method 
(Extended field type) 

Mandatory setting items 

Optional setting items 

Numerical value 

[Maximum Value], [Minimum Value] 

Settable value: -999, 999,999,999 to 999,999,999,999 

[Default Value] 

Decimal value 

[Maximum Value], [Minimum Value] 

Settable value: -999, 999,999,999.999 999 to 

999,999,999,999.999999 

Contact your service technician if you want to input a value 
with more than two decimal places. 

[Default Value] 

Text 

[Maximum Length], [Minimum Length] 

Settable value: 0 to 256 

[Default Value] 

List 

[List Items] 

You can register up to 256 [List Items]. 

You can set from 1 to126 characters in [Name]. 

You can set from 1 to126 characters in [Value]. 

However, the total number of characters set in [Name] and 
[Value] must be from 2 to 127. 

[Default Value] 

Select from the registered 
selection items 

Address 

None 

[Default Value] 

Password 

None 

Settable value: 0 to 256 

[Default Value] 

Date 

None 

[Default Value] 


0 Click the [Save] button to register the extended field properties. 

You can register up to 25 extended field properties. 

The extended field properties are registered. 
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■ Registering templates for Meta Scan 

You must register a template for Meta Scan before using the Meta Scan function. 

A template can be a "public template" which is registered by an administrator, ora "private template" which is registered by 
a user or an administrator. 

Both templates can be used to register a Meta Scan template. 

The following procedure shows how to register a "private template". 


1 Click the [Registration] tab and the [Template] menu. 



Please select a group to edit below. 


Public Template Groups 



User Name 


2 




3 


Enter the group name and click the [Save] button. 


Group Properties 

Group Information 

No. 1 I Name ]User Name 

DD7 I—t r 


1 Save 11 Cancel | 

^ReqifS^ 


007 

*Name 

K 

User Name 

み 1 


This Email address is used as default recipient each ror template. 

Notification 

Email to 

Password 


Retype Password 
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4 Click an [Undefined] icon from the template list. 

Private Templates Template Groups ► 

Group Information 

I Edit] I Change Password i [Reset ] 

No. Name User Name 

007 GroupOOZ 

Panel View I List view 

Please click a template picture to edit. 

Jump to 

M Zdl13-18 19-24 25-30 31-36 37-42 43-48 49-54 55-60 


Tern 

1 


Undefined 

2 

■ 

Undefined 

Undefined 

Undefined 

3 


Undefined 

4 


Undefined 

Undefined 

Undefined 

5 


Undefined 

6 


Undefined 

. Undefined 

^ Undefined 


Goto top of this page 


Select the check box for the [Meta Scan] under Template Properties, and then select the 
agent and click [Select Agent]. 


Template Properties Template Groups ► private Templates^ 

[Save I r Cancel 1 


[Select Agent 

□ copy 

□ Fax/ 

□ scan 
团 Meta Scan 


t Agent J 
lntsrnetFa^3 


み,- 


图 Email 
に 1 Save as file 
□ store to 卜 Filing 
回 Save to USB Media 


わ 2 


Note 


To select [Meta Scan], the optional Meta Scan Enabler (GS-1010) must be set up for use. 
If it is not set up, you cannot select [Meta Scan]. 


Only [Email], [Save as file], or [Save to USB Media] can be selected for [Meta Scan]. 


Email 

You can transmit the document as an Email attachment. 


[Tips I 


• When [Meta Scan] is selected, you can use a variable as the subject 

• Addresses specified in [From Address] are included in the meta data. 

• When [Meta Scan] is selected, if you select [Add the date and time to a file name] 
in [File Name], it is also applied to the meta data file name. 

CQ P.66 "Email Setting (Private template)" 

Save as file 

You can save the document in a shared folder. 


Notes 


• When [Meta Scan] is selected, you can only specify one destination. 

• Protocols and network paths specified in the destination are included in the meta 
data. 

Example: 

Protocol: SMB 

Network Path: \\1 92.168 .1.IMmageFolder 


<file_path>file: //1 92.168 .1.1/lnnageFolder/</file_path> 

• When [Meta Scan] is selected, if you select [Add the date and time to a file name] 
in [File Name], it is also applied to the meta data file name. 

CQ P.68 "Save as file Setting (Private template)" 

Store to e-Filing 

You can store the document in the e-Filing. 

Save to USB Media 

You can save the document in USB media. 
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0 Set the agent. 

Setting operations are the same as for normal templates, 
ffl P.86 "Registering and editing private template groups" 


The following describes how to set "Extended Field settings". 


7 Click the [Extended Field se 扣 ngs] button to set extended fields. 



0 Select a registered extended field definition using [Extended Field Definition No.]. 

Extended Field settings 

I Save I [Cancel i 


lExtended Field Definition No. I 

001: ExtendedNameOI▼ 

■ 1 


001: ExtendedNameOI 


1002 : ExtendedName02 I 

V 

\ ぐ 


DisplayNameOOl 


DisplayNdme002 


DisplayNameOOS 


DisplayName004 

User001@example.com | Address | 

DisplayNameOOS 

- - (YYYY-MM-DD) 


0 Enter the default value for the [Extended Field Properties]. 

This is displayed if [Extended Field Properties] are set for the selected extended field definition. 

Values set in this screen are used as the default values for [Extended Field Properties] displayed on the control 
panel when using Meta Scan. 

Items with an asterisk (*) at the beginning of the [Extended Field Properties] name are mandatory entry fields. 




10 Click the [Save] button to register the template. 

The template for Meta Scan is registered. 
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■ Meta Scan 

You can run Meta Scan using a Meta Scan template. 

For the operational procedure, refer to the Scanning Guide. 


Tip 

If [Extended Field Definition] set in [Extended Field Settings] in the Meta Scan template is deleted, the default XML 
format file <defaultForm3.xml> is used. 

■ Checking logs of Meta Scan 

You can check the scan log to confirm if meta data has been correctly created. 

Check the following items in the scan log. 


Check Item 

Description 

Mode 

Displays "MSxxxx" (xxxx is in the code format) to indicate Meta Scan. 

Status 

Meta data is correctly created if no errors are displayed. 


See the following for details of the scan log: 
Cfl P.41 "Scan Log" 
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APPENDIX 


This chapter contains the following contents. 

Installing Certificates for a Client PC 



APPENDIX 


Installing Certificates for a Client PC 


Configuring the Microsoft Management Console 


The following describes a configuration on Windows Vista. The procedure is the same when other versions of Windows 
are used. 



2 From the [File] or [Console] menu of the window that appears, select [Add/Remove 
Snap-in]. 


m 

■ File 1 Action View Favorites Window 

Help 

♦ 

区ぶが 

Ctrl+N 1 

M 


CtrkO 

Save 

Ctri+S 


Save As … 



Add/Remove Snap-in... K 

Options … 

1 C\Windows\system32\CompMgmt 

Ctrl+M 

1 


2 CAUsersV • 八 Console Kenny 



Exit 



II 



The [Add or Remove Snap-ins] dialog box appears. 


3 From the list of [Available snap-ins:], select [Certificates] and click [Add]. 



For Windows XP/2000, click [Add] to display the list and then select に ertificates]. 
The [Certificates snap-in] dialog box appears. 


4 Select [Computer account] and click [Next]. 


Certificates snap-in 


CMy 
Service 
a Computer 

^1 


咖 wi always m 
er account 
account 
er account 


I < Back j[ Next ， ド ^ Cancel 一 | 

The [Select Computer] dialog box appears. 


368 Installing Certificates for a Client PC 

































































APPENDIX 



Select [Local computer: (the computer this console is running on)] and click [Finish], 


Select Computer 、 

Select the computer you want this snap-in to manage. 
This snap-in wi aJways manage: 




I <Back ][ finish kJ [ Cancel ] 



The [Select Computer] dialog box is closed. 

g Make sure that "Certificates (Local Computer)" is added under the [Console Root] 
folder; click [OK]. 



Save the setting. 


^ File Action View Favorites Window Help 

> 今 I 圖 I 这 I HO 


B Console Root 

j 哥 Certificates (Local Computer) 

[ H Persona! 

[> B Trusted Root Certification Authorities 

り S Enterprise Trust 

0 睡 Intermediate Certification Authorities 

: B Trusted Publishers 

レ g Untrusted Certificates 

[> fi Third-Party Root Certification Authorities 

0 IH Trusted People 

[> S Smart Card Trusted Roots 


Name 

巧 Certificates (Local Computer) 
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11 APPENDIX 


Importing certificates to a client PC 


The following describes an import on Windows Vista. The procedure is the same when other versions of Windows are 
used. 


Notes 


• For Windows Vista, you must log in to Windows as a user who has the "Administrators" privilege. 

• Before importing certificates, make sure that User Account Control (UAC) is turned off. From Control Panel > User 
Accounts > Turn User Account Control On or Off, clear the check box for the [Use User Account Control (UAC) to 
help protect your computer] option and click [OK]. 



On the MMC, select and right-click on the appropriate folder to store the certificate and 
select [All Tasks] > [Import] 



File Action View Favorites Window Help 


* 今 I 圖日 I 四 B 圖 


I Console Root 

I 与？ Certificates (Local Computer) 


Personal 

jjVsted 

ris 

■ Int むけ 

H Trusted 

■ Untruste 
麵 Third-Pc 
麵 Trusted 
匯 Smart C 


Find Certificates... 


View 

New Window from Here 
New Taskpad View... 



Refresh 
Export List... 


Help 

n 

Select the appropriate folder according to the type of your certificate: 

• Self-signed certificate (.crt): Console Root > Certificates (Local Computer) > Trusted Root Certification 


Authorities 


• Client certificate (.pfx): Console Root > Certificates (Local Computer) > Personal 

• CA certificate (.cert): Console Root > Certificates (Local Computer)〉Trusted Root Certification Authorities 
The [Certificate Import Wizard] appears. 


2 On the Certificate Import Wizard, click [Next]. 



で 


For importing a client certificate, proceed to the next step. Otherwise, skip to step 5. 
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3 From [Browse], select the certificate to install, and click [Next]. 


Certificate Import Wizard 


File to Import 

Specify the file you want to import. 


Filename: 

C;VJsers い t5~vise~en り esktopy ： erb\vis ね - 20.pftc 


Note: More than one certificate can be stored in a single file in the blowing 
}e-PKCS#12(.PFX,.P12) 
le Syntax Standard- PKCS #7 Certificates (.P7B) 
Microsoft Serialized Certificate Store (.SSTQ 


al Information Ex ホ 
graphic Message Si 


% 


Learn more about certificate fHe formats 


<Back l[ Next 5 


田 


4 Enter the password for the private key and click [Next]. 


Certificate Import Wizard 


Type the password for the private key. 
Password: 


三 •' 己 De s:’ c l private key protection. You v;i be prompted every time the 
private key : s used by an application if you enable this option. 


に ] Mark this key as exportable. This wi allow you to back up or transport your 
keys at a later time. 

图 Include al extended properties. 


Learn more about protectinQ private keys 


I <Badc J[ Next > 


3 r Caned 


5 Click [Next]. 



Note 


Do not change the certificate store using [Browse]. 
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0 Click [Finish]. 



Tip 

If the following security warning message appears, click [Yes]. 



A You are about to install a certificate from a certification authority (CA) 
イ claiming to represent 

17216.101.134 

Windows cannot validate that the certificate is actually from 
"172.16.101134". You should confirm its origin by contacting 
"172>16101.134". The following number will assist you in this process: 

Thumbprint (sha リ : C 40525 巧 D1F58D1C C0D6538B 90E7607E 47D3 口 FD 



If you install this root certificate, Windows will automatically trust any 
certificate issued by this CA. Installing a certificate with an unconfirmed 
thumbprint is a security risk. If you click "Yes" you acknowledge this 
risk. 

Do you want to install this certificate? 



No 


y Click [OK] to complete the import. 



If you are importing a client certificate (.pfx) to a Windows Vista PC, proceed to the next step. Otherwise, the 
installation is complete. 

If you need to install another certificate, repeat the steps from the beginning. 



Double-click the imported client certificate. 


File Action View Favorites Window Help 

* 今 I ぁ 圖 ぶ墙 I Xgii^l B 圖 


H Console Root 

d 哥 Certificates (Local Computer) 

ィ ■ Personal 

B Certificates 

[> H Trusted Root Certification Authorities 

> Enterprise Trust 

0 H Intermediate Certification Authorities 

[> S Trusted Publishers 

[> B Untrusted Certificates 

0 喔 Third-Party Root Certification Authorities 

[> B Trusted People 

t> B Smart Card Trusted Roots 


Issued To 


固 172 ユ 6Jl02 ぶ 


Issued By Expiration Date Intended Pi 



The [Certificate] window appears. 


372 Installing Certificates for a Client PC 























































APPENDIX 


0 Click the [Details] tab and select [Thumbprint] to check the 40-digit thumbprint. 




Open the command prompt and execute the "netsh" command as shown below. 



Tip 


If you log in to Windows Vista as a user without the administrator privilege, open the command prompt by right- 
clicking the icon and selecting [Run as administrator.] This way, you can temporarily have the administrator 
privilege to execute the command. 


Microsoft Windows [Uersion 6.0,6000] 

Copyright <c> 2006 Microsoft Corporation."1 rights reserued. 

C : \Users\user-001>netsh http add sslcert ipport=0.0.0.0:5358 certhash=becccad923 
0c67bfda9ef5c20ec 414106090653 a appid=< ： 00112233-4455-6677-8899-AABBCCDDEEFF> 

SSL Certificate successfully added 
C ： \Users\usep-001>■ 


- Using the thumbprint obtained in Step 9, type the following command: 

netsh http add ssicert ipport=0.0.0.0:5358 certhash=(your 40-digit thumbprint) appid={00112233-4455- 
6677-8899-AABBCCDDEEFF} 

- When inputting the thumbprint, exclude the spaces. 


Note 


When your client certificate is created with Certificate Revocation List (CRL), you need to check if the CA server 
is accessible by FQDN (see the following figure). 



If no FQDN connection is established, ask your administrator to perform either of the following options: 
- In the "hosts" file accessible from the following folder path, add the IP address and the host name: 
C:\WINNT\system32\drivers\etc 

- Configure the DNS server to handle the name-to-address resolution. 
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